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Linux
 Many hacking tools like BackTrack/Kali depend 

on a knowledge of Linux

 So we have a basic introduction to Linux

 You need to be at least basically comfortable 

with Linux in order to utilize many hacking tools.
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History of Linux

 In 1987 a man named Andrew S. Tanenbaum 
created Minix, an operating system quite similar 
to Unix. Minix was a fairly stable and functional 
and reasonably good Unix clone. 

 The story of the Linux operating system, starts with 
young computer science graduate student 
named Linus Torvalds. Linus was introduced to 
Minux and, while still in graduate school,  
decided to create his own open-source Unix 
clone.  Linus found many things he liked about 
the Minix operating system, but he believed that 
he could make a better Unix variant. He chose 
the name Linux, as a combination of his first 
name, Linus, and the end of Unix, nix. 

 Finally, Linus Torvalds released Linux 0.01 on the 
Internet under a GNU public license. Torvalds not 
only released the operating system for free, he 
released the source code, and even invited 
other programmers to lend a hand in making the 
system more workable
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File System

EXT -The extended file system or ext was implemented in 
April 1992 as the first file system created specifically for the 
Linux operating system. It has metadata structure inspired 
by the traditional Unix File System (UFS) and was designed 
by Rémy Card to overcome certain limitations of the 
Minix file system

EXT 4 is current

Linux can also work with FAT
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History of Linux
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History of Linux (Cont.)

1987
Minix
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Linux
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Linux Distributions
 Mint: Ubuntu based, multi-media support, also has a 

Debian editor

 Debian: Comes with a very large amount of 
software

 Ubuntu: Ubuntu Manifesto: that software should be 
available free of charge, that software tools should 
be usable by people in their local language and 
despite any disabilities, and that people should 
have the freedom to customize and alter their 
software in whatever way they see fit. "Ubuntu" is an 
ancient African word, meaning "humanity to others".

 Fedora: Red Hat desktop, comes with GHNOME. 
There are variations called ‘Fedora Spins’

 OpenSuse: Widely used, has been around for quite 
some time.

 Qubes OS: Security focused

 https://distrowatch.com/
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Linux Shells

Bourne shell (sh)

Bourne-again shell (Bash)

C shell (csh)

Korn shell (ksh)
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Common Linux Shell Commands
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Common Linux Shell Commands 

(Cont.)
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Common Linux Shell Commands 

(Cont.)
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Run Levels
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Kali
 The successor to Backtrack

 https://www.kali.org/

 It has a HUGE number of tools. A few are listed 

here

 BBQSQL 

 Jsql

 Reaver

 Nmap

 dnsenum

 dnsrecon

 sigguesser

 cisco-orc

https://www.kali.org/
https://www.kali.org/
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Using Kali Linux
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Recon-ng
 Type Recon-NG at the shell
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Recon-ng

 Type show modules to see what modules are 

available.
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Recon-ng

 To use a module type in use  then the module

 To see module options type show options
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Recon-ng

 To check to see if an email is compromised
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Recon-ng

 Use the help file to learn more
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Recon-ng

 Use the shodanhq api

PPT
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dmitry

PPT
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dmitry
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dmitry

 Dmitry –i –s –e www.chuckeasttom.com
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Wifi Honey

 Create your own fake AP with wifi-honey 

 Generic Example

 wifi-honey <essid> <channel> <interface>

 Specific Example

 wifi-honey FreeWiFi 6 eth0
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WiFi  Honey
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Legion
 A vulnerability scanner in Kali Linux that incorporates many 

tools including 

 •Mysql-default

 •Nikto

 •Snmp-enum

 •Smtp-enum-vrfy

 •Snmp-default

 •Snmp-check
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Legion
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Legion
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Legion
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Legion
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hashcat
Hashcat is a rainbow table tool that tries to find passwords.  It is completely shell, 

no GUI interface. Its main strength is that it can work with a variety of hash 

formats.  Different applications can store their hashed passwords in a variety of 

ways.  Haschcat can handle several widely used formats, including Mac OS
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hashcat
This particular tool is meant to change the MAC address your Kali 

machine sends out. That makes it more difficult to trace the attack 

back to the Kali machine. Also MAC spoofing can be a way to 

circumvent some forms of authentication. First turn your network 

card off
ifconfig eth0 down

Then run the macchanger
macchanger -m a1:b2:c3:11:22:33 eth0

or set it to some random number
macchanger -r eth0

Now bring your network card backup
ifconfig eth0 up

If you get errors, the most common issue is not having root level 

privileges.
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Ghost Phisher
This is a very versatile tool, with several interesting functions. 

Each tab has settings to turn your Kali Linux machine into:

A fake wireless access point

A fake DNS server

A fake DHCP server

A fake HTTP server

And more. There are tabs for session hijacking and harvesting 

credentials.
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Macchanger

 This particular tool is meant to change the MAC 

address your Kali machine sends out. That makes 

it more difficult to trace the attack back to the 

Kali machine. Also MAC spoofing can be a way 

to circumvent some forms of authentication
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Macchanger
  The basic syntax is two steps:

 First turn your network card off

 ifconfig eth0 down

 Then run the macchanger

 macchanger -m a1:b2:c3:11:22:33 eth0

 or set it to some random number

 macchanger -r eth0

 Now bring your network card backup

 ifconfig eth0 up



 If you get errors, the most common issue is not 
having root level privileges.
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nikto
 Basic website scan
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Nikto

 Takes a while to finish, but when done you will 

see this
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nikto

 You may also scan a group of IP addresses. Just 

put them all in a text file

 nikto -h targetIP.txt

 You can export scan results into a format 

Metasploit can read:

 nikto -h <IP or hostname> -Format msf+
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Nikto tuning
 You can specify attacks to try

 Tuning options will control the test that Nikto will use against

 a target. By default, if any options are specified, only those tests will 
be performed. 
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Nikto tuning
     0 – File Upload

     1 – Interesting File / Seen in logs

     2 – Misconfiguration / Default File

     3 – Information Disclosure

     4 – Injection (XSS/Script/HTML)

     5 – Remote File Retrieval – Inside Web Root

     6 – Denial of Service

     7 – Remote File Retrieval – Server Wide

     8 – Command Execution / Remote Shell

     9 – SQL Injection

     a – Authentication Bypass

     b – Software Identification

     c – Remote Source Inclusion

     x – Reverse Tuning Options (i.e., include all except specified)
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Nikto tuning
 You can specify attacks to try

 Tuning options will control the test that Nikto will use against

 a target. By default, if any options are specified, only those

 tests will be performed. 

 Check SQL Injection

 nikto -Tuning 9 -h www.chuckeasttom.com

 Or check everything except SQL injection

 nikto -Tuning x 9 -h www.chuckeasttom.com 

 You can also save your results

 nikto -Display V -o results.html -Format htm -Tuning 9 -h www.chuckeasttom.com

 You can choose from several formats for output

 csv   Comma-separated-value

 htm   HTML Format

 nbe   Nessus NBE format

 sql   Generic SQL (see docs for schema)

 txt   Plain text

 xml   XML Format

 if not specified the format will be taken from the file extension passed to -output 

http://www.chuckeasttom.com/
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Nikto tuning
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Lynis

 Lynis is a host-based, open-source security 

auditing application that can evaluate the 

security profile and posture of Linux and other 

UNIX-like operating systems.
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Lynis
 lynis show settings



Cybersecurity with Dr. Chuck Easttom  www.ChuckEasttom.com

Lynis

 lynis update info 

 or

 lynis update check

 will see if you need an update

 Or you might try

 lynis show version
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Lynis
 The scan process starts with 

 lynis audit system
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Lynis
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Powersploit

 This is after you have access to a target machine. 

 It involves running a web server and listener on the 

Kali machine and navigating to that web server 

from the victim.
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Powersploit

 Quite a few interesting tools here
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Powersploit
 You can navigate to any directory and see 

what options are available. 



Cybersecurity with Dr. Chuck Easttom  www.ChuckEasttom.com

GoLismero 

 This is a python script.

 Simple scan

 golismero scan www.chuckeasttom.com

 You can export to output

 golismero scan www.chuckeasttom.com -o - -

o report.html
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GoLismero 
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theharvester
 It allows you to harvest data using any search engine. The 

syntax is 

 theHarvester -d [url] -l 300 -b [search engine name]

   note –l 300 means you only want 300 results.

 Or better yet search all search engines

 theHarvester -d chuckeasttom.com -l 300 -b all
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theharvester

 -d: Domain to search or company name.

 -b: Data source: baidu, bing, bingapi, dogpile, google, googleCSE, googleplus, 

google-profiles, linkedin, pgp, twitter, vhost, yahoo, all.

 -s: Start in result number X (default: 0).

 -v: Verify host name via DNS resolution and search for virtual hosts.

 -f: Save the results into an HTML and XML file (both).

 -n: Perform a DNS reverse query on all ranges discovered.

 -c: Perform a DNS brute force for the domain name.

 -t: Perform a DNS TLD expansion discovery.

 -e: Use this DNS server.

 -l: Limit the number of results to work with (bing goes from 50 to 50 results, google 

100 to 100, and pgp doesn't use this option).

 -h: Use SHODAN database to query discovered hosts.
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