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Vulnerability Scan v Pen Test v Audit
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Vulnerability Scan Pen Test Audit
Uses tools to scan for Actually attempts to break Checking logs, policies,
known vulnerabilities into the network looks for compliance to

policies



Terminology

Ad hoc testing: Testing carried out with no systematic approach or methodology. It is hoped that this book will
steer you away from that.

P Black hat hacker: A hacker who does break the law. This term is synonymous with cracker, but the term black
hat hacker is far more common. Contrary to some media portrayals, a black hat is not necessarily any more
skilled. Someone can break the law and still have only minimal skill.

P Cracker: One who breaks into a system in order to do something malicious, illegal, or harmful. Synonymous
with black hat hacker.

P Ethical hacking: Someone who is using hacking techniques for legal and ethical purposes.

P Footprinting: Scanning a target to learn about that target.

P Gray hat hacker: A hacker who usually obeys the law but in some instances will cross the line into black hat
hacking.

P Hacker: One who tries to learn about a system by examining it in detail by reverse-engineering or probing the
system. This is an important definition. Hackers, are not necessarily criminals. One can be a hacker and never
break the law, nor do anything unethical.

Script kiddy: A slang term for an unskilled person who purports to be a skilled hacker. Some people download
a tool or two, learn to use those, then consider themselves great hackers, when they are not.
P White hat hacker: A hacker who does not break the law, often synonymous with ethical hacker. Essentially this

is a person who uses hacking skills in a legal and ethical manner.



Testing Terms

Black Box
Testing

White Box
Testing

Gray Box
Testing

Note: White box is also known as clear box testing, glass box testing,
transparent box testing, and structural testing



Quality of Security Testing

False False Incomplete
Positives Negatives P
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NIST 800-115 NIST 800-115 describes security
assessments and has four phases:

Planning

Discovery

Attack

Reporting




NIST 800-115

Image from
http://csrc.nist.gov/publications/nistpubs/80
0-115/SP800-115.pdf
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Figure 5-2. Attack Phase Steps with Loopback to Discovery Phase




NIST 800-115

Implement a repeatable and

documented assessment
methodology.

Determine the objectives of each
security assessment, and tailor the
approach accordingly.

Analyze findings, and develop risk
mitigation techniques to address
WEELGQEREEEY




NIST 800-115

Security Testing Technique | Security Testing Tool
Review
) Ds=niff, Ettercap, Kismet, Mailsnarf, Msgsnarf, Ntop, Phoss, SinFP, SMB Shniffer,
Network Sniffing and Wireshark
File Integrity Checking Autopsy, Foremost, RootkitHunter, and Sleuthkit

Target Identification and Analysis

Application Security Testing CIRT Fuzzer, Fuzzer 1.2, NetSed, Paros Proxy, and Peach

Autonomous System Scanner, Ettercap, Firewalk, Netdiscover, Netenum,

Network Discovery MNetmask, Nmap, POf, Tctrace, and Umit

Network Port and Service Amap, AutoScan, Netdiscover, Nmap, POf, Umit, and UnicornScan

Identification
. . Firewalk, GFI LANguard, Hydra, Metasploit, Nmap, Paros Proxy, Snort, and
Vulnerability Scanning SuperScan
Wireless Scannin Airsnarf, Airsnort, BdAddr, Bluesnarfer, Btscanner, FakeAP, GFI LANguard,
g Kismet, and WifiTAP
Image from — o
http://csrc.nist.gov/publications/nist Target Vulnerability Validation
p- : -80V/P P P d Cracki Hydra, John the Ripper, RainbowCrack, Rerack, SIPcrack, SIPdump, TFTP-
ubs/800-115/SP800-115.pdf assword racking Brute, THC PPTP, WNCrack, and WebCrack

Remote Access Testing IKEProbe, IKE-Scan, PSK-Crack, and VNC_bypauth

Driftnet, Dsniff, Ettercap, Kismet, Metasploit, Nmap, Ntop, SinFP, SMB Sniffer,

Penetration Testing and Wireshark




National Security
Agency (NSA) Pre-Assessment

Information

Assessment O it
Methodology (IAM) Nn-Site

Post Assessment




NSA-IAM Overview

Pre-Assessment

Determine and manage the
customer’s expectations

Gain an understanding of the
organization’s information
criticality

Determine customer’s goals and
objectives

Determine the system boundaries
Coordinate with customer

Request documentation

On-Site Assessment
Conduct opening meeting

Gather and validate system
information (via interview, system
demonstration, and document
review)

Analyze assessment information
Develop initial recommendations

Present out-brief

Post-Assessment

Additional review of
documentation

Additional expertise (get help
understanding what you learned)

Report coordination (and writing)

See also
http://www.isaca.org/Journal/archi
ves/2007/Volume-
2/Documents/jopdf0702-info-
security-request.pdf



|AM Information Criticality matrix
System Criticality matrices
Baseline INFOSEC evaluation areas

Technical Assessment Plan (TAP)

http://www.sans.org/reading-room/whitepapers/auditing/application-nsa-
infosec-assessment-methodology-1045

http://systemexperts.com/media/pdf/NSAIAM.pdf



http://www.sans.org/reading-room/whitepapers/auditing/application-nsa-infosec-assessment-methodology-1045
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PCIl Penetration Testing standard

Scope

Qualifications of a Penetration tester
Penetration Testing Components
Methodology

Pre-engagement

Pre-engagement includes scoping, documentations (network diagram, cardholder
data flow diagram, etc.), rules of engagement, success criteria, review of past
issues.

The actual penetration test

Post-Engagement

Remediation best practices, retest vulnerabilities, reporting and documentation
standards.

https://www.pcisecuritystandards.org/documents/Penetration_Testing_Guidanc
e_March_2015.pdf



PC I B8  Build and Maintaina Secure Network
°

Pe n et rat I o n o Protect Cardholder Data

Te St i n g ) Maintaina vulnerability management

program

Sta n d a rd - \ Implement strong access control

measLures

Regularly monitor and test networks

Maintain a vulnerability management
program




PCIl Penetration Testing standard

Vulnerability Scan Penetration Test
Purpose Identify, rank, and report vulnerabilities Identify ways to exploit vulnerabilities to
that, if exploited, may result in an circumvent or defeat the security features
intentional or unintentional compromise  of system components.
of a system.
When At least quarterly or after significant At least annually and upon significant
changes. changes. (Refer to Section 2.6 of this
document for information on significant
changes.)
How Typically a variety of automated tools A manual process that may include the
combined with manual verification of use of vulnerability scanning or other
identified issues. automated tools, resulting in a

comprehensive report.

Chart from Penetration Testing Guidance
https://www.pcisecuritystandards.org/documents/Penetration_Testing_Guidance_March_2015.pdf



PCI
Highlights

* Scope
¢ Documentation

¢ Rules of
engagement

* Environment
* Success Criteria

¢ Past
vulnerability
scans

¢ Application
Layer

* Network Layer

* Segmentation

* Howto handle

card holder
data

¢ Post-
exploitation

Post-

¢ Remediation

¢ Retesting
identified
vulnerabilities

* CleaningUp

* Reporting




Cyber Kill
Chain

CLLCLLLL

Phases of the Intrusion Kill Chain

Reconnaissance

Weaponization

Delivery

Exploitation

Installation

Command & Control

Actions on Objective

NN

Research, identification, and selection of targets

Pairing remote access malware with exploit into a
deliverable payload (e.g. Adobe PDF and Microsoft
Office files)

Transmission of weapon to target (e.g. via email
attachments, websites, or USB drives)

Once delivered, the weapon’s code is triggered,
exploiting vulnerable applications or systems

The weapon installs a backdoor on a target’s system
allowing persistent access

Outside server communicates with the weapons
providing “hands on keyboard access” inside the
target’s network.

The attacker works to achieve the objective of the
intrusion, which can include exfiltration or
destruction of data, or intrusion of another target




CEH Lifecycle

Gain Access
Escalate Privileges
Execute Applications
Hide Files

Covering Tracks



Nmap

4 \ 4 \
4 ) 4
Nmap (network Can be extended with
mapper)The most Nmap Scripting Engine
widely used port (NSE) and Lua
\__| scanner \__| programming language

& J -




Nmap

(ZenMap

the GUI
version)

Scan  Tools Profile Help

Target: |127.0.DA1 ;I Profile;

Intense scan

Command: lnmap -T4 -A -v -PE -P522,25,80 -PA21,23,80,

Hosts Services Nmap Output ]Ports!

05 4 |Host Ll

Intense scan

Intense scan plus UDP
Intense scan, all TCP ports
Intense scan, no ping

Ping scan

Quick scan

Quick scan plus

Quick traceroute

Reqular scan

Slow comprehensive scan




Nmap
Continued

I8 x]
Scan Tools Profie Help
Profile: llntensescan L] Scan

Command: Inmap -T4 -A -v -PE -P522,25,80 -PA21,23,80,3389 www,chuckeasttom,com

I Hosts Services I Nmap Output I Ports | Hosts | Topology | Host Details I Scans I
05 4 |Host Inmap -T4 -A -v -PE -P522,25,80 -PA21,23,80,3389 www.c... B Details

'b p6p3.geo.acd.yahoo.con .- :’

2
3 16.00 24.164.211.145
®  localhost (127.0.0.1) 4 16.00 24.164.209.116
s
{

Target: Iwww.chuckeasttom.cnm

0.00 gig5-0-0.dllatxchn-rtrS.tx.rr.com
70.125.217.104)

6 15.00 gig2-0-0.hstntxl3-rtrl.texas.rr.com
(24.93.37.102)

7 15.00 xe-8-2-0.barl.Houstonl.LevelZ.net
(4.79.88.105)

S 16.00 ae-0-11.barz.Houstonl.Level3.net
(4.69.137.134)

9 31.00 ae-7-7.ebrl.Atlanta?.level3.net
(4.69.137.142)

10 31.00 ae-63-60.ebr3.AtlantaZ.level3.net
(4.69.138.4)

11 63.00 ae-2.ebrl.Washingtonl.Level3.nst
(4.69.132.86)

12 62.00 ae-71-71.cswZ.Washingtonl.Level3.net
(4.69.134.134)

13 62.00 ae-11-69.carl.Washingtonl.Level3.net
(4.68.17.3)

14 62.00 4.79.228.2

15 63.00 xe-2-0-0.msrl.acZ.yshoo.com
{216.115.108.123)

16 63.00 te-9-1.bas-bl.ac4.yahoo.com (76.13.0.207)
17 47.00 pép3.geo.acd.yshoo.con (98.136.92.78)

Read data files from: C:\Program Files (x86)\Numap
08 and Service detection performed. Please report
any incorrect results at http://nmap.org/submit/
Nmap done: 1 IP address (1l host up) scamned in
119.26 seconds

Raw packets sent: 2073 (94.408KB) | Rcwd:
125 {Z1.314KB)




NMAP Flags

-O detects operating system -Po Don’t Ping
-sP is a ping scan -PT TCP ping
-PS SYN ping
-sT TCP connect scan
-PI ICMP Ping
-sS SYN scan -PB TCP and ICMP ping
-sF FIN scan -PM ICMP netmask

-oN Normal Output
-0X XML output
-0G Greppable output

-sX XMAS Tree scan
-sN NULL Scan

-sU UDP scan -0A all output
-sO Protocol Scan -T timing

-TO paranoid
"SA ACK Scan -T 1 Sneaking
-sW Windows Scan -T 2 Polite
-sR RPC scan -T 3 Normal

) -T 4 Aggressive

-sL List/DNS scan

-T 5 Insane

-sl Idle scan



NMAP -continued

* Examples
* Basic synscan: nmap-sS 192.168.0.1
* Basic Null scan: nmap —sN 192.168.0.1
e Basic protocol scan: nmap -sO 192.168.0.1
* Nmap stack fingerprinting: Nmap -O —-p80<hosts=>
* Scan lower 1024 UDP Nmap -sU —p 1-1024 <hosts>
* Scan arange of IP nmap 192.168.1*
e ScanIPv 6 nmap -6 IPv6-Address-Here
 Show only open ports nmap --open 192.168.1.1



Types of Scans

Ping scan: This scan simply sends a ping
to the target port. Many network
administrators block incoming ICMP
packets for the purpose of stopping ping
scans.

SYN scan: This scan is very stealthy. Most
systems accept SYN (Synchronize)
requests. This scan is similar to the SYN
flood DoS attack described in Chapter 4,
“Denial of Service Attacks.” In this scan
you send a SYN packet but never respond
when the system sends a SYN/ACK.
However, unlike the DoS SYN flood, you
only send one packet per port. This is also
called the half-open scan.

Connect scan: This is the most reliable
scan, but also the most likely to be
detected. With this type of scan a
complete connection is made with the
target system.

FIN scan: This scan has the FIN flag, or
connection finished flag set. This is also
not an unusual packet for systems to
receive, so itis considered stealthy.



FLAGS

* InTCP communications there are 8 flags; FIN, SYN, RST, PSH, ACK, URG, ECE, CWR. These flags have
decimal numbers assigned to them:

« FIN=1
« SYN=2

+ RST=4

« PSH=8

« ACK=16

+ URG=32
- ECE=64

- CWR=128

26



Packet Flags

CWR (1 bit) - Congestion Window Reduced (CWR) flag is set by the sending host to indicate that it
received a TCP segment with the ECE flag set and had responded in congestion control mechanism.
ECE (1 bit) - ECN-Echo indicates
If the SYN flag is set, that the TCP peeris ECN capable.
If the SYN flag is clear, that a packet with Congestion Experienced flag in IP header set is
received during normal transmission.
URG (1 bit) — indicates that the Urgent pointer field is significant
ACK (1 bit) — indicates that the Acknowledgment field is significant. All packets after the initial SYN
packet sent by the client should have this flag set.
PSH (1 bit) — Push function
RST (1 bit) — Reset the connection
SYN (1 bit) - Synchronize sequence numbers. Only the first packet sent from each end should have
this flag set. Some other flags change meaning based on this flag, and some are only valid for when it
is set, and others when it is clear.
FIN (1 bit) - No more data from sender

Note: SYN, FIN, ACK, URG, and RST are the flags most commonly used in port scanning.



Scan Responses

FIN
Port closed response is RST
Port open no response
Windows PCs do not comply with RFC 7983; therefore, they do not provide accurate
results with this type of scan

XMAS
Port closed response is RST
Port open no response

SYN (considered stealthy, also called half open scan)
Port closed RST
IF the portis open, the target responds with a SYN-ACK. If it is closed, it responds with
an RST

NULL scan
All flags off
RFC 793 states that if a TCP segment arrives with no flags set, the receiving host should
drop the segment and send an RST

ACK Scan
If a portis filtered on a firewall, nothing comes back. If a port is unfiltered an RST is sent
back.

Cisco has a great paper on port scanning
http://www.ciscopress.com/articles/article.asp?p=469623&seqNum=3



hping

http://www.hping.org/

Send TCP SYN packets to port 0 on host xyz.com
hping xyz.com -S -V
Send TCP SYN packets every 100,000 microseconds to port 443

hping xyz.com -S -p 443 -i u100000

-F —fin set FIN flag

-S —syn set SYN flag

-R -rst set RST flag

-P —push set PUSH flag

-A —ack set ACK flag

-U —urg set URG flag

-X—xmas set X unused flag (0x40)
-Y —-ymas set Y unused flag (0x80)


http://www.hping.org/
http://www.hping.org/

Netdiscover P Siore

File Edit View Search Terminal Help
Currently scanning: 192.168.20.0/16 | Screen View: Unique Hosts

32 Captured ARP Req/Rep packets, from 28 hosts. Total size: 1986

b8:
b8:
b8:

Alarm.com
Alarm.com
Alarm.com

At MAC Address Count MKEwVEEHSFA7 Hostname

o bk P Belkin International Inc.

il b8: 1 Alarm.com

% B b8: 1 Alarm.com

21 b8: 1 Alarm.com

o b 60: 1 Espressif

1. c8: 1 Roku, Inc

T b8: 1 Alarm.com

Sl b8: 2 Alarm.com

wda d8: 1 PEGATRON CORPORATION

. oidia 00: 1 WESTERN DIGITAL

Just netdiscover e b 2 i iy

Al 60: 1 Espressif Inc.

. oidia e4: 1 Google, Inc.

without any flags 1.206  bs: ; Alarm. co

1. 1

odia 1




Netdiscover rot@hai - oo

File Edit View Search Terminal Help

etdiscover 0.3-pre-beta7 [Active/passive arp reconnaissance tool]
ritten by: Jaime Penalba <jpenalbae@gmail.com>

sage: netdiscover [-i device] [-r range | -1 file | -p] [-m file] [-s time] [-n
node] [-c count] [-f] [-d] [-S] [-P] [-c]
-1 device: your network device
-r range: scan a given range instead of auto scan. 192.168.6.0/24,/16,/8
-1 file: scan the list of ranges contained into the given file
-p passive mode: do not send anything, only sniff
-m file: scan the list of known MACs and host names
-F filter: Customize pcap filter expression (default: "arp")
-s time: time to sleep between each arp request (milliseconds)
-n node: last ip octet used for scanning (from 2 to 253)
count: number of times to send each arp reques (for nets with packet loss)
enable fastmode scan, saves a lot of time, recommended for auto
ignore home config files for autoscan and fast mode
f:léaé;E; enable sleep time supression between each request (hardcore mode)
print results in a format suitable for parsing by another program
Do not print header. Only valid when -P is enabled.
in parsable output mode (-P), continue listening after the active scan is c

-L or -p are not enabled, netdiscover will scan for common lan addresses.
s~# I




Netdiscover flags

-i device: your network device
-r range: scan a given range instead of auto scan. 192.168.6.0/24,/16,/8
-l file: scan the list of ranges contained into the given file
-p passive mode: do not send anything, only sniff
-m file: scan the list of known MACs and host names
-F filter: Customize pcap filter expression (default: "arp")
-s time: time to sleep between each arp request (miliseconds)
-n node: last ip octet used for scanning (from 2 to 253)
-c count: number of times to send each arp reques (for nets with packet loss)
-f enable fastmode scan, saves a lot of time, recommended for auto
-d ignore home config files for autoscan and fast mode
-S enable sleep time supression betwen each request (hardcore mode)
-P print results in a format suitable for parsing by another program
-N Do not print header. Only valid when -P is enabled.

-L in parsable output mode (-P), continue listening after the active scan is completed



Netdiscover

examples , ,
netdiscover -i ethO -r

192.168.1.1/24

l;lﬁ Netdiscover —r
192.168.1.1/24




Pre-test activites

0 0006

RISK ASSESSMENT SETTING CLEAR DEFINING SCOPE KNOW WHAT IS PLAN TOOLS AND
GOALS AND IS NOT BEING TECHNIQUES
COVERED




Tools

* NetScan Tools Pro. Used for discovering Mobile Scanners

network devices including IPv4/IPv6 address,

host name, email address, etc. Ip Network Scanner

* Other scanners Fing
* SuperScan Umit Network Scanner
. Network Inventory Explorer
*  Advanced Port Scanner PortDroid

+  CurrPorts Pamn IP Scanner

. MegaPing
+  NetTools Network Discovery
. IP-Tools

* Mobile Scanners
. Ip Network Scanner
. Fing
. Umit Network Scanner
. PortDroid

. Pamn IP Scanner

. Network Discovery



Po rt Scanning Configure | Configure firewall and IDS to block probles
Counter Measures

Block Block ICMP

Perform | Perform your own scanning

Filter Filter at routers

Update Update router, IDS, and Flrewall




Netcat

-
A popular tool that is widely used by

network administrators, hackers, and
others.

~

-
>
You can get it

http://netcat.sourceforge.net/

J
N

J

-
[ .

You can get netcat for Windows here
http://joncraton.org/blog/netcat-for-

windows
\_



http://netcat.sourceforge.net/
http://joncraton.org/blog/netcat-for-windows
http://joncraton.org/blog/netcat-for-windows

Netcat examples

Listen on a given port
* nc-13333

Connect to listening port
* nc 132.22.15.43 3333

Connect to a mail server

* nc mail.server.net 25

Turn Netcat into a proxy server

* nc -1 3333| nc www.google.com 80



Packet

Structure -
00 (0102 03|04 0506(07 08 0910 11 (12 13|14 151617 18(19 20|21 22 23242526 27|28 (29 30 31
I C P Source Port Destination Port

Sequence Number
Acknowledgment Number

H e a d e rs Data Offset |reserved | ECN Control Bits Window

Checksum Urgent Pointer

Options and padding :::
Data :::




Packet

Structure -
IP Headers

0001 02 03 04 050607 08(09 10 11 12|13 1415|1617 18 19 20 21 |22 23 24 25|26 27 28 |29 |30 31

Version IHL Differentiated Services Total length
Identification Flags Fragment offset
TTL Protocol Header checksum

Source IP address

Destination IP address

Options and padding :::




Packet
Structure -
Ethernet
Header

Start of Frame check
MAC 802.1Q tag |Ethertype or _. | Interframe
Preamble frame o ) Payload sequence (32-bit
o destination | source | (optional) length a
delimiter CRC)
7 octets of 1 octet of
6 octets 6 octets | (4 octets) 2 octets | 46-1500 octets 4 octets 12 octets

10101010 10101011
64-1522 octets
72-1530 octets
84-1542 octets




Wireshark

* Wireshark is one of the most widely known network packet
sniffers. Often a penetration tester can learn a great deal from
simply sniffing the network traffic on a target network.
Wireshark provides a convenient graphical user interface
(GUI) for examining network traffic. It is a free download,

which you can get at https://www.wireshark.org/. tool can be
downloaded for Windows or Macintosh



Wireshark

[dissectors - plugins - display filters]
Core Engine

Dumpcap Wiretap Library
Capture Engine

libpcap/WinPcap/Npcap**/USBpcap
[capture filter]

network




Selecting

°
S o m et h I n g ..using this filter: | |Enter a capture filter ..

VirtualBox Host-Only Network #4

to capture e

Local Area Connection® 3
Ethernet 2

) Ethernet
If you don’t see o
traffic, itis not live.

e

®@e®

USBPcap?




Analyzing
network
traffic

A *Wi-Fi [Wireshark 1.12.4 (v1.12.4-0-gb4861da from master-1.12)]
File Edit View Go Capture Analyze Statistics Telephony Tools Intemals Help
CodmEsi BEXS A¢saTL/IEE QA @BEBX
Filter: v | Expression... Clear Apply Save
No. Time Source Destinaticn Protocol Length  Info
2 0.307611000 192.168.1.100 239.255.255.250 SSDP 380 NOTIFY * HTTP/L.1
3 0.307736000 192.168.1.100 239.255.255.250 55DP 389 NOTIFY * HTTP/1.1
4 0.307768000 192.168.1.100 239.255.255.250 S5DP 432 NOTIFY * HTTP/1.1
5 0.409543000 Arriscro_f8:24:ca Eroadcast ARP 60 who has 192.168.1.17 Tell 192.168.1.101
6 0.409572000 192.168.1.100 239.255.255.250 55DP 444 NOTIFY * HTTR/1.1
7 0.409622000 192.168.1.100 239.255.255.250 S5DP 446 NOTIFY * HTTP/1.1
8 0.884307000 192.168.1.153 239.255.255.250 S55DP 175 M-SEARCH * HTTP/1.1
9 0.888416000 192.168.1.1 192.168.1.153 55DP 487 HTTP/1.1 200 OK
10 1. 896522000 192.168.1.153 192.168.1.255 NBNS 92 Name query NB WPAD<00>
11 2.355141000 192.168.1.100 239.255.255.250 S55DP 380 NOTIFY * HTTP/1.1
12 2.355247000 192.168.1.100 239.255.255.250 55DP 389 NOTIFY * HTTP/1.1
13 2.355271000 192.168.1.100 239.255.255.250 SSDP 432 NOTIFY * HTTP/1.1
14 2.458012000 192.168.1.100 239.255.255.250 S55DP 444 NOTIFY * HTTP/1.1
15 2.458124000 192.168.1.100 239.255.255.250 55DP 446 NOTIFY * HTTP/1.1
16 2.580735000 192.168.1.153 98.138.227.170 TCP 66 21231-995 [SYN] Seq=0 win=8192 Len=0 Mss=14
17 2.622895000 9B8.138.227.170 192.168.1.153 TCP 66 995+21231 [5YN, ACK] Seq=0 Ack=1 Win=14600
18 2. 623067000 192.168.1.153 98.138.227.170 TCP 54 21231-995 [ACK] Seg=1 Ack=1 Win=65536 Len=0
19 2.623330000 192.168.1.153 98.138.227.170 TLSV1. 2 427 client wello
20 2.650931000 192.168.1.153 192.168.1.255 NENS 92 Name query NB WPAD<00>
21 2.669520000 98.138.227.170 192.168.1.153 TCP 54 995-21231 [ACK] Seg=1 Ack=374 Win=15872 Len
22 2.674261000 98.138.227.170 192.168.1.153 TLSV1. 2 1514 server Hello
23 2.674317000 98.138.227.170 192.168.1.153 TCP 1514 [TCP segment of a reassembled PDU]
24 2.674357000 192.168.1.153 98.138.227.170 TCP 54 21231-995 [ACK] Seq=374 Ack=2921 Win=65536
25 2.674437000 98.138.227.170 192.168.1.152 TCP 1514 [Tcp segment of a reassembled pDU]
26 2. 674458000 98.138.227.170 192.168.1.153 TL5v1. 2 737 certificate
7 2.674483000 192.168.1.153 98.138.227.170 TCP 54 21231-995 [ACK] seq=374 Ack=5064 win=65536
28 2.681258000 192.168.1.153 98.138.227.170 TLSV1. 2 220 client key Exchange, change Cipher Spec, En
29 2.725567000 98.138.227.170 192.168.1.153 TLSv1. 2 352 New Session Ticket, change Cipher spec, Enc
30 2.746904000 192.168.1.153 98.138.227.170 TCP 54 21231-995 [ACK] seq=540 Ack=5362 win=65280
31 2.789218000 98.138.227.170 192.168.1.153 TLSV1. 2 187 application Data
32 2.789520000 192.168.1.153 98.138.227.170 TL5v1. 2 123 Application Data
33 2.831771000 98.138.227.170 192.168.1.153 TLSV1. 2 267 application pata
34 2.832151000 192.168.1.153 98.138.227.170 TLSV1. 2 139 application Data
35 2. 873963000 98.138.227.170 192.168.1.153 TL5v1. 2 139 Application Data
36 2. 874168000 192.168.1.153 98.138.227.170 TLSv1. 2 139 application pata
>
@ Frame 1: 64 bytes on wire (512 bits), 64 bytes captured (512 bits) on interface 0

1 ethernet II, src: SeikoEps_bb:27:b8 (00:26:ab:bb:27:b8), Dst: Broadcast (ff:ff:ff:ff:ff:ff)

ff ff ff ff ff ff 00 26
08 00 06 04 00 01 00 26
00 00 00 00 00 00 cO a8
1c 40 65 74 68 31 01 00

ab bb 27
ab bb 27
01 9e f8
00 00 dc

b8 08 06 00 01
b8 cO a8 01 e
3d 1c 40 f8 3d
52 37 00 b7 do

L@ethi. !




Wh t d th « Wireshark uses colors to help you identify the
a O e types of traffic at a glance. By default, green is TCP
traffic, dark blue is DNS traffic, light blue is UDP

c o lo rs m e a n traffic, and black identifies TCP packets with problems

B 192 54.186.2 3 2.20.0.4 ep-Alive A
120847 56.321019 172.20.0.49 52.165.171.165 TLSv1.2 127 Application Data
12048 56.373976 52.165.171.165 172.20.0.49 TLSv1.2 179 Application Data
12049 56.414701 172.20.0.49 52.165.171.165 TCP 54 24299 » 443 [ACK] Seq=74 Ack=126 Win=257 Len=0
12050 56.853742

Broadcast ARP 56 Gratuitous ARP for 172.20.0.56 (Request)

Al 443 » 1085 3

12057 58.736214 172.20.0.49 64.134.255.2 DNS 87 Standard query @x63b5 A shavar.services.mozilla.com
12058 58.768553 172.20.0.49 64.134.255.10 DNS 87 Standard query @x63b5 A shavar.services.mozilla.com

12859 58.777273 64.134.255.2 172.208.08.49 DNS 529 Standard query response 8x63b5 A shavar.services.mozilla.com CNAME shawve



What do the colors mean

Go to View > Coloring Rules

|0 G0~ NSRS ) D GO

View Go Capture Analyze

v

T

Main Toolbar
Filter Toolbar
Wireless Toolbar
Status Bar

Full Screen

Packet List
Packet Details
Packet Bytes

Time Display Format
Name Resolution

Zoom

Expand Subtrees
Collapse Subtrees
Expand All

Collapse All

Colorize Packet List
Coloring Rules...
Colorize Conversation

Reset Layout
Resize Columns

Internals

Statistics Telephony

F11

Shift+Right
Shift+Left
Ctrl+Right
Ctrl+Left

3

Ctrl+Shift+W
Ctrl+Shift+R

Show Packet in New Window
Reload as File Format/Capture Ctrl+Shift+F

Reload

Ctrl+R



What do

OSPF State

the colors

TCP RST tcp.flags.reset eq 1
SCTP ABORT sctp.chunk_type eq ABORT
TTL low or unexpected (1 24.00.0/4 && ip.ttl &8 Ipim &&
n Errors etl d L
m e a n MB smb || nbss || nbns || nbipx || ipxsap || netbios
HTTP http || tcp.port == 80 || hittp2
PX ipx || spx
CERPC dcerpc
outing hsrp || eigrp || ospf || bgp || cdp || vrrp || carp || gvrp [ igmp || ismp
'CP SYN/FIN tep.flags & 0x02 || tcp.flags.fin == 1
CcP tcp

DP e




Wireshark
Configuration

A Wireshark: Capture Options

Capture
Capture Interface Link-layer header Prom. Mode Snaplen [B] Buffer [MiB]
VMware Network Adapter VMn...
[0 feso-scsbecbamaazessy Ethernet enabled 262144 2
192168481

VMware Network Adaoter VMn...

[] Capture on all interfaces

Use promiscucus mode on all interfaces

Capture Filter:

Capture Files
File: Browse...

[] Use multiple files Use pcap-ng format

| Mext file every

- |megabyte(s)

Mext file every 1 - |minute(s)
Ring buffer with > files
Stop Capture Automatically After...
O |1 S packet(s) [ |1 megabyte(s)
1 S file(s) O N S |minute(s)

Help

- oEEN

Capture Filter

Manage Interfaces

W Compile selected BPFs

Display Options
Update list of packets in real time
[[] Automatically scroll during live capture
Hide capture info dialog

MName Resolution
Resolve MAC addresses
[] Resclve network-layer names
[] Resolve transport-layer name

Use external network name resolver

Start Close




Wireshark
Interface

Highlighted Packet

. 674317000
674357000

30 2.746904000
31 2.789218000

39 7 7easIANAN

EEELE

98.138.227.170

192.168.1.153

98.138.227.170
98.138.227.170

192.168.1.153

192.168.1.153

192.168.1.153

98.138.227.170

109 180 1 183

87

7 36

0c
00
e7
A=

192.168.1.153 TCP 1514 [TCP segment of a reassembled PDU]
98.138.227.170 TCP 54 21231-995 [ACK] Seq=374 Ack=2921 Win=65536
192.168.1.153 TCP 1514 [TcP segment of a reassembled PDU]
192.168.1.153 TLSV1. 2 737 certificate

98.138.227.170 TCP 54 21231-995 [ACK] Seq=374 Ack=5064 Win=65536

98.138.227

TLSVL. 2 220 client Key Exchange, Change Cipher Spec, En
TLSVL.2 352 New Session Ticket, Change Ci ec, Eng

98.138.227.170 TCP 54 21231-995 [ACK] Seq=540 Ack=5362 Win=65280
192.168.1.153 TLSVL. 2 187 Application pata
00 130 997 17n A I 192 Annldrarian Aara

Frame 29: 352 bytes on wire (2816 bits), 352 bytes captured (2816 bits) on interface 0

eEthernet II, Src: VerizonB_87:7c:8d (c8:a7:0a:87:7c:8d), Dst: IntelCor_1d:ac:dl (c8:f7:33:1d:ac:dl)
Internet Protocol Version 4, Src: 98.138.227.170 (98.138.227.170), Dst: 192.168.1.153 (192.168.1.153)
Transmission Control Protocol, Src Port: 995 (995), Dst Port: 21231 (21231), Seq: 5064, Ack: 540, Len: 298
Secure Sockets Layer

Packets: 55 - Displayed: 55 (100.0%) - Dropped: 0 (0.0%) Profile: Default




What are you looking at

As you highlight items in the data pane, the
content is described below

ec 13 db cb db @1 a8 6b ad @d @7 of 08 @0 45 00 k E
@0 28 3d do_40 08 806 06 63 dd @a d8 ec la 75 12 (=-@ c u

0020 ed 1d 10 :00 gS 1b 88 4d 4b a3 bf ba 50 11 I’IE MK---P
01 o1 2c 28=se=oe -

© 7 | Bytes 36-37: Destination Port (tcp.dstport]
ﬂ ~- . . n

Destination: 117.18.237.29
v Transmission Control Protocol, Src Port: 4206, Dst Port: 80, Seq: 2, Ack: 1, Len: @

JUUTCE roT L. D200

Destination Port: 80

. . . ec 13 db cb db @1 a8 6b ad od 7 of @s 0@ 45 08 k E-
And if you click on it, then 010 00 28 3d do 40 @0 30 06 63 dd @a d8 ec 1a (=@ coe---H

oe20 [T 10 6e 00 56 85 1b 88 4d 4b a3 bf ba 56 11 EH-n-P-- MK---P
1t

Details are shown above. o1 o1 2¢ 2b 60 60

o IDestinatian (ip.dst), 4 bytes I
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©
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i
#
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1
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Capture | Analyze Statistics

Capture Filter

Interfaces...
Options...

Start

Stop

Restart

Capture Filters...
Refresh Interfaces

*Wi-

Ctrl+l
Ctrl+K
Ctrl+E
Ctrl+E
Ctrl+R

Telept

[

A Wireshark: Capture Filter - Profile; Default

Edit Capture Filter

Delete

Properties
Filter name:

Filter string:

Help

Ethernet address 00:08:15:00:08:15
Ethernet type 00806 (ARP)

Mo Broadcast and no Multicast
MNo ARP

IP only

IP address 192.168.0.1

IPX only

TCP only

UDP enly

TCP or UDP port 30 (HTTP)
HTTP TCP port (80)

.Y

Cancel



Capture Filter examples

host 10.1.20.55
host 192.168.0.1 and host 10.1.20.55

tcp port http

ip
not broadcast not multicast

ether host 00:04:13:00:09:a3



Display Filters - .
Post-Filters Display filters (also called post-

( ) filters) only filter the view of what
you are seeing. All packets in the

\Capture still exist in the trace

4 )

Display filters use their own

format and are much more

powerful then capture filters

. J




Display
Filter

A *Wi-Fi  [Wireshark 1.12.4 (v1.12.4-0-gb4861da from master-1.12)]

File Edit View Go Capture Analyze Statistics Telephonz Tools Internals Help

View Filter Co4dm, X2 Aer»aTL|IEBE QD @#@m% H
‘_-____—‘-———_____thﬂ': v | Expression.. Clear Apply
No. (Ctrl) ~ me Source Destination Protocol  Length  Info
A Wireshark: Display Filter - Profile: Default = = n S5DP 380 NOTIFY * H
S5DP 389 NOTIFY * H
Edit Display Filter SSDP 432 NOTIFY * W
ARP 60 who has 19;
Ethernet address 00:08:15:00:08:15 sspp 444 NOTIEY * H
Ethernet type (x0806 (ARP) S5DP 446 NOTIFY * H
Ethernet broadcast S5DP 175 M-SEARCH *
ARP S5DP 487 HTTP/1.1 2(
No A NBNS 92 Name query
1P only 55DP 380 NOTIFY * H
IP address 192.168.0.1 S5OP 389 NOTIFY * W
SSDP 432 NOTIFY * H
IP address isn't 192.168.0.1, don't use != for this! 55DP 444 NOTIFY * H
IPX only S5DP 446 NOTIFY * H
Detete] | | ¢p ant TP 66 21231-995
oy Tcp 66 995-21231
UDP enly TCP 54 21231-995
UDP port isn't 53 (not DNS), don't use != for this! . TLSV1.2 427 client Hel
NBNS 92 Name query
Properties TCP 54 995-21231
o TLSv1. 2 1514 server Hel’
BRI TCP 1514 [TCP segmet
Filter string: Expression... uze 54 21231-995
TCP 1514 [TCP segmet
TLSV1.2 737 certificat:
Help oK Apply Cancel Tcp 54 21231-995

TLSV1. 2 220 client Key




Display Filter Examples

ip.src==10.2.21.00/24

ip.addr==192.168.1.20 && ip.addr==192.168.1.30

tcp.port==80 || tcp.port==443

!(ip.addr==192.168.1.20 && ip.addr==192.168.1.30)

(ip.addr==192.168.1.20 && ip.addr==192.168.1.30) && (tcp.port==465|| tcp.port==139)

(ip.addr==192.168.1.20 && ip.addr==192.168.1.30) && (udp.port==80|| udp.port==443)



Display Filter

String| |Strin Comparison Logical Other
Syntax: |Protocol|. g g P Value g .
1 2 operator Operations | expression
Example: ftp passive ip == 10.2.3.4 xor icmp.type
File Edit Miew Go Capture Analyze 5tatistics Telephony Tools [nternals Help
ERXE Qe T L | Qe[
E cpression... C
A Wirest ark: Filter Expression - Profile: Default - o
Field name Relation Value (Protocol)
104asdu - IEC 60870-5-104-Asdu == Predefined values:
2dparityfec - Pro-MPEG Code of Practi I=
3COMXNS - 3Com XNS Encapsulation =
3GPP2 A1 - 3GPP2 A11 <
6LOWPAN - IPv6 over IEEE 802.15.4 >=
802.11 MGT - IEEE 802,11 wireless LAN <=
802.11 Radiotap - IEEE 802.11 Radiota| contains
802.3 Slow protocols - Slow Protocols matches
9P - Plan 9 9P & Range (offsetlength)
>

Cancel



Display Filter

» String1, String2 (Optional settings):
Sub protocol categories inside the protocol.

Look for a protocol and then click on the "+" character.

Example:
tcp.srcport == 80
tcp.flags ==

* SYN packet

* Tcp.flags.syn==
tcp.flags == 18

* SYN/ACK

Note of TCP _ . :

=}
ke
m
[ mom
w0
o]

1
=oe
=

——

oo

n Wireshark: Filter Expression - Profile: Default

Field name

=l TCP - Transmissicn Centrol Protocol
tcp.srcport - Source Port
tcp.dstport - Destination Port
tcp.port - Source or Destination Port
tcp.stream - Stream index
tcp.seq - Sequence number
tcp.nxtseq - Mext sequence number
tcpaack - Acknowledgment number
tcp.hdr_len - Header Length
tep.flags - Flags
tcp.flags.res - Reserved (Three reserved bits (i
tcp.flags.ns - Monce (ECN concealment protec
tep.flags.cwr - Congestion Window Reduced (
tep.flags.ecn - ECM-Echo
I

3

Relation

is present

Av oA W TN
oo "

contains

matches

=N e =)

Value (Protocol)

Predefined values:

Range (offsetlength)




Display Filter Expressions

dns || icmp
* Display the DNS or ICMP traffic.

tcp.port == 443

* Display packets with TCP source or
destination port 443.

tcp.flags
* Display packets having a TCP flags

tcp.flags.syn == 0x02

* Display packets with a TCP SYN flag.

Eiter: [tep. port == 104

Eiter: [tp. port = 10g|

Six comparison operators are available:
English format: |C like format: |Meaning:
eq == Equal
ne 1= Not equal
gt > Greater than
It < Less than
ge >= Greater or equal
le <= Less or equal

= Logical expressions:

English format: |C like format: |Meaning:
and && Logical AND
ar | Logical OR
X0r o~ Logical XOR
not ! Logical NOT

Correct syntax
Wrong syntax




Save Filtered Packets After Using Display

Filter

* We can also save all filtered packets in text file for

further analysis
* Operation:
File=>Export packet dissections
>as “plain text” file

1). In “packet range” option,
select “Displayed”

2). In choose “summary line” or
(13 *19)
detail

Tl cs1615p:
File Edit

= Open..
Open Re
Merge...
Import...
#H Close

% Save
F saveAs.)
File Set

Export 5y
Export Pi
Export S¢
Export 5¢
Export O

& Print...

d Quit

Recent Places

Savein: . project-3
= Name
= g || test-displayed-packets-http-dest.bit

- @F @
Date medified Type

3/17/2013 8:28 AM  Text Docu

Remove Ignored packets

Desktop
=
Libraries
[’
LY
Computer
ay, 4| 1 3
MNetwork
Save as type: [P\aln text (*xd) V] [ Cancel ]
Help
Packet Range Packet Format
(©) Captured @) Displayed Packet summary line
® Allpackets sz [ Packet detsils:
() Selected packet il R
Marked packets
First to last marked SR
) Range 0 [ Each packet on a new page




Follow TCP Stream

red - stuff you sent

[

o £

Mark Packet (togale)

Ignore Packet (toggle)

Set Time Reference (toggle)
Time Shift..

Packet Comment...

Manually Resolve Address

Apply as Filter
Prepare a Filter
Conversation Filter
Colorize Conversation
SCTP

Follow TCP Stream
Follow UDP Stream
Follow SSL Stream

Copy

Protocol Preferences

Decode As...

Print...

Show Packet in New Window

blue - stuff you get

iy | Follow TCP Stream - 0O

Stream Content

GET /2014/RW/RWE_logo.gif HTTP/1.1
Accept: */*

User-Agent: Mozilla/4.0 (compatible; MSIE 7.0; Windows NT 6.2;

wWow6e4; Trident/6.0; .NET4.0E; _NET4.0C;

NET CLR 3.5.30729; .NET CLR

2.0.50727; .NET CLR 3.0.30729; Media Center PC 6.0; MASAIJS;
Microsoft Outlook 15.0.4631; Microsoft Qutlook 15.0.4631; ms-office;

Msoffice 15)

Accept-Encoding: gzip, deflate
Host: mktgimages.opentable. com
Connection: Keep-Alive

HTTP/1.1 200 OK

x-amz-id-2: XchycjLOCrkaB0+0ZxIwzVKZS2 1VVvECckZ09ylL UGOVeEWX0/OM2E50/

TARHTHkddK
X-amz-request-id: C5192EB89A5B4CIE
Date: Mon, 18 Aug 2014 14:29:15 GMT
Last-Modified: Thu, 27 Feb 2014 19:38:53
ETag: "fb9lefc58eeb51ce55cd9118el2bdd1o™
Accept-Ranges: bytes
Content-Type: image/qgif
Content-Length: 8224

i . A o2

Crnminme Amnsan

Entire conversation (54374 bytes)

Find Save As Print | ASCII ) EBCDIC

Help

GMT

O HexDump O CAmays  ® Raw

Filter Out This Stream



Filter out/in Single TCP
Stream

* When click “filter out this TCP stream” in
previous page’s box, new filter string will
contain like:

* http and !(tcp.stream eq 5)

* S0, ifyou use “tcp.stream eq 5” as filter
string, you keep this HTTP session

I cs161-example.trace [Wireshark 18.2 (SVN Rev 44520 from /trunk-1.8)]
File Edit View Go Capture Anslyze Statistics Telephony Tools

SEaes DEXRE Aes+anTL

Filter: | tep.stream eq 5

Source Destination
66783 172.19.99.10
31
80 12.071781 172.19.
§113.071874 172.19.

28.231
17 10

170.31.228.231
170.31,228.231

82 13.076968 170.31. 172.19.99.10
83 12.080408 170.31. 172.19.99.10
84 12.080526 172.19. 170.31.228.231
85 13.080796 170.31. 172.19,99.10
86 13.081402 172.19.99.10 170.31.228.231
87 13.086090 170.31.228.231 172.19.99.10

Intemals  Help

WEm R

e ——

Priccallength o

64 56286 > http [SYN] Seq=0 Win=5840 Len=0 Ms!

rcu 64 http > 58286 [SYN, ACK] Seq=0 Ack=1 Win=1460 L
Tcp 56 58286 > hrtp [ACK] Seq=1 Ack=1 Win=5840 Len=0
HTTP 751 GET / HTTP/1.1

TP 56 http > 56286 [ACK] Seq=1 Ack=696 win=6950 Len:
TP 295 [TCP segment of a reassembled PDU]

TP 56 58286 > hrtp [ACK] 5eq-606 Ack=240 Win-6432 L¢
HrTR 367 HTTP/1.1 301 Moved Permanently (text/html)
TP 56 58286 > hrtp [FIN, ACK] 5eq=696 Ack=552 win=7:
TP 56 http > 58286 [ACK] Seq=552 Ack=697 Win=6950 L

% Frame 78: 64 bytes on wire (512 bits), 64 bytes captured (512 bits)

@ NuT1/Loopback

@ Internet Protocol version 4, sre: 172.19.99.10 (172.19.99.10), Dst: 170.31.228.231 (L’D 31.228.231)
i+ Transmission Control Protocol, Src Port: 58286 (58286), Dst Port: http (80), Seq: 0, Len: O

0000 02 00 00 00 45 00 00 3C 00 00 40 00 40 06 9¢ 97
0010 ac 13 63 0a aa 1f ed e7 e3 ae 00 50 4f al 59 el
0020 00 00 00 00 a0 02 16 d0 05 8e 00 00 02 04 05 b4
0030 04 02 08 0a 00 00 00 02 00 00 00 O 01 03 03 00

© [B7| File: "C:\czoupublic_htm\CAPG135\project... | Packets: 7410 Displayed: 10 Marked: 0 Load time: 0:00.... | Profile: Default




Filter out/in Single TCP
Stream

n cslbl-exampletrace [Wireshark18.2 (SVM Rev 44520 from /trunk-1.8)]

File Edit View Go Capture Analyze Statistics Telephony Tools [ntemals Help
BuNee BEXEE AEs DT L QLA #EB %
Filter: | tep.stream eq 5 [] Bxpression... Clear Apaly Save

Mo. Time Source Destination Protocol Length Info
78 13.066783 17 0 17 TCP 64 58286 > http [SYN] Seq=0 win=5840 Len=0 M55=14

79 13.071735 170.31.228.231 172 - TCP 64 http > 58286 [5YN, ACK] Seq Ack=1 win=1460 1
80 13.071781 172.19.99.10 170.31.228.231 TCP 56 58286 > http [ACK] Seg=1 Ack=1 Win=5840 Len=0
81 13.071874 172.19.99.10 170.31.228.231 HTTP 751 GET / HTTP/1.1

82 13.076968 170.31.228.231 172.19.99.10 TCP 56 http > 58286 [ACK] Seq=1 Ack=696 Win=6950 Len=
83 13.080498 170.31.228.231 172.19.99.10 TCP 295 [TCP segment of a reassembled PDU]

84 13.080526 172.19.99.10 170.31.228.231 TCP 56 58286 > http [AcK] seq=696 Ack=240 win=6432 L¢
85 13.080796 170.31.228.231 172.19.99.10 HTTP 367 HTTP/1.1 301 Moved Permanently (text/html)

86 13.081402 172.19.99.10 170.31.228.231 TCP 56 58286 > http [FIN, ACK] Seg=696 Ack=552 win=7!
87 13.086090 170.31.228.231 172.19.99.10 TCP 56 http > 58286 [ACK] Seq=552 Ack=697 win=6950 L¢

4 i »

# Frame 78: 64 bytes on wire (512 bits), 64 bytes captured (512 bits)

# Null/Loopback

# Internet Protocol Version 4, Src: 172.19.99.10 (172.19.99.10), Dst: 170.31.228.231 (170.31.228.231)
# Transmission control Protocol, src Port: 58286 (58286), Dst pPort: htrp (80), seq: O, Len: O

0000 02 00 00 00 45 00 00 3c 00 00 40 00 40 06 9c 97
0010 ac 13 62 0a aa 1f e4 e7 e3 ae 00 50 4f al 59 el
0020 00 00 00 00 a0 02 16 d0 05 8e 00 00 02 04 05 b4
0030 04 02 08 0a 00 00 00 02 00 00 00 01 01 03 03 00

O 7| File: "C\czout\public_htm\CAP6135\project... | Packets: 7410 Displayed: 10 Marked: 0 Load time: 0:00.... | Profile: Default

When click “filter out this
TCP stream” in previous
page’s box, new filter string
will contain like:

* http and !(tcp.stream eq
5)

So, if you use “tcp.stream
eq 5” as filter string, you
keep this HTTP session



Expert Info

A

File

Edit View Go

e @ 4

Filter:

Mo,

B

Time

2 0.3076e11000
3 0.307736000
4 0. 307768000
5 0.409543000

[¥] Display Filters...

Display Filter Macros...

Apply as Column

59 Apply as Filter
1 Prepare a Filter
ll

) 2% Decode As...

Capture | Analyze | Statistics Telephonl Tools  Internals  Help

B Qo B @Mk B

pression...

, |5.250
5.250

Shift+Ctrl+E |5. 250

6 0.409572000 1! 5.250
7 0.400622000 1 38 User Specified Decodes... 5. 250
8 0.884307000 1! . 5.250
9 0.888416000 1{ @ ClewTCPStream 153
10 1.896522000 1{  Follow UDP Stream 255
11 2.355141000 1! Follow S5L Stream 5.250
127 2.355247000 1{ , Expertinfo 5.250
13 2.355271000 1f oo o , |5.250
14 2.458012000 1t 5.250
15 2.458124000 192.168.1.100 239.255.255. 250
16 2.580735000 192.168.1.153 98.138.227.170
17 2.622895000 98.138.227.170 192.168.1.153
18 2.623067000 192.168.1.153 98.138,227.170
19 2.623330000 192.168.1.153 98.138.227.170
20 2.650931000 192.168.1.153 192.168.1. 255
21 2.669520000 98.138.227.170 192.168.1.153

*Wi-Fi [Wireshark 1.12.4 (v1.12.4-0-gb4861da from master-1.12)]

.

Apply Save

Protocel Length Infa

55DP 380 NOTIFY * H
S5DP 389 NOTIFY * H
55DP 432 NOTIFY * H
ARP 60 who has 19
S5DP 444 NOTIFY * H
SS5DP 446 NOTIFY *
S5DP 175 M-SEARCH *
S5DP 487 HTTP/1.1 2
NENS 92 Name query
S5DP 380 NOTIFY * H
S5DP 389 NOTIFY * H
55DP 432 NOTIFY * H
S5DP 444 NOTIFY * H
S5DP 446 NOTIFY * H
TCP 66 21231-995
TCP 66 995-21231
TCP 54 21231995
TLSV1. 2 427 client Hel
NENS 92 Name query
TCP 54 995-21231




Expert Info

|Errors: 0 |Warnings: 4 (190) | Motes: 8 (499) |Chats: 294 (838) | Details: 1527 I Packet Comments: 0 |

Group 1 Protocol 4 Summary 1 Count 1
Sequence IPwd "Time To Live" only 1 380
Sequence TCP Duplicate ACK (#1) 16
Malformed HTTP HTTP body subdissector failed, trying heuristic subdissector g
quence TCP Retransmission (suspected)
Sequence TCP Duplicate ACK (#2) 1
Sequence IPwd "Time To Live" only 2 30
Sequence IPwd "Time To Live" only 3 30
Sequence IPwd "Time To Live" only 4 30




Conversations

FILE HOME INSERT DESIGN ~ TRANSITIONS  ANIMATIONS
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Filter: tcp.stream eq 8 )
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HTTP
Analysis

|

Eile Edit View Go Capture Analyze | Statistics | Telephony Tools Internals Help
QF @®EM%| 8

0@ dE: BLRZ| G |E
Filter: tcp.stream eq 8
No. Time Source

U OL LD JUU LITL  AVD . UL
554 8.542074000192_.168. 0. 44
555 8.59456900154.231.8.80 @
561 8.74173800154.231.8.80
563 8.7420150001192.168.0.4
~
565 8.796390001192.168.0.4
570 8.88777500154.231.8.8(0
573 9.01210300154.231.8.80
574 9.01215600154.231.8.80
575 9.012187001192.168.0.4
576 9.015510001192.168.0.4
578 9.07820900154.231.8.80
579 9.078457001192.168.0.4
580 9.13417500154.231.8.8(0
581 9.134430000192.168.0.4
582 9.19160600154.231.8.80 |
583 9.191859001192.168.0.4
584 9.24381300154.231.8.80
588 9.40053800154.231.8.80
590 9.406797001192.168.0.4
502 9.5020510054.231.8.80
597 9.60945400154.231.8.8(0
598 9.60949300154.231.8. 80
599 9.609523000192.168.0.4
601 9.668800001192.168.0.4
602 9.72303100154.231.8.80
603 9.723304001192.168.0.4
607 9.77766600154.231.8. 80

Summary

Comments Summary
Show address resolution
Protocol Hierarchy
Conversations
Endpoints

Packet Lengths...

10 Graph

Conversation List
Endpoint List
Service Response Time

ANCP

BACnet
BOOTP-DHCP...
Collectd...
Compare...

Flow Graph...
HART-IP

HTTP

OMC-RPC Programs
Sametime

TCP StreamGraph
UDP Multicast Streams
WLAN Traffic

IP Destinations

IP Addresses

IP Protocol Types

608 9.796924001192.168.0.4

T¥- L. 0. 00

ion... Clear

Protocol

nrir

*Wi-Fi  [Wireshark 7

Apply Save

Length Info

SUJ QuC 1l LULSS RN/ RwWE_)
465 [TCP Retransmissi|

TCP 60 http > 52528 [ACK
HTTP 831 HTTP/1.1 200 OK
HTTP 466 GET /2014/RW/spac:
HTTP 440 HTTP/1.1 200 OK
HTTP 466 GET /2014/RW/RWE_|
TCP 60 http > 52528 [ACK
TCP 1514 [TCP segment of a
HTTP 1095 HTTP/1.1 200 OK
TCP 54 52528 > http [ACK
HTTP 466 GET /2014/RW/spac:
HTTP 440 HTTP/1.1 200 OK
HTTP 466 GET /2014/RW/spac:
HTTP 440 HTTP/1.1 200 OK
HTTP 466 GET /2014/RwW/spac:
HTTP 440 HTTP/1.1 200 OK
HTTP 466 GET /2014/RW/RWE_I
—— =oturp > 52528 [ACK
Packet Counter P/1.1 200 OK
Requests /2014 /RW/RWE_I
Load Distribution p > 52528 [ACK
TCP TSTATTCP segment of a
HTTP 86 HTTP/1.1 200 OK
TCP 54 52528 > http [ACK
HTTP 466 GET /2014/RW/spac:
HTTP 440 HTTP/1.1 200 OK
HTTP 466 GET /2014/RW/spac:
HTTP 440 HTTP/1.1 200 OK
TCP 54 52528 > http [ACK
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conversations Q & = Capture File Properties  Ctrl+Alt+Shift+C
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'.152.24 Endpoints
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‘ Wireshark - Conversations - Wi-Fi
Ethernet * 3 IPv4 - 13 IPv6 TCP* 16 UDP - 3
Address A Address B Packets Bytes Packets A —+B BytesA - B PacketsB +A BytesB - A RelStart Duration Bits/sA =B Bits/sB = A
10.7.128.252  10.216.236.26 2 402 1 307 1 95 4.211881 0.0997 24 k
° 10.7.128.253  10.216.236.26 2 402 1 307 1 95 4.237403  0.1005 24k
I ew 10.216.236.26 107.152.25.200 11 664 6 358 5 306 0.000000 24.3673 17
10.216.236.26 69.196.243.137 24 1308 12 660 12 648 0388188 21.7136 243
10.216.236.26 54.172.240.22 14 870 7 413 7 457 0.388237 20.5787 160
L 10.216.236.26 54.68.87.90 4 247 2 108 2 139 2787637 0.1236 6989
c O nve rs at I 0 n s 1021623626 119161432 M 6429 4 476 7 5953 4208863 0.4304 8666
10.216.236.26  52.42.67.208 6 368 3 163 3 205 4259463 04193 3110
10.216.236.26 117.18.237.29 14 808 8 436 6 372 6.848380 164133 212
10.216.236.26  107.152.24.211 10 597 5 303 5 294 5986907 14.3364 169
10.216.236.26  162.247.242.21 4 218 2 110 2 108 7.870307 10.3360 85
10.216.236.26 107.152.24.197 21 1249 1 661 10 588 7.976273 14.7092 359
10.216.239.254 255.255.255.255 12 4104 12 4104 0 0 1353393 20.6871 1587




Ngrep

* Ngrep

* Download from http://ngrep.sourceforge.net/download.html

* Examples

* Monitor any traffic using port 443
* ngrep -d any port 443

* Capture traffic on ethO with HTTP GET or POST
* ngrep-l-q-deth0 -i "*GET |*POST " tcp and port 80

Ngrep man page http://linux.die.net/man/8/ngrep



http://ngrep.sourceforge.net/download.html
http://linux.die.net/man/8/ngrep

ISACA CISA Definition
for Audit

» “Systematic process by which a qualified,
competent, independent team or person
objectively obtains and evaluates evidence
regarding assertions about a process for
the purpose of forming an opinion about
and reporting on the degree to which the
assertion is implemented.”



Auditor Qualifications

* Independent:

* Professional Independence: Auditor acts independent of
group being audited

* No friendships, dating, suggestive language, parties, lunches

* Organizational Independence: Auditor and his/her
organization has no special interest in the audited
organization

* Qualified, Competent:

* Adhere to Professional Ethics Standard
* |ISACA standard and professional care
* Professional Competence

* Has skills/knowledge to complete task

* Continued professional training/education



Terms used in Audits

Control: The policies, procedures, practices and organizational structures designed to
provide reasonable assurance that business objectives will be achieved and that
undesired events will be prevented or detected and corectad

IT Control Objective: A statement of the desired result or purpose to be achieved by
implementing control procedures in a particular IT activity.

Risk: The potential that a given threat will exploit vulnerabilities of an asset or group of
assets to cause loss or damage to the assets.

Evidence: Evidence is any information used by the auditors whether the entity or data
being audited follows the established audit criteria or objective.

IT Governance: A structure of relationships and processes to direct and control the
enterprise in order to achieve the enterprise's goals by adding value while balancing risk
versus return over IT and its processes



Control Self-Assessment (CSA

- Control Assessment can be defined as a “management
technique that assures stakeholders, customers and other
parties that internal control system of the organization is
reliable. It also ensures that employees are aware of the risks

to the business and they conduct periodic, proactive reviews
of control.



Substantive v Compliance

Testing

Compliance Testing:

Are controls in place and
consistently applied?

Access control
Program change control

Procedure

documentation

Program documentation
Software license audits
System log reviews

Exception follow-ups

Substantive Testing:

Are transactions
processed accurately?

Are data correct and
accurate?

Double check processing
Calculation validation
Error checking

Operational

documentation

If Compliance results are
poor, Substantive testing
should increase in type
and sample number



Compliance Testing

. Control: Is production software controlled?

* Test: Are production executable files built from
production source files?

*  Test: Were proper procedures followed in their

release?

. Control: Is Sales DB access constrained to Least
Privilege?

* Test: Are permissions allocated according to
documentation?

. Test: When sample persons access DB, can they
access only what is allowed?



~\

Substantive

Audit: Is financial statement section related to sales
accurate?

Testing .

\.

Test: Track processing of a sample transactions through
the system, performing calculations manually

(

Test: Test error conditions

\

I

Audit: Istape inventory correct?

\.

>
Test: Search for sample days and verify complete

documentation and tape completeness

\




Sampling

Ve

F §

Statistical Sampling:
* N% of all items randomly tested

e Should represent population
distribution

Variable Sampling: How accurate is
the sample population in matching
the full population?

 Determine appropriateness of

sampling: (e.g., $, weight, amount):

Sample average $24.50, Real average:

$26.99

No statistical (or Judgment)

Sampling:

e Auditor justifies another
distribution for sample selection

*  Which items are most risky?



Sampling

* Tolerable Error Rate: The maximum allowable error rate (e.g.,
inappropriately documented changes)

* Non-Statistical Sampling includes:

* Discovery Sampling: A minimal testing model used when the expected
occurrence rate is extremely low (e.g., find fraud, break laws)

*  Stop-or-Go Sampling: If the first 20 have zero errors, then stop. Else if
the first 100 have < 10 errors, stop. Else...

*  Attribute Sampling: How many of X have Y attribute?

. E.g. How many changes are appropriately documented?
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