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General Instructions




Most of the labs are what I call ‘recipe labs’. This means you simply follow the specific steps in
order and it will work as shown. There is nothing you need to figure out. Then there are some
labs that have most of it spelled out for you, with something you have to figure out. These are
meant to help you reach the next level in knowledge.

NOTE: SHUT DOWN everything you can. This will maximize your performance. If it is not
related to this class, turn it off.

General Labs (regardless of code repository)

Lab 1 — Jenkins Initial Setup (Recipe Lab)

Jenkins should already be installed on the VM. There should be a password file on that VM. It
will be a text file on the desktop. However, if you do need to download Jenkins, the steps are
given here

Estimated time 20 minutes

Step 1: Navigate to URL

https://www.jenkins.io/

The click download and select



https://www.jenkins.io/

Generic Java package (.war)

Q

SHA-256: 90ccf556133c36fdf7653ad710f00d248b2895M9fbc26cceele2d3bab8 1601
@ Docker
Kubernetes

Ubuntu/Debian

®
& Red Hat Enterprise Linux and derivatives
() Fedora

BR Windows

2 openSUSE

FreeBSD Third party

Step 2: Download the Windows MSI

For a Windows machine you can use .war or Windows, I used the Windows.msi




B Jenkins 2.492.3 Setup — X

Welcome to the Jenkins 2.492.3 Setup
Wizard

The Setup Wizard will install Jenkins 2.492.3 on your computer.
Click Mext to continue or Cancel to exit the Setup Wizard.

Back Mext Cancel

Step 3:Install Jenkins
Use default settings

Step 4:Navigate to http.//localhost: 8080/

Then navigate to

http://localhost:8080/ you should see



http://localhost:8080/login?from=%2F
http://localhost:8080/login?from=%2F

Unlock Jenkins

To ensure Jenkins is securely set up by the administrator, a password has been
written to the log (not sure where to find it?) and this file on the server:

C:\ProgramData\Jenkins\.jenkins\secrets\initialAdminPassword

Please copy the password from either location and paste it below.

Administrator password

After you enter that password you should see the following screen:

Getting Started

Customize Jenkins

Plugins extend Jenkins with additional features to support many different needs.

Install suggested Select plugins to
plugins install

Install plugins the Jenkins Select and install plugins
community finds most most suitable for your
useful. needs.

Step 5. Install Plugins
Select ‘Select plugins to install’ leave all the default but add Dashboard view, MSBuild, Junit,
bitbucket, and CVS (git should already be checked)

At the end of installing those plugins you will be asked to create admin username and password




Getting Started

Create First Admin User

Username

{

Password

Confirm password

Full name

Jenkins 2.492.3

For this lab make it Adminperson and LetMeln

Now you should see the following

Skip and continue as admin Save and Continue




Q L@ UG @someguyv [ logout

Dashboard

+ New ltem Z# Add description

&) Build History Welcome to Jenkins!

@ Manage Jenkins This page is where your Jenkins jobs will be displayed. To get started, you can set up distributed
builds or start building a software project.

D My Views
Start building your software project

Build Queue v

Create a job ar

No builds in the queue.

Set up a distributed build
Build Executor Status 072 v

Set up an agent
Configure a cloud

Learn more about distributed builds

acalhnst-R0AN/mew Inh

You are ready to start using Jenkins!!

Lab 2 — Create a Pipeline in Jenkins(Recipe Lab)

Step 1 Create a New Item

Create a new item




? Jenkins

Dashboard

—+  New ltem

& Build History

@ Manage Jenkins

D My Views

Enter an item name

[ firstpipelinetest J

Select an item type

@ Freestyle project
Classic, general-purpose job type that checks out from up to one SCM, executes build steps serially, followed by post-buile
steps like archiving artifacts and sending email notifications.

Pipeline
r‘__U Orchestrates long-running activities that can span multiple build agents. Suitable for building pipelines (formerly knowr] a
workflows) and/or organizing complex activities that do not easily fit in free-style job type.

Multi-configuration project
£ Suitable for projects that need a large number of different configurations, such as testing on multiple environments,

platform-specific builds, etc.

Step 2: Type in Script
Type in the following script

node {

stage ('Build")




{
echo "Build phase done..."

b
stage ('Test')

{

echo "Test phase done..."

H
stage ('Deploy")

{
echo "Deploy phase done...'

}
}

Click Save

Step 3: Build Now

EI Status

</> Changes

||> Build Now |

Configure
Delete Pipeline
Stages

Rename

N O & @

@ Pipeline Syntax

Step 4: View Stages

Then click on stages and you will see everything went well:




Stages

Stages
May 6, 2025

v #1

16:48 - 0.56 sec

If you wish the following link will show you additional things you can do in a basic pipeline
https://www.jenkins.io/doc/pipeline/tour/hello-world/

Lab 3 - Get WebGoat
Estimated time 10 minutes

This may already be downloaded on the VM. If not, then the instructions on where and how to
download it are given in this lab.

Step 1: Navigate to URL

https://owasp.org/www-project-webgoat/



https://www.jenkins.io/doc/pipeline/tour/hello-world/
https://owasp.org/www-project-webgoat/

« C @ ISR s/ /owasp.org/www-project-webgoat/

G google @) NewTab @ NewTab @) New Tab

{ Main l { Goals l { Lessons l { Start H WebWolf \

o WEBGOAT

[ refease 20253
Learn the hack - Stop the attack

WebGoat is a deliberately insecure application that allows interested developers
just like you to test vulnerabilities commonly found in Java-based applications that
use common and popular open source components.

Description

Web application security is difficult to learn and practice. Not many people have full
blown web applications like online book stores or online banks that can be used to
scan for vulnerabilities. In addition, security professionals frequently need to test
tools against a platform known to be vulnerable to ensure that they perform as

= O WebGoat / WebGoat

G) Issues 35 L) Discussions G} Actions

{> Code I1 Pullrequests 1

Mar 11 v2025.3

github-actions

© v2025.3

Version 2025.3

Compare ~

# Bug fixes

The OWASP® Foundation
works to improve the security
of software through its
community-led open source
software projects, hundreds of
chapters worldwide, tens of
thousands of members, and
by hosting local and global
conferences.

Downloads

[f] Projects

Standalone jars |

Code Repository

Source code

Q Type[/]to search

M wiki @ Ssecurity

+ Changed URLs imply other exclusion filters for ZAP (#2052)

» XSS lesson stage 12 (2 issues) (#1178)




O WebGoat / WebGoat Q. Type (/] to search

{» Code {E} Issues 35 i Pul requests 11 ) Discussions (E} Actions EE] Projects M wiki m Security [~ Ins

WebGoat Public ) Sponsor & Watch 206 ~
O v20253 ~ F 17 Branches © 78 Tags Q Go tofile t <> Code ~
Local Codespaces
e nbaars chore: new release 20253 X
(2 Clone ®
[ ] .github chore: bump dock
HTTPS SSH  GitHub CLI
[ ] .mvn/wrapper Update to latest N
https://github.com/WebGoat/WebGoat.git L[;J
I config chore: format all ¢
Clone using the web URL
B docs chore: add pre-co
B src i rewrite questid Z) Open with GitHub Desktop
) Download ZIP
0 .dockerignore feat: add Docker o -
.editorconfi efactoring (# ears ago
O .edi fig Ref: ing (#12071) 3y g
.gitignore eat: Introduce Playwnight for Ul testing months ago
O it f | d PI ight for Ul i 4 h
@ Opening WebGoat-2025.3.zip X

You have chosen to open:

which is: Compressed (zipped) Folder
from: codeload.github.com

What should Firefox do with this file?

(_)Open with  Windows Explorer (default)
Eaue File

|| Do this automatically for files like this from now on.




You will be using WebGoat as your sample project for many labs.
Lab 4 - Eclipse Initial Setup (Recipe Lab)

Note: This may already be on your VM However, if not, the steps for downloading and
installing are given in this lab.

Step 1: Navigate to

Navigate to https://eclipseide.org/

ECLIPSE IDE

The Leading Open/Platfor
Professional Developers

/

Other Releases 3 Contribute Sponsor

Step 2:Download Eclipse
Click on the ‘Download 2025-03°

Then select Eclipse IDE for Enterprise Java and Web Developers




Eclipse IDE 2025-03 R Packages

Eclipse IDE for Enterprise Java
and Web Developers

545MB 211,022 DOWNLOADS

Tools for developers working with Java and Web applications,
including a Java IDE, tools for JavaScript, TypeScript,
JavaServer Pages and Faces, Yaml, Markdown, Web
Services, JPA and Data Tools, Maven and Gradle, Git, and Windows | x86_64 | AArch64
@ more macOS x86_64 | AArch64
Linux x86_64 | AArch64 | riscve4

le

Click here to raise an issue with the Eclipse Web Tools
Platform. Maintainers will move opened issues fo the right
place.

Click here to raise an issue with the Eclipse Platform

Click here to raise an issue with Maven integration for web
projects.

Click here to raise an issue with Eclipse Wild Web Developer
(incubatingy).

Home » Downloads » Eclipse downloads - Select a mirror

All downloads are provided under the terms and conditions of the Eclipse Foundation Software User Agreement unless otherwise

specified.
& Download

Download from: United States - XMission Internet (https)
File: eclipse-jee-2025-03-R-win32-x86_64.zip | SHA-512

>> Select Another Mirror

Step 3: Unzip and Install

After it is downloaded unzip and begin installing.




ations Resources The Foundation
@ Opening eclipse-jee-2025-03-R-win32-x86_64.zip X

You have chosen to open:

which is: Compressed (zipped) Folder (545 ME)

. y0L from: mirrors.xmission.com

What should Firefox do with this file?

>onds, pll () Openwith  Windows Explorer (default)

Saue File

|| Do this automatically for files like this from now on.
of develg

Cancel

When you unzip you will see this:

10 C J > - eclipsejee-2025-03-R-w Search Q
® New ~ i) ses () Details
| ~ @ Chuck - Personal Name Date modified Typ
5 Attachments v Today
eclipse 5/5/2025 3:50 PM File
| > business recor

No open the eclipse folder and double click eclipse.exe




ﬂ eclipse-workspace - Eclipse IDE - O X
File Edit Mavigate Search Project Run Window Help

miflg HFvO " Q-G BFrE SIS /@R Biw|D B3R
= - ¥ | = v| # Q §|.ﬁ§
&5 Project Expl.. x = B = B Zoutlinex T B
BESVI|e 3 e 3

There is no active
editor that provides
an outline.

There are no projects in
your workspace.
To add a project:

o Create a Maven
praoject

= Create a Java EE EAR
project

—.. Create a Dynamic L . .
@ - Open a file or drop files here to open them.
Web project
i Find Actions Ctrl+3
Create an EJB project - PR -
s Show Key Assist Ctrl+Shift+L
& Create a Connectar MNew Ctrl+N
project
Create a Java EE

E& application client
project

. Create a deployable
“" web project.

B Create a JPA project
™ Create a project...
by Import projects...

The 2025-06 M1 milestone for the . Eclipse IDE for Enterprise Java and Web Developers is available

It provides early access to the latest and greatest features for your IDE, though of course there is also

Lab 5 —Visual Studio Community Initial Setup (Recipe Lab)

Note: This may already be on your VM, however, if not the steps for downloading and
installing are given.

Step 1: Navigate to URL and download

Navigate to https://visualstudio.microsoft.com/vs/community/

And click on download

{21 Problems % Servers @ Terminal ¥ Data Source .. D Properties @ Install Java .. @ Eclipse IDEf.. x ~ B

- »



https://visualstudio.microsoft.com/vs/community/

Visual Studio
Community

A fully-featured, extensible, free IDE for creating modern applications for Android,
I0S, Windows, as well as web applications and cloud services.

Step 2:Install

Begin installing

Visual Studio Installer

Before you get started, we need to set up a few things so that you
can configure your installation.

To learn more about privacy, see the Microsoft Privacy Statement.

By continuing, you agree to the Microsoft Software License Terms.

Continue




It should not take long, then go to step 3.

Step 3:Launch

Launch to make sure it installed

Visual Studio Installer

Installed Available

All installations are up to date.

“ Visual Studio Community 2022
17.13.6

Powerful IDE, free for students, open-source contributors, and individuals

Release notes

If you see the next screen you are good to go and can exit for now.

Visual Studio 2022

Open recent

I »

4 Older

53 QUERYAPPsin
C\court cases\USAA class action\QUERYAPP

E‘; newinsights-ascend-backend-cbc5eb983b6b

C\court cases\Rhode Case\newinsights-ascend-backend-production2-14-2024

newinsights-di-backend-21cdbf4559de
C\court cases\Rhode Case\DIBackend3-13

®

JjavascriptTutorial

®

C\Users\chuck\Downloads\javascriptTutorial

97503-275971 - Philip Eykamp - Jun 5, 2024 1212 AM

R

C\.\Secure Programming Philip Eykamp - Submissions Jun 13, 2024 658 AM

CS6387-assignment2-Aaron Vaneps

R

Ch\Users\chuck\Downloads

=2 assignment2

11/6/2024 11.07 AM

7/22/2024 11:20 AM

7/22/2024 11:19 AM

Modify
Launch

More ¥

Get started

Clone a repository

Get code from an online repository like GitHub
or Azure DevOps

Open a project or solution
Open a local Visual Studio project or .sin file

Open a local folder
Navigate and edit code within any folder

Create a hew project

Choose a project template with code scaffolding
to get started

Continue without code =




Lab 6 VS Code Initial Setup

Lab7- Jira Initial Setup (Recipe Lab)
Estimated time: 10 minutes

Step 1: Navigate to URL

https://www.atlassian.com/software/jira

Sign up for the free account.

he new navigation is now available and will be automatically turned on in the coming weeks. Turn it on for your team now or start with just yourself. Go to settings

EEE Jira Yourworkv  Projectsv  Filtersv  Dashboardsv Teamsv Plansv  Appsv

Projects

Search Projects Q ‘ ‘ Filter by product v

No projects were found that match your search

Try using specific project names or terms.

Lab 8: Synch Jenkins with Jira (Recipe Lab)

Step 1: Navigate to URL and login

Login to Atlassian .atlassian.com

Step 2: Go to New Apps

On the top menu bar select Apps > Find new apps:

@ Premium trial
Create project Templates




Your apps

Recommended for your team

Ship faster with marketplace apps that integrate your
team’s tools with Jira.

i Power B (Analytics)
@28l eazyBl (Analytics)

-‘;" Slack

Explore more apps
Manage your apps
View app requests

Promotions




HH Jira Yourwork~  Projectsv  Filtersv Dashboardsv Teams~ Plansv  Appsv

Apps

Atlassian Marketplace

Find new apps
Manage apps
App requests
Promotions
OAuth credentials

Apps

@ Jenkins for Jira

Jira / Marketplace apps

@ Prer

Explore apps for Jira

[ Q, jenkins| >}
Suggestions for 'jenkins'

| Q jenkins for jira -2

Q jenkins integration for jira
Q jenkins integration

Q jenkins for jira official
Ry AUUpLUvISL -

The must-have app for Jira admins of every
technical background: the ultimate toolkit for
unlimited automation and customisation

37/4 % % % % (805) &, 381k

H CLOUD FORTIFIED

It will install in just a few minutes

Jenkins for Jira

To receive build and deployment data, your teams must follow the unique setup guide for

each connected server.

jirajenkinslab eenoine

Recent events (0)

Now we have to go to Jenkins to finish

Step 3: Navigate to Jenkins

ELLER

Ry Apenu

Native Test Management. Built for every
member of your team to plan, test, track and
release great software

35/4 % % % % (517) & 32k

u CLOUD FORTIFIED

Share page

Login to Jenkins http://localhost:8080. Now go to manage Jenkins



http://localhost:8080/

+ New ltem
= Build History

@ Manage Jenkins

D My Views

And choose plugins:

Manage Jenkins Q Search settings /

Upgrade to Jenkins 2.504.2 is complete, awaiting restart.

Restore the previous version of Jenkins Downgrade to 2.504.1

System Configuration

System > Toals © Plugins
Configure global settings and paths. Configure tools, their locations and Add, remove, disable or enable plugins that
automatic installers. can extend the functionality of Jenkins.

Step 4: Install Jira Integration

Search for jira integration and check the ‘Install’ checkbox
Click ‘Download now and install after restart’
Check ‘Restart Jenkins when installation is complete and no jobs are running’ to restart Jenkins.

Step 5: View Jira
Now we are back to Jira. Click the Gear and find apps




"

!Q Search |" 0 Q

,

Add payment details ‘

Personal settings

Atlassian account settings 2
Manage your language, time zone, and other profile information.

E Personal Jira settings

Manage your email notifications and other Jira settings.

Jira settings Tip: Try ctr1 ¢ to search Jira settings

System

Manage your general configuration, global permissions, look and feel and more.

Products
Manage your Jira products’ settings and integrations.

Projects
Manage your project settings, categories, and more.

Work items
Configure your work types, workflows, screens, custom fields and more.

I

Apps
Add and manage Jira Marketplace apps.

©

Atlassian admin

Select Jenkins Integration




Explore apps for Jira

[ Q_ Jenkins integration)|

Suggestions for 'Jenkins integration’

Q jenkins integration

| Q jenkins integration for jira

You will actually see multiple apps for Jenkins, choose this one

Connector for Jenkins and Jira

by ILA eSolution

Integration Gets and displays Jenkins CICD
Pipeline Builds and Statuses on a Jira Issue
panel

414 % % % % (1) 40

You then select your site




Select asite

Select a site

&

App will be installed on the following product(s):

1"‘ Jira

The plugin will then be installed:

Jira / Marketplace apps / Connector for Jenkins and Jira

Connector for Jenkins and Jira
%t

by ILA eSolution

OVERALL RATINGS INSTALLS
4/4 % % K %k (1) b 40
Overview Privacy & Security Support

E-43G-SQY-7UV-2VW

Cancel Review

= Feedback

Free

Integration Gets and displays Jenkins CICD Pipeline Builds and Statuses on a Jira Issue panel

After a minute or two you will be notified that it is installed and you should select ‘Get Started’

Lab 9 Building an App in Jenkins (experiment lab)

This one will vary from user to user




https://www.jenkins.io/doc/tutorials/

You pick one of the following based on your programming skills and interest:

Using build tools

The following tutorials show how to use Jenkins to cover the basics of CI/CD concepts based on specific technology stacks.

Choose the tutorial that's relevant to your technology stack or one that you're most familiar with:

Build a Python app with Pylnstaller

e Build a C++ app with Jenkins

« Build a Java app with Maven

¢ Build a Node s and React app with npm

« Build a LabVIEW app

« Build a Jenkins pipeline by using Jenkinsfile Runner GitHub Actions
« Build a .NET Web App with Jenkins

Only do 1. But when you click you will get step by step instructions.
Lab 10: Integrate Visual Studio Code with Jira (Recipe Lab)

Step 1: Get Jira in VS Code
Inside VS Code type ctrl-shift-p to get the command window and type in Jira

>jird
Atlassian: Add Jira Site 3%

Atlassian: Create Jira Issue
Atlassian: Focus on Assigned Jira Work Items View

Atlassian: Search Jira Issue Results
Select add Jira site
Choose login to Jira Cloud
Atlassian Settings @ R @ BITBUCKET GENERAL EXPLORE Save

Authentication authenticate with Jira instances

4 LOGIN TO JIRA CLOUD OTHER OPTIONS...

No sites found.

You will be prompted to accept



https://www.jenkins.io/doc/tutorials/

Atlascode Integration is requesting access
to your Atlassian account.

Use app on

chuckeasttom.atlassian.net

S In Jira, it would like to:
Manage

» jira-project
View

> jira-user, jira-work
Update

> jira-work

By accepting this app, you:

+ Grant the app access to your data in all places you can access where the app is installed.

+ Agree to the app’s privacy policy and terms of use.

Lab 11: Test WebGoat in VS Code

Step 1: Open Web Goat

Choose open folder




)a File Edit Selection View Go Run Termi

New Text File Ctrl+N
@ New File... Ctrl+Alt+Windows+N
p New Window Ctrl+Shift+N
New Window with Profile by
2'9 Open File... Ctrl+O
ﬁw Open Workspace from File...
m Open Recent by
And navigate to WebGoat

Step 2: Run Basic Tests
Click on the flask icon

I:B ? sre
> tai

I:l@ J .l
& ¢

A Testing
€ qgi

A I m
p!

fa= ¥

Click on run tests

MO TEST results yet.

v O[N] webgoat
v 0 {} org.owasp.webgoat.container.report
v 0 ‘i’:gReportCardContmllerTest

~ & L "~

D & o
Run Test




You can also right click on sections and run individual tests

P 1 j‘ UTLLUW A AW LY U LICSSUT DG AT T Y S ainsT iy o s

> 0 {} org.owasp.webgoat.lessons.chromedevtools

> O {} org.owasp.webgoat.lessons.cia

v O {} org.owasp.webgoat.lessons.clientsidefiltering
> O 4y ClientSideFilterinaAscinnmantTact ]
> O 4 ClientSideFilterin Run Test

> 0 Cf’j ShopEndpointTe Debug Test
{ } org.owasp.webgo.

-

Run Test with Coverage

- L -]

org.owasp.webqgo.
{} E P 9 (Go to Test Alt+Enter

{ } org.owasp.webgo. Hide Test
{ } org.owasp.webgoatiessons.nijacksession.cas

R Ve T T

O
O
O {} org.owasp.webgo.
O
O

A

~ [ | 1 | I au

Take time to run a few tests.
Lab 12: OWASP ZAP

Download OWASP ZAP and scan some small website. You can scan www.ChuckEasttom.com if

you wish. The software is in your class materials but also can be found at
https://www.zaproxy.org/download/

Lab 13: Testing in Visual Studio
Use Visual Studio (not VS Code) to open web goat
Analyze ->Run Code Analysis on Solution

Analyze -> Calculate Code Metrics

Bit Bucket Labs
Lab 14 - BitBucket Initial Setup (Recipe Lab)

Estimated Time: 20 minutes



http://www.chuckeasttom.com/
https://www.zaproxy.org/download/

We will be integrating various tools with BitBucket. So, our first goal is to setup a free account.

Step 1: Navigate to URL
Navigate to https://bitbucket.org/

Step 2: Get the Free version
Click on ‘Get It Free’ in the upper right hand corner:
— |:| ot

o ©® & @ &

Get it Free E

Step 3:Create an account

Then select Create an Account



https://bitbucket.org/

A ATLASSIAN

Log in to continue

Enter your email ‘

Remember me @

Or continue with:

-~
«~J Google
=. Microsoft

‘ Apple
-|" Slack

Can't log_in? = Create an account

Step 4: Create a workspace

Create a workspace




Let's name your site, Chuck

Work email

Sign in with a different Atlassian account

Your new workspace

bitbucket.org/ jediacademﬁ

The workspace |ID can only contain lowercase letters,
numbers, dashes, and underscores.

| agree to the Atlassian Customer Agreement, which
incorporates by reference the Al Product-Specific Terms, and

acknowledge the Privacy Policy.

Agree and create workspace

Step 5:Create a repository

Then create a repository

— Welcome to Bitbucket!

Get started building your personal projects, testing out ideas, and more in your labs-demos_one workspace.

Create repository Import repository




Create a new repository Import repository

Workspace [B labs-demos_one

Repository name™ | kyber

Access level Private repository

Uncheck to make this repository public. Public repositories
typically contain open-source code and can be viewed by anyone.

Include a README? | Yes, with a tutorial (for beginners) v

Default branch name |e.g., ‘main’

Include .gitignore? | Yes (recommended) v

» Advanced settings

Ty

i)
al

lg¥]
48}

-epository  Cancel

Create a new repository Import repository

Workspace [gg labs-demos one

Project” RO las

Repository name® myfi rstprOJ'ECd Q

Access level No matches found

UIILTICLA LU THTaRT OIS TCPUsingt ¥ Puinm. runlic repositories

typically contain open-source code and can be viewed by anyone.




B Yourwork Pull requests

kyber

o

¢

0 L O %4

Source
Commits
Branches

Pull requests
Pipelines
Deployments
Jira issues
Security
Downloads

Repository settings

Repositories ... v

E labs-demos one / Demoproject1

kyber

Q Search

@

Invite

Clone  *e*

Here's where you'll find this repository’s source files. To give your users an idea of what they'll find

here, add a description to your repository.

I_? main v Files v Filter files Q
i/
Name Size  Last commit Message
& .gitignore 624B 6 seconds ago Initial commit
B RreaDMEmd 256 KB 6 seconds ago Initial commit
README.md

Edit a file, create a new file, and clone from Bitbucket in under 2 minutes

When you're done, you can delete the content in this README and update the file with details

for others getting started with your repository.

Lab 15: Synch Jenkins and BitBucket (Recipe Lab)

Step 1: Go to Plugins

1. InJenkins, go to Jenkins > Manage Jenkins > Manage Plugins.

2. Select the Available tab.

3. Search for BitBucket Server Integration.

4. Tick the checkbox.

You will need to reboot Jenkins after the installation

Step 2: Visit Jenkins - System

Now navigate to Manage Jenkins > System




System Configuration

@ System } Tools E:}‘ “" Plugins
Configure global settings and paths. Configure tools, their locations and Add, remove, disable or enable plugins 1
automatic installers. can extend the functionality of Jenkins.
|;| Nodes s Clouds / Appearance
Add, remove, control and monitor the Add, remove, and configure cloud Configure the look and feel of Jenkins
various nodes that Jenkins runs jobs on. instances to provision agents on-demand.

Now you will scroll down until you see BitBucket integration. If you don’t see it you need to go
back to the main Jenkins page and update Jenkins.

Step 3:

The download of the app could take a long time. Then you can get the remaining instructions
here:

https://plugins.jenkins.io/atlassian-bitbucket-server-integration/

Lab 16 — Setup Project in Bit Bucket and integrate with Eclipse (Recipe Lab)

Step 1: Navigate to URL
Navigate to https://bitbucket.org/

Step 2: Create a Repository

Create a repository:



https://plugins.jenkins.io/atlassian-bitbucket-server-integration/
https://bitbucket.org/

: & Bitbucket Your work  Pull requests  Repositories  Projects More v

& labs-demos_one Repository
L Project
Recent repositories +
Snippet

&
kyber

labs-demos_one

Pull rariiacte

Make sure to select ‘With Readme..’




Create a new repository Import repository

Workspace [ labs-demos one

Project* Demoproject1 6 v~

Repository name® | web-goat

Access level

Uncheck to make this repository public. Public repositories

typically contain open-source code and can be viewed by anyone.

Include a README? | Yes, with a tutorial (for beginne... v

Default branch name |e.g., ‘main’

Include .gitignore?  Yes (recommended) v

Create repository [eGIles

» Advanced settings

Step 3: View Project

You should see something like this:




& labs-demos_one / Demoproject
web-goat

Here's where you'll find this repository's source files. To give your users an idea of what they'll find here, add a description to your repository.

I5 main ~ Files + Filter files Q
L
Name Size  Last commit Message
B .gitignore 624B 15 seconds ago Initial commit
B reADMEmd 256KB 15 seconds ago Initial commit
README.md

Edit a file, create a new file, and clone from Bitbucket in under 2 minutes
When you're done, you can delete the content in this README and update the file with details for others getting started with your repository.

We recommend that you open this README in another tab as you perform the tasks below. You can watch our video for a full demo of all the steps in this tutorial. C
new tab to avoid leaving Bitbucket.

Step 4: Open Eclipse

Minimize Bit Bucket and open Eclipse
Note: Windows defender notices are common with Eclipse. Don’t be concerned.
Step 5:

Go to file-> Open Projects from the file system

File Edit Mavigate 5Search Project Run Window
MNew Alt+5hift+N >
Open Hile...

[

Open Projects from File System...

Fecent Files >

Navigate to wherever you put WebGoat in lab 5




[.} Import Projects from File System or Archive

Import Projects from File System or Archive

This wizard analyzes the content of your folder or archive file to find projects and import them in the IDE.

Import source: | C\Projects\Teaching\DevSecOps\WebGoat-main\WebGoat-main v Directory... Archive...
type filter text Select Al
Folder Import as Deselect Al
WebGoat-main Maven
1 of 1 selected
(] Hide already open projects
(] Close newly imported projects upon completion
Use installed project configurators to:
Search for nested projects
Detect and configure project natures
Working sets
(] Add project to working sets New...
Working sets; Select...
Show other specialized import wizards
® < Back Next = Cancel

Now click finish, and you should see this:




L | ~ Fa A L

[ﬂ eclipse-workspace - Eclipse IDE

File Edit MNavigate 5Search Project Run Wi
- Biw|0D

- L J - v| =

&5 Project Expl... x = O

=SR-SRV
> 2 WebGoat-main

LoD

Step 5: Share Project

Now right click on the project, choose teams and share project




SNV ITE LULdl Tenninai £

=
£ ez

> & conf Py <t
s = doce Paste Ctrl+V
5> =src M Delete Delete
¥ cor Remove from Context Ctrl+Alt+Shift+!
COM Move
= Cop Rename... F2
CRE
[t Doc 2a Import. J
= Doc 4 Export. )
FAQ :
2 e Y Refresh F5 e
2 mvn Close Project
= mvn Close Unrelated Project
5 E:; Source >
PULI @ Coverage As >
REA {J RunAs >
REA 4 Debug As >
RELE .
Q- Profile As > oy
Restore from Local History...
Maven N
m > Apply Patch...
WebGoat- fznmf?jl:iwnh : [Share Project... J b

Step 6: Configure Git repository

Now choose

Use or create repository in parent folder of project and click create repository then click finish.




E Share Project O X

Configure Git Repository GIT

Select repository location

Use or create repository in parent folder of project

Project Location Repository
1= Webt C\Projects\\Teaching\DevSecOps\WebGoat-main\WebGo... .git

Create Repository St

® Finish Cancel

Step 7: Commit

Now right click on project, choose team and commit




E eclipse-wc

le Edit N
i v

hd - 1]

| Project Expl.

New
Go Into

Show In

Copy

— & CopyQualified Name
Past
Gm)?
S X Delete
> % > sref Remove from Contex
s B = srcf Build Path
> @ = srcf Source
> B > sicf Refactor
» B JRE Sy
s & - con L1 Import.
s B3 = doc 1 Export.
» (B3 = src Refresh
efres
s [ target ' )
[ CODE Close Project
% CONT ose Unrelated Project
= COPYI Source
[% CREA]
[ Docke @& Coverage As
= Docke 0 Run As
% FAQM 4 Debug As
= LUCEN o potite As
S mvn-c ]
_ Restore from Local History...
S mvnw
Maven
[ mvnw
B poma E_Iaa.m_J

Alt+5hift+W >

Ctrl+C

Ctrl+V
Delete

?
Alt+Shift+S >
Alt+Shift+T >

F5

You will now see something new at the bottom:

Commit... J

<L

L

|

G|
S

&

Stashes

[1/]

[ws]
L
[17]

Pull...

Remote
Switch To
Advanced

Synchronize Workspace

Create Patch...
Apply Patch...

Add to Index

Ignore

Show in History

Show in Repositories View

Disconnect

Ctrl+#

=

L)




®] eclipse-workspace - Eclipse IDE — O X
File Edit Mavigate Search Project Run Window Help
i S = HR R BN 2SR @Ry Gr6rE®SD @R
- A== - - | Q i® | e
5 Project Expl.. x = 8 = B Houtlinex T 8
BES V| § C

v % > WebGoat-main [V
> % = src/mainfjava
> %% = src/main/resou
> % = srcftest/java
> @ > srcfit/java
s @ = src/ftest/resourc
> Bk JRE System Librar
> [ = config

Find Actions Ctrl+3
Show Key Assist Ctrl+Shift+L
New Ctrl+N

Open a file or drop files here to open them.

There is no active
editor that provides
an outline.

> E» > docs gl Problems & Servers & Terminal ¥ Data So.. [ Properti.. @ InstallJ.. @ Eclipse I % Git Stagi.. x =~ B
> B > src P Filter files S8 0 v
» = target .

R CogDE SR g > WebGoat-main [master]

“? & A —-\

[¥s CONTRIBUTING.r
|5 COPYRIGHT txt
[ CREATE_RELEASE
Lgs Dockerfile

= Dockerfile_desktc
[% FAQmd
LICEMNSE. tt

= mvn-debug
mvnw

Unstaged Changes (1048)

.dockerignore

i
l

i
w3l

.editorconfig I
.gitignore |
5. .pre-commit-config.yaml

B o
N

||||
3l

Staged Changes (0)

[
&}

g
l

2 mvnw.cmd
 pomxml
" PULL REQUEST T

®

You will fist click on the double + signs

m Message

=i Author:

Bl&a &

i Unborn branch: this commit will create the branch
‘master’,

chuckeasttom <chuckeasttom@gmail.cor

oo

Commit and Push... Commit

Then in the commit message type ‘first commit and hit the commit button




| > WebGoat-main [master]

Jnstaged Changes (0) T EHERE IS
itaged Changes (1048) -
dockerignore

editorconfig I
gitignore

pre-commit-config.yaml

Step 8: Push

Commit Message Bl &7alz

i Unborn branch: this commit will create the branch
‘master’,

[+ .
First commit

Eb Author: chuckeasttom <chuckeasttom@gmail.cor

[ Committer: chuckeasttom <chuckeasttom@gmail.cor

T« & Commit and Push.. =3 Commit

Now right click on the project, choose team > remote > push




ﬂ eclips
ile  Edi
ﬁ e

-

1 Project

* |7 Web
> s
s P&
s B
s B s
s B s
> mJE
> B a
> lwd
> By sl
P &t

% C
% C
®C
0 C
s C
BC
%R
ERN
51
51
L
M p
[ P

* WebGo

i

X & &

G E

# O P

]

New

Go Into
Show In

Copy

Copy Qualified Name
Paste

Delete

Build Path

Source

Refactor

Import...
Export...

Refresh

Close Project

Source

Coverage As
Run As
Debug As
Profile As

Restore from Local History...

Maven

Team
Compare With
Replace With

.

Alt+Shift+W >

Ctrl+C

Ctrl+V
Delete

>
Alt+Shift+5 >
Alt+Shift+T >

F5

WOW W

WOW W W

You should see the following screen:

=8

<L

e

Commit. Ctrl+#

Stashes >

Push Branch ‘master’...
Pull
Pull...

Remaote »
Switch To »
Advanced »

Synchronize Workspace

Merge...
Rebase...

Reset...

Create Patch...
Apply Patch...

Ignere

Show in History

Show in Repositories View

Disconnect

Lol 4

B Z= outline x

|
O
X
S—

@: R

Q im|
B

=

000

There is no active
editor that provides
an outline.

Push...
Push Tags...

Fetch From...

om <chuckeasttom@gmail.cor |

om <chuckeasttom@agmail.cor

% Push HEAD... Commit




E.] Push to Another Repository O X

Destination Git Repository

Enter the location of the destination repositary. ||

Location

URI: Local Folder...

Host:

Repository path:

Connection

Protocol: e

Port:

Authentication

User:

Password:

[ ] Store in Secure Store

3 - — -
@ < Back Mext = Finish Cancel

Step 9: View code in BitBucket

Now we will leave that open, go back to your browser and BitBucket to get the information for
the remote repository.

In BitBucket we will be in the source code that we created and now we will click on the clone
button

il requests  Repositories  Projects  More v | Q Search | * @

B labs-demos_one / Demoproject1
web -g oat Invite | Clone

Here's where you'll find this repository’s source files. To give your users an idea of what they'll find here, add a description to your repository.

Copy that path and past it in a text editor




Clone this repository ‘ HTTPS v

git ‘I'D

git clone https://chuckeasttom@bitbucket.org/labs-demos_one/web-goat.

Sourcetree is a free Git client for VS Code is a source-code editor
Windows. developed by Microsoft.
Clone in Sourcetree Clone in VS Code

Close

You can now close that window and click on the settings icon and choose personal bitbucket
settings




’O‘ Search ‘ < 0. @

Settings

Atlassian Admin

User management
Add users, groups, and manage access requests.

Bitbucket Administration

E Workspace settings

Manage your workspace settings and integrations.

Personal Settings

u Atlassian account settings 2

Manage your language, time zone, and other profile information.

E Personal Bitbucket settings

Manage your email notification and other Bitbucket settings.

Labs
Help us test these new or experimental features before they are released. Reme...

On the left you will see App passwords




it I Bitbucket Your work  Pull requests  Repositories  Projects More v

[ chuck Easttom Account settings

General

General
Account settings

Avatar

Email aliases c E
Notifications
Access Management Name Chuck Easttom
App authorizations Update your avatar, name, email address, and password or de

App passwords X . .
Bitbucket profile settings

Security Username chuckeasttom (change)
GPG keys Website
SSH keys Language  English v

. ) Help translate Bitbucket into your language.
Two-step verification

Delete account

Audit log

Preferences

Click on app passwords then click create app password. You will give this token quite a bit of
privileges and give it a name, shown here:




Details

Label® | Web-goat-1

Permissions

Account Email Issues | | Read
Read | Write
Write Wikis [ | Read and write
Workspace Read Snippets || Read
membership Write | Write
Projects Read Webhooks || Read and write
Write
[ ] Admin Pipelines [ | Read
| Write
Repositories Read _| Edit variables
Write B
] Admin Runners [ | Read
[ | Delete | Write

Pull requests Read
Write

Now click create
You will get a long password that you should copy to the same text file you put the URL in.

Step 10: Return to Eclipse

Now it is back to Eclipse to put in this information




Eij Push to Another Repository O x

Destination Git Repository 4

Enter the location of the destination repository. ||

Location

g
URI: ' ﬂ'tps:ﬁchuckeasttom@bitbucket.org;‘labs-demos_onefweb—goat.giﬂ Local Folder...
Host: bitbucket.org

Repository path:  /labs-demos_one/web-goat.git

Connection

Protocol: https ~
Port:

Authentication

User; chuckeasttom

Password:

[ ] store in Secure Store

3 - .
@ < Back Next > Finish Cancel

When you click next, you will be prompted for the password you copied to the text file

i [ﬂ Legin X
;Repmitnry https.//chuckeasttom@bitbucket.org/labs-demos_one/web-goat.git |
! User chuckeasttom |
|

Password [ I I T R N T R RN N NN Y IRETTITTYITITYIYT ]

Store in Secure Store [

Log in Cancel




Now you type refs/heads/master in three location shown here:

E Push to: https://chuckeasttom@bitbucket.org/labs-demos_one/web-goat.git O X
Push Ref Specifications 4
Select refs to push. | _']

Specifications for push

Source ref; Destination ref;
refs/heads/master v| ‘ refs/heads/master v| 2- Add Spec
9

Remote ref to delete:nj refs/heads/master v| Add Spec

Mode Source Ref Destination Ref Force Update Remove | rorce Upndate A
Remove A
Add predefined specification Configured Push Specs | All Branches = All Tags
® < Back Mext = Finish Cancel

Next click Add Spec

Now check the force update and click next




E Push to: https://chuckeasttom@bitbucket.org/labs-demos_one/web-goat.git O X

dush Ref Specifications ' 4

Select refs to push. L ]

Specifications for push

Source ref; Destination ref;
v v| Add Spec
Remote ref to delete:EJ refs/heads/master v| Add Spec
Mode Source Ref Destination Ref Force Update Remove | rqice Update A
5o Update refs/heads/master  refs/heads/master [ “
5% Remove All

Add predefined specification Configured Push Specs | All Branches | | All Tags

@ < Back Next > Finish Cancel

You may be prompted for the password again. Now just highlight master->master




®; Push to: https://chuckeasttom@bitbucket.org/labs-demos_one/web-goat.git O X
Push Confirmation $
Confirm following expected push result. |]
25 master — master [new branch]| =
Message Details
Repository
https://chuckeasttom@bitbucket.org/labs-demos one/web-poat.git
(] Cancel push if result would be different than above because of changes on remote
[_] Show dialog with result only when it is different from the confirmed result above
® < Back Mext = Finish Cancel
And click finish.

Now it is back to BitBucket. Make sure you select ‘master’ as the branch




E labs-demos_one / Demoprojectt
web-goat

Here's where you'll find this repository's source files. To give your u

19 main v Files ~ Filter files Q

Filter branches

Branches Tags i
_ B

main

master B

And you will see your code




& 1abs-demos_one / Demoproject
web-goat

Here's where you'll find this repository’s source files. To give your users an idea of what they'll find here, add a description to yc

19 master v | Files v Filter files Q

L

Name Size  Last commit Message

[ ] .github 19 minutes ago First commit
. .mvn 19 minutes ago First commit
. config 19 minutes ago First commit
. docs 19 minutes ago First commit
. src 19 minutes ago First commit
B .dockerignore 30B 19 minutes ago First commit
B .editorconfig 341B 19 minutes ago First commit
B .gitignore 1.37KB 19 minutes ago First commit

You have now synched your local project in Eclipse with the Project in BitBucket.
Lab 17: Integrate Bitbucket with VS Code

Step 1: Get Bitbucket in VS Code
In VS Code type ctrl-shift-p to get the command window, then type in bitbucket

>bitbuckeﬂ
At Atlassian: Focus on Bitbucket pull requests View recently used 3%
Atlassian: Show Bitbucket sites info other commands

Choose Focus on Bitbucket pull requests view

You will then see this screen




~ BITBUCKET PULL REQUESTS Q

Connect Bitbucket to view pull req...

Connect Bitbucket to view pull req

Step 2: Connect to Bitbucket

Click on the Connect Bitbucket to view...

Atlassian Settings @ rA

Authentication authenticate with Bitbucket instances

& LOGIN TO BITBUCKET CLOUD OTHER OPTIONS...

Click on Login to Bitbucket Cloud

You will be asked to confirm access:

@@ BITBUCKET

Mo sites found.




Confirm access to your account

Atlascode Integration (http://127.0.0.1) is requesting access to the following:

Read your account information
Read and modify your repositories’ issues
Access your repositories’ build pipelines

Read your workspace's project settings and read repositories contained within
your workspace's projects

Read and modify your repositories and their pull requests
Read and modify your snippets

Read your team membership information

By installing the App you agree to the privacy policy provided by Atlascode Integration.

Grant access el

GitHub Labs
Lab 18 — GitHub Initial Setup (Recipe Lab)
Estimated time 10 minutes

Step 1:Navigate to URL
https://github.com/



https://github.com/

= O Dashboard

Top repositories
Find a repository...

@ dreasttom/WebGoat-DevOps

. Apress/Windows-Forensics
vanderryan/QC_project
gurdeeps/C58395

&y dev-vaultdata/: copyofvault

m Home

Ask Copilot

©J Git history cleanup guide ¥ Compare Git fork and clone /2 Compare Java password types

Feed

|22 Trending repositories - See more

8 hacksider/Deep-Live-Cam
real time face swap and one-click video deepfake with only a single image

@Python T 61.8k

‘_\ AsyncFuncAl/deepwiki-open

Open Source DeepWiki: Al-Powered Wiki Generator for GitHub/Gitlab/Bitbucket Repasitories. Join the discord:
https://discord.gg/gMwThUMeme

@ TypeScript VY 2.9k

Lab 19: Integrate Visual Studio Code with Github (Recipe Lab)

Step 1 Setup Project

If Visual Studio code is not already installed, check to see if the installation file is there.

you can download from https://code.visualstudio.com/download

Step 2: Install the GitHub extensions

= Filer

W oStar | v

¥ Sar | -

If not



https://code.visualstudio.com/download

®] File Edit Selection - <« 2 WebGoat-main B

@ EXTENSIONS D -+ Extension Pack for Java B8 Extension: GitHub Pull Requests X m --
¢ _

@recommended =Y
GitHub Pull Re

i‘ ~ WORKSPACE RECOMMEN... > / 1
‘ GitHub # github.com | ¢

g_p Extension Pack fo... "2 135ms

( J) Popular extensions for Java ... Pull Request and Issue Pr...
Microsoft
f> U b & [LEEINREY | Auto Update
o
Install

m DETAILS FEATURES  CHANGELOG DEPENDENCIES

A P Azure Pipelines 'succeeded

A Review and manage your GitHub pull requests

and issues directly in VS Code
This extension allows you to review and manage
GitHub pull requests and issues in Visual Studio Code.
~ OTHER RECOMMENDATIONS B The support includes:

3

V Spring Boot ... ©34M W45
* A collection of extensions fo...

% VMware

Debugger fo... ©46M * 45

e Debug your web application...

Firefox DevTools Install

* Authenticating and connecting VS Code to
GitHub and GitHub Enterprise.
Listing and browsing PRs from within VS Code.

* Reviewing PRs from within VS Code with in-

editor commenting.

T T S T s PN S,

Note you can add a number of extensions by searching for them:

’a File Edit Selection View Go Run Termir

B, o v B

B3

= &l

EXTENSIONS: MARKETPLACE

github

GitHub Repositories
Remotely browse and edit a...

# GitHub

&

GitHub Pull Requ... 129ms
Pull Request and Issue Provi...

Extensions (Ctrl+Shift+X)

# Microsoft

GitHub The...

&

e Exa...

See relevant code examples ...

&

P 16.6M W 4.5

GitHub theme for VS Code

j R

sEoDBEd - O X
+ D@ D x

S

Welcome to Copilot

Let's get started

Ask Copilot

@ ¢ B~

4> Build workspace

48 Show project config




Step 3 Connect to Github

Press F1 to open the command window and enter Remote Repositories:

Repository.

Open Remote

Terminal Help |
=

B Extension: GitHub Repo.  Remote Repositories: Open Remote Repository...

Accounts: Manage Trusted Extensions For Account
Accounts: Manage Trusted MCP Servers For Account

AAdAd Mata Braalnnint at Addrace

Then select open repository from Github

Open Remote Repository

recently used 8%

other commands

) Repo | |Enter a remote url, or select a remote provider

@ Open Repository from GitHub
@ Open Pull Request from GitHub
‘ ©J Open Repository from Azure Repos

You will be asked to sign in to GitHub

Visual Studio Code

x

o The extension 'GitHub Repositories’ wants to sign in using GitHub.

Allow Cancel

If you click allow, you will be taken to github and asked to authorize Visual Studio Code

If you wish to go further beyond this lab,
https://code.visualstudio.com/docs/sourcecontrol/github



https://code.visualstudio.com/docs/sourcecontrol/github

< o ()

Authorize Visual Studio Code

Visual Studio Code by Visual Studio Code
wants to access your dreasttom account

Personal user data ~
Email addresses (read-only), profile information (read-only)

Repositories ~
Public and private

0 » @

Workflow
Update GitHub Action Waorkflow files,

©
<

Organization access

. Apress

Cancel Authornze Visual-Studio-Code

Authorizing will redirect to
https:/fvscode.dev

Now press Ctrl-Shift-P to get the command palette

Now you will go to View > Source Control




View Go Run Terminal Help

Command Palette... Ctrl+Shift+P
Open View...

; Appearance ?
Editor Layout ?

‘ Explorer Ctrl+Shift+E

| Search Ctrl+Shift+F

i !
Source Control Ctrl+Shift+G .

' Run Ctrl+Shift+D
Extensions Ctrl+Shift+X
Chat Ctri+Alt+]
Problems Ctrl+Shift+ M
Output Ctrl+Shift+U
Debug Console Ctrl+Shift+Y
Terminal Ctrl+’

You should see the following screen. If you don’t that means you have a folder open and need to
close it.




In order to use Git features, you can
open a folder containing a Git
repository or clone from a URL.

Open Folder
Clone Repository

To learn more about how to use Git
and source control in VS Code read
our docs.

Click ‘Clone Repository’ and then type in the URL for your GitHub repository

Terminal  Hel
ermina &P ‘ https://github.com/dreasttom/WebGoat4

’Q Welcome X Clone from URL https://github.com/dreasttom/WebGoat4
@ Clone from GitHub

You will be prompted to provide a destination for the clone




)a Choose a folder to clone https://github.com/dreasttom/WebGoat4 into X

<« v « Projects » Teaching > DevSecOps > v C Search DevSecOps A

Organize New folder = ¥ (7]
Name Date modified Type Size

~ [ This PC WebGoat-main 5/7/2025 1:25 PM File folder

> e Local Disk (C)
> o= Windows (D)
> == Expansion (F)
> USB Drive (G)
> == ChuckStorage

> == Expansion (F:)

% e [ICR Diriva (250

Folder: DevSecOps

l Select as Repository Destination Cancel

You have now linked that repository to your Visual Studio Code
Lab 20: Viewing Activities in GitHub
Step 1: Login into a GitHub repository

You will login to a repository you created in a previous lab.

= O dreasttom / WebGoat-DevOps

<> Code (O lssues 11 Pullrequests 5 @ Actions [ Projects [0 Wiki @ Security | Insights 8 Settings

. WebGoat-DeVOps Public QP sponsor | & Pin | & Unwatch

¥ Your master branch isn't protected Dismiss | Protect this branch
Protect this branch from force pushing or deletion, or require status checks before merging. Yiew
documentation.

¥ master ~ ¥ 6Branches © 0Tags Q, Gotofile ! Add file ~

. dreasttom Update pomaml| X 83b5f21 - 2 months 3go  ¥0) 3 Commits
W github First commit of devsecops lab code 2 months ago
W mvn/wrapper First commit of devsecops lab code 2 months ago

Step 2: Check Status

First click on pull requests




1l Pull requests 5 ® Actions [ Projects 0 Wiki @ Secuity [+ Insights &} Settings

Label issues and pull requests for new contributors
Now, GitHub will help potential first-time contributors discover issues labeled with (EREREE=EEE

Filters * | Q isipr isiopen 3 Labels 11

! 11 50pen ., 2Closed Author - Label ~ Projects - Milestor

] 11 Bump docker/build-push-action from 2.7.0 to 6.18.0 x

#7 opened on May 28 by dependabot | bot

[T 1% Bump softprops/action-gh-release from 1to 2 % github

#5 opened on May 4 by dependabat | bot

] 11 Bump docker/setup-buildx-action from 1te 3 x [ dependencies 1 github_acsons

#4 opened on May 4 by dependabot’ bot

' I} Bump docker/setup-gemu-action from 1.1.0 to 3.6.0 X github._ac

#2 opened on May 4 by dependabot’ bot

L] 11 Bump actions/setup-java from 2 to 4 X [ capendancies J github_actions

#1 opened on May 4 by dependabot | bot

From here you can see all pull requests on this particular repository.

Step 3: Setup Security

Click on security
“d lype|/|to:

0 wiki @ Security |~ Insights £ Settings

| @ overview Security overview
Reporting
5 Poliy Security policy » Disabled PR

Define how users should report security vulnerabilities for this repository
@ Advisories

Security advisories + Enabled

) R . - . View security advisories
View or disclose security advisories for this repository b4

Vulnerability alerts

£} Dependabot

@) Code scanning Private vulnerability reporting » Disabled

. . . . Enable vulnerzbility reporting
Allow users to privately report potential security vulnerabilities

/£ Secret scanning

Dependabot alerts + Disabled

. - . Enable Dependabot alerts
Get notified when one of your dependencies has a vulnerability

Code scanning alerts « Needs setup

3 . Set up code scanning
Automatically detect common vulnerability and coding errors

Secret scanning alerts - Enabled

B . y 5 View detected secrets
Get notified when a secret is pushed to this repository

Choose code scanning alerts




Dependabot alerts - Disabled

. ~ - Enable Dependabot alerts
Get notified when one of your dependencies has a vulnerability

ode scanning alerts - Needs setup i
i o . Set up code scanning
utomatically detect common vulnerability and coding errors

Secret scanning alerts « Enabled .
) ) ) 3 View detected secrets
Get notified when a secret is pushed to this repository

You will see several tools

Code scanning

Automatically detect commeon vulnerabilities and coding errors.

Tools

CodeQL analysis Setup ~

Identify vulnerabilitizs and errors with CodeQL for eligible repositories.

Other tools
Add any third-party code scanning tool.

Explore workflows

Copilot Autofix on I]

Suggest fixes for CodedL alerts using Al. CodeQL default or advanced setup must be enabled for this feature to worke
Learn more about the limitations of autofix code suggestions

Copilot Autofix for third-party tools an D
Suggest fixes for third-party alerts using Al Ensure that these tools are properly configured or that an analysis is
uploaded for this feature to work. Learm more about the limitations of autofix code suggestions for third party tools

Protection rules

Check runs failure threshold
Select the alert severity level for code scanning check runs to fail. Create a branch ruleset to prevent a branch from merging when these
checks fail.

Security alert severity level: High or higher = Standard alert severity level: Only errors =

Secret Protection Disable

GitHub will always send alerts to partners for detected secrets in public repositories. Learn more about partner patterns.

Push protection
Block commits that contain supported secrets.

Disable

At least setup the default CodeQL analysis. If you feel a bit more adventurous, try the
Advanced, or even the ‘other tools’




Tools

CodeQL analysis Setup -
Identify vulnerabilities and errors with CodeQlL for eligible repositories.
Default
Other tools CodeQ)L will automatically find the best configuration for your repository.
Add any third-party code scanning tool.
Advanced

Customize your Code0L configuration via a YAML file chedked into the repositorny.

Copilot Autofix an 'j

Suggest fives for CodeQL alerts using Al. CodeQ)L defsult or advanced setup must be enabled for thiz feature to work.
Learn more about the limitations of autofix code suggestions

Copilot Autofix for third-party tools On D

Suggest fixes for third-party alerts using Al. Ensure that these tools are properly configured or that an analysis is
uploaded for this feature to work. Leamn more about the limitations of autofix code suggestions for third party tools

Even with default you can edit things like schedule

CodeQL default configuration *

Query suites
Group of queries to run against your code.

Default
CadeQL high-precision queries.

Runner type

This is the runner default setup will use to run

) Standard GitHub runner

Scan events

These events will trigger 3 new scan.

On push and pull requests to

master and protected branches

On a weekly schedule

& Edit Cancel Enable Code(L




It will take a few minutes to setup

Once it is setup you can view activity, including scanning logs

Tools
CodeQL analysis Default setup |
Identify vulnerabilities and errors with Code QL for eligible repositories. Last scan 6 minutes ago
View last scan log
Other tools

) . View Code Scanning alerts
Add amy third-party code scanning tool.

View CodeQL configuration

& E @ M

Switch to advanced

Customize your Code(L configuration via a YAML

Copilot Autofix
Suggest fixes for Code(L alerts using Al. CodeQL default or advanced setup
Learn more about the limitations of autofix code suggestions

file checked into the repositony.

Copilot Autofix for third-party tools (® Disable CodeQL

Suggest fixes for third-party alerts using Al Ensure that these tools are prope _

Lab 21: GitHub Collaboration
This will require you to work with at least one other student.

Step 1: Invite Collaborator

The host will go to one of their repositories and click on settings

= o dreasttom / WebGoat-DevOps
<» Code (O lIssues I Pullrequests 5 (O Actions [ Projects 0 Wiki @ Security 84 [~ Insight

Then select collaborators




I 1 General

Agcess
I AL Collaborators
2 Moderation options v

Code and automation

¥ Branches

> Tags

E+ Rules w
() Actions e

¥ Models

&% Webhooks
Then select add people

Manage access

You haven't invited any collaborators yet

Add people

You will use an email or user name that your fellow student provides you. It must be one they
have a GitHub account with

Add people to WebGoat-DevOps x

Q chuckeasttom x
Cancel Add chuckeasttom

Note: while one of my accounts is shown this is just an example. Please do not invite me.




Step 2: Accept the invitation

Your colleague will now login into their GitHub. They also probably will receive an email like
this:

GitHub

A 3
g A

@dreasttom has invited you to collaborate on the
dreasttom/WebGoat-DevOps repository

You can accept or decline this invitation. You can also head over to
https://github.com/dreasttom/WebGoat-DevOps to check out the repository or visit
{@dreasttom to learn a bit more about them.

That person will then see this




dreasttom invited you to collaborate on
dreasttom/WebGoat-DevOps

Accept invitation Decline invitation

& Owners of WebGoat-DevOps will be able to
see

+ Your public profile information

« Certain activity within this repository
= Country of request origin

= Your access level for this repository
+ Your [P address

Is this user sending spam or malicious content?
Block dreasttom

They then accept the invitation and now both of you have access to this Github repository.

GitLab Labs

Lab 22 GitLab New project

Step 1: Start New GitLab project

Log into GitLab and choose to create a new project:




Create blank project Create from template
@ Create a blank project to store your files, plan your @ Create a project pre-populated with the necessary

work, and collaborate on code, among other things. files to get you started quickly.

<> = RHRRANpREIRCt [ Run CI/CD for external repository
o Migrate your data from an external source like ]‘

GitHub, Bitbucket, or another instance of GitLab. \ Connect your external repository to GitLab CI/CD.

Select Create From Template

Step 2: Use Sample Template

Scroll down past numerous templates and select Sample GitLab Project

Laravel Framework
A basic folder structure of a Laravel application, to help you get started.

NIST 800-53r5
A project containing issues for security and privacy controls published by the U.S. National Institute of Standards and Technology

“ GitLab CI/CD components
™ A basic folder structure and sample files for a CI/CD components project.
HIPAA Audit Protocol
A project containing issues for each audit inquiry in the HIPAA Audit Protocol published by the U.S. Department of Health & Human Services
Sample GitLab Project
“ An example project that shows off the best practices for setting up GitLab for your own organization, including sample issues, merge requests,
~ and milestones




And create a project from this template:

Template

| Sample GitLab Project Change template

Project name

I[ TestProject| ]I

Must start with a lowercase or uppercase letter, digit, emaoji, or underscore. Can also contain dots, pluses, dashes, or spaces.

Project URL Project slug

https://gitlab.com/ | chuckeasttom-group v / testproject ]

Project description (optional)

Description format

Visibility Level (2)
O A Private
Project access must be granted explicitly to each user. If this project is part of a group, access is granted to members of the group.
@ Internal &
The project can be accessed by any logged in user except external users.
O @ Public
The project can be accessed without any authentication.

Create project Cancel

You will see this progress screen:

/N Import in progress
This project is being imported. Do not make any changes to the project until the import is complete.

~ Import in progress

Please wait while we import the repository for you. Refresh at will.

Step 3: Review results

When it is done you will have this screen:




m-group / 1esIFToject

/\ You can't push or pull repositories using SSH until you add an SSH key to your profile.

Add SSH key Don't show again

@ The project was successfully imported.

T TestProjects =

¥ master v testproject /| | + ~ Find file

Update README.md

) 27329d3a | [5G
Administrator authored Feb 15, 2021

History

Name Last commit Last update

m+ README.md Update README.md 4 years ago

B README.md

Sample GitLab Project

This sample project shows how a project in GitLab looks for demonstration purposes. It contains issues, merge requests and
Markdown files in many branches, named and filled with lorem ipsum.

You can look around to get an idea how to structure your project and, when done, you can safely delete this project.

Lab 23: Create a Pipeline in GitLab

Step 1: Setup YAML file
First open a project, then on the left choose Code > Repository

88 Manage >

= , v+ READMI
</> Code > Merge requests 29
P Secure > Repository *
) Deploy ’ Branches

%@ Operate > Commits

L4 Monitor 4 Tags

' Analyze ? Repository graph

@ Settings > Compare revisions

Frans e

Look for the CI YAML file

o~ ¥y Star | O % Fork

Project information

-0~ 2 Commits
¥ 31Branches
¢ 0Tags

£ 176 KiB Project Storage

README
Add LICENSE

Add CHANGELOG

Add Kubernetes cluster

B

+

+

+ Add CONTRIBUTING
+

+ Setup CI/CD

+

Configure Integrations




Name

‘ & _gitlab-ci.yml

If you don’t have one, add one

+v‘ Find file :

This directory

MNew file
Upload file

MNew directory

This repository

Mew branch

MNew tag

Step 2: Setup Pipeline in YAML

Paste the following code (note this comes from a GitLab tutorial
https://docs.gitlab.com/ci/quick_start/#create-a-gitlab-ciyml-file)

build-job:
stage: build
script:

- echo "Hello, SGITLAB_USER_LOGIN!"

test-job1:
stage: test

script:




- echo "This job tests something"

test-job2:
stage: test
script:
- echo "This job tests something, but takes more time than test-job1."
- echo "After the echo commands complete, it runs the sleep command for 20 seconds"
- echo "which simulates a test that runs 20 seconds longer than test-job1"

- sleep 20

deploy-prod:
stage: deploy
script:
- echo "This job deploys something from the $CI_ COMMIT BRANCH branch."

environment: production

Select Commit changes

Step 3: See your pipeline running
Go to Build > Pipelines. A pipeline with three stages should be displayed:

88 Manage >
(5 Plan >
¢/> Code p
¥ Build v

Pipelines 5

The project may fail the first time. That is often a problem with copying and pasting the code
above in step 2.




Lab 24: GitLab Secure Scanning

Open your project you created in lab 22 and choose security from the left hand menu:

88 Manage >
] Plan >
<[> Code >
g Build >
I:D Secure >|
) Deploy >
® Operate >
i Monitor >
It Analyze >

Lab 25 Experiment With GitLab

Step 1 Setup Project in GitLab

You may have already setup a project in a previous lab.

Projects> New Project use template

Create from template

@ Create a project pre-populated
with the necessary files to get

you started quickly.

Choose Sample GitLab project




Sample GitLab Project
An example project that shows off the best practices for setting up GitLab for your own organization, = Preview Use template
including sample issues, merge requests, and milestones

Project name

AwesomProject

Must start with a lowercase or uppercase letter, digit, emoji, or underscore. Can also contain dots, pluses, dashes, or spaces.

Project URL Project slug

https://gitlab.com/ | chuckeasttom-group v 1/ I[ AwesomProject ]l

Project description (optional)

Description format

Visibility Level ()
© & Private

Project access must be granted explicitly to each user. If this project is part of a group, access is granted to members of the group.

Q Internal &
The project can be accessed by any logged in user except external users.

@ Public &
The project can be accessed without any authentication.

Create project Cancel

It will take a while to import

/N Importin progress
This project is being imported. Do not make any changes to the project until the import is complete.

¢ Import in progress

Please wait while we import the repository for you. Refresh at will.

When it is done, upload a few code files. It really does not matter what they are, you can use
WebGoat files if you wish. Or you can push them from Eclipse or Visual Studio if you prefer.

Now your repository should show a commit for each file you uploaded.

Step 2: Setup CI/CD
From the project screen on the right side choose Set up CI/CD




[{] README

+ Add LICENSE

Add CHANGELOG

Add CONTRIBUTING
Add Kubernetes cluster

Set up CI/CD

+ + + + +

Configure Integrations

Optimize your workflow with CI/CD
Pipelines

Create a new .gitlab-ci.yml file at the root of the repository to get started.

Configure pipeline

This will create a basic script

stages: # List of stages for jobs, and their order of execution
- build
- test
- deploy

build-job: # This job runs in the build stage, which runs first.
stage: build
script:
- echo "Compiling the code..."
- echo "Compile complete."

unit-test-job: # This job runs in the test stage.
stage: test # It only starts when the job in the buvild stage comple
script:
- echo "Running unit tests... This will take about 60 seconds."
- sleep 60

- echo "Code coverage is 90%"

lint-test-jobh: # This job also runs in the test stage.
stage: test # It can run at the same time as unit-test-job (in para
serint:

Step 3: Security Configuration
Open Security Configuration




</> Code > W StartWebGoat.java
O secure > Security capabilities
@ Deploy 2 Audit events

By Onoarats

Security configuration

Click configure SAST

Static Application Security Testing (SAST) Not enabled

Analyze your source code for vulnerabilities. Learn more.

Configure with a merge request

Take a few moments to review the various settings in SAST

Online Labs (No VM needed)
Lab 26: HackMe Pipeline Lab

https://tryhackme.com/room/introtopipelineautomation
Answer the questions below

I'm ready to learn about pipeline automation and how to make sure it is secure!

H

Join this room Join th

DevOps Pipelines Explained

Source Code and Version Control

Dependency Management

Automated Testing

Continuous Integration and Delivery

Environments




Lab 27: Hackme DevSecOps Setup (Recipe Lab)
Navigate to

https://tryvhackme.com/path/outline/devsecops

When you sign up note a) it is free and b) you can skip giving them email and phone number

You will be taken to the welcome page after you sign up. Then choose ‘Check out our learning
map’ and scroll down until you see this:

Security Analyst Penetration Tester Security Engineer
Get on the fast track to becoming a successful Level up and forge your path to victory as a Navigate your journey to becoming a world-class

Security Analyst. Penetration Tester. Security Engineer.

SOC Level 1 ) Jr Penetration Tester T Security Engineer

Path all Intermediate  Path 1 Path

Security Analyst Level 1 (SAL1) = Web Fundamentals DevSecOps
Professional Certification At Path | il Intermediate  Path

SOC Level 2 > Web Application Pentesting Attacking and Defending AWS

Path all Intermediate ~ Path 3 il Intermediate ~ Path

Defending Azure 1 Red Teaming

all Intermediate ~ Path Add-on A Path

Choose DevSecOps

There are Seven tasks to perform

DevOps: A New Hope
The Infinite Loop
Shifting Left

DevSecOps: Security Strikes Back

DevSecOps Culture

Exercise: Fuel Trouble



https://tryhackme.com/path/outline/devsecops

Your goal in this first lab is to first get a free account, second navigate to DevSecOps and third to
just to task 1 and 2.

Lab 28: Hackme DevSecOps Setup (Recipe Lab)

Now you return to HackmeDevSecOps https://tryvhackme.com/path/outline/devsecops

Again navigate until you get to the steps to perform and now finish the remaining five steps:

DevOps: A New Hope
The Infinite Loop
Shifting Left

DevSecOps: Security Strikes Back

DevSecOps Culture

Exercise: Fuel Trouble

Lab 29: Git(Recipe Lab)

Go to https://labex.io
Choose Git



https://tryhackme.com/path/outline/devsecops
https://labex.io/

DevOps Joined
%% 2/ 352 skills [0 8 courses [M 53 projects

Git Joined
“ 0 /32 skills [0 3 courses

Docker Joined
o 2 {32 skills [ 5 courses

You will then select Quick Start with Git.

Click the ‘Start Learning’ button on the far right and you will launch a VM

Creating Your Secret Lab

Before we dive into Git, let's set up a workspace. Think of this as
creating a secret lab where all your experiments will take place.

Simply follow the instructions

For most labs on this site, there is a point where you will get to labs only available for premium
(i.e. paid) subscriptions. Always stop there.




Lab 30: Docker (Recipe Lab)

Go to https://labex.io

Navigate down to the ‘Docker’ project.

Docker Joined
% 0 /32 skills [ 5 courses

That will take you to this

LEARN PROJECTS PRICING Upgrade

Docker

Docker is revolutionizing application deployment and scaling. This Skill Tree offers a systematic way to learn containerization
with Docker. Ideal for DevOps beginners, it provides a clear roadmap for understanding container creation, management, and
orchestration. Hands - on, non - video courses and practical exercises in a Docker playground help you develop real - world

skills in containerizing and deploying applications.

% 32skills = [ 5courses

1w Unlock All Docker Labs

Hehese . Quick Start with Docker



https://labex.io/

A VM will launch with instructions on the right:

V.
- 4. Docker Engine: Th e technology that runs and manages

achine

containers on your

This diagram shows that

« The Docker Engine runs containers

« Images are used to create containers

Home' « Docker

* The Docker Engine can pull images from Docker Hub and

\a- push images to Docker Hub

Understanding these relationships will help you grasp how

- Docker w

to the next step!

Visual 5.

ve proceed. Click Continue below to move on

? ask feedback ettings

Now you will walk through the lab instructions it gives. This is the first

“Terminal - labex @iZrj96gmym 1fyujazhi

run hello-world &

ello from Docker!
his message shows that your installation appears to be working correctly.

o generate this message, Docker took the following steps:

. The Docker client contacted the Docker daemon.

. The Docker daemon pulled the "hello-world" image from the Docker Hub.
(amd64)

. The Docker daemon created a new container from that image which runs the
executable that produces the output you are currently reading.

. The Docker daemon streamed that output to the Docker client, which sent it
to your terminal.

run hello-wi
e hello-worl

o try something more ambitious, you can run an Ubuntu container with:
$ docker run -it ubuntu bash

bhare images, automate workflows, and more with a free Docker ID:
https://hub.docker.com/

? ask feedback ttings

or more examples and ideas, visit:
https://docs.docker.com/get-started/ d
1 »

For most labs on this site, there is a point where you will get to labs only available for premium
(i.e. paid) subscriptions. Always stop there.

Lab 31: Kubernetes (Recipe Lab)

Go to https://labex.io

Navigate to Kubernetes



https://labex.io/

Kubernetes Joined
% 0/ 27 skills [ 2 courses

Start that project
Just like the dockers lab there is a VM and step by step instructions

Like before there are instructions for you to follow:

Start the Kubernetes Cluster

In this step, you'll start and verify a local Kubernetes cluster using
Minikube, which provides a simple way to set up a single-node
Kubernetes environment for learning and development.

& L b E First, navigate to the project directory:

labex.io

Start the Minikube cluster:

? ask .. feedback % settings

Lab 32: Another Kubernetes Lab (recipe/experiment)
This site charges for online labs, but they also have free trials. You will go to

https://kodekloud.com/courses/kubernetes-challenges/

And select ‘Try the Free Kubernetes Lab’



https://kodekloud.com/courses/kubernetes-challenges/

Enroll for Free

Already Subscribed? Log in
,+ Try the Free Kubernetes Lab

On the right hand side is a terminal window for you to enter commands. On the left is a menu:




Task Hint Solution Al Assistant (Beta) # ® 56:39 .7

Next =

1/13

How many pods exist on the system?

In the current(default) namespace.

The lab is done by answering the questions. Note the ‘hint’ and ‘solution’ tabs. If you don’t know
the answer it is given to you!

Lab 33: HackMe Kubernetes

https://tryvhackme.com/room/k8sruntimesecurity

Kubernetes Auditing v
Runtime Security & K8s v
v

Falco in Action v

Lab 34: HackMe Intro to IaC

https://tryvhackme.com/room/introtoiac



https://tryhackme.com/room/k8sruntimesecurity
https://tryhackme.com/room/introtoiac

1aC - The Tools Part 2

Infrastructure as Code Lifecycle

Lab 35:Terraform Online Lab (recipe/experiment)
This site sells access to labs, but you will use the ‘try it for free’

https://kodekloud.com/courses/terraform-for-beginners/

Get access to KodeKloud’s all
courses.

You'll get access to 140+ courses, 1000+
hands-on labs, and 60+ playgrounds.

Subscribe Now

Already Subscribed? Log in

# Try the Free Terraform Lab

Once in there is a terminal window on the right and questions on the left you will answer:



https://kodekloud.com/courses/terraform-for-beginners/

Task ssistant (Beta) # 1 v Terminal 1 W Sstoplab .7

We have a new configuration directory located at the path
/root/terraform-projects/things-to-do . Inspect this directory
and find out the number of providers initialized within this
directory.

Do not run terraform init yet!

5 ° |
LE TERMINAL
~/terraform-projects/things-to-do via # default on
s-east-1)
main.tf
S ) root in ~/terraform-projects/things-to-de via @ default on
4 > OUTLINE P —

> TIMELINE

Notice the tab that says ‘hint’
Lab 36: Online OWAS ZAP

There is a limited online version of OWASP ZAP https://hostedscan.com/owasp-vulnerability-

scan

Website and web application vulnerability scanner

Run a free scan

www.chuckeasttom.com

chuckeasttom@gmail.com

Results look like this



https://hostedscan.com/owasp-vulnerability-scan
https://hostedscan.com/owasp-vulnerability-scan

Dashboard I= 2 scans in progress

Risks detected o162

Recent Scans See all scans > Recent Risks
OPENVAS - s6  NMAP
www.chuckeasttom.com 0% Open TCP Port: 3306
0 minutes ago www.chuckeasttom.com
OWASP ZAP ee  NMAP
www.chuckeasttom.com Queued Open TCP Port: 21
0 minutes ago ‘www.chuckeasttom.com
NMAP @e  NMAP
www.chuckeasttom.com © Report Open TCP Port: 465

0 minutes ago www.chuckeasttom.com

0 scheduled scans

33 o

See all risks >

-— _ =T - o w@ . =m e = e

5 FITPM




