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Case Study 3
In May 2015, Airbus issued an alert to 

urgently check its A400M aircraft when 

a report detected a software bug that 

had caused a fatal crash earlier in Spain. 

Before this alert, a test flight in Seville 

caused the death of four Air Force crew 

members, and two were left injure



DoD DevSecOps Testing

DoD Enterprise DevSecOps Reference Design August 2019



DoD DevSecOps Testing
ÅThe discipline of testing changes within the automated 

processes of DevSecOps. Test moves away from the 

traditional "test the system as implemented" and 

becomes "test the code that implements the system." 

One implication of this evolution is that re -skilling of the 

test team is needed; the old skill set of "sit at a screen 

and use the app as you were trained for 3 days to use it" 

is no longer applicable. Rather, testing is about 

automation, and testers will need to become coders of 

that automation.

ÅDevSecOps Fundamentals Guidebook: DevSecOps 

Tools & Activities March 2021 Version 2.0



Testing 
Types

SAST - Static Application Security Testing

DAST ƛ Dynamic Application Security Testing

IAST - Interactive application security testing

RASP - Runtime application self -protection

SCA - Software composition analysis



DoD DevSecOps Testing

Development stage: unit test, 
SAST discussed in the build 
phase System test stage: DAST or 
IAST, integration test, system test 

Pre-production stage: manual 
security test, performance test, 
regression test, acceptance test, 
container policy enforcement, and 
compliance scan 

DevSecOps Fundamentals Guidebook:DevSecOps  Tools & Activities March 2021 Version 2.0



DoD 
DevSecOps 
Testing
Å Common Testing Categories

Å ƥ Unit and Functional Testing.

Å ƥ Integration Testing.

Å ƥ Performance Testing.

Å ƥ Interoperability Testing.

Å ƥ Deployment Testing (normally conducted in a 

staging environment).

Å ƥ Operational Testing (normally conducted in a 

production environment).

Å ƥ Static Application Security Testing (SAST).

Å ƥ Dynamic Application Security Testing (DAST).

Å ƥ Interactive Application Security testing (IAST).

Å ƥ Runtime Application Self-Protection (RASP).

Å DevSecOps Fundamentals 

Guidebook:DevSecOps Tools & Activities March 

2021 Version 2.0



Some definitions
A process of finding errors through the occurrences of faults

Another definition: the act of exercising test cases
Test

Description of a set of inputs along with expected outputsTest case

Values that instantiate a test caseTest data

A collection of test cases targeted to test a set of properties such as user 
interface functionalities, reliability, performance and so on.Test Suite

System (or Software) Under TestSUT

Software along with a set of executable test cases to test a SUT.  This is part of an 
automated testing process.Test Harness

Testing is a process of finding the presence of an error

ƥMay be performed by several people including the programmer

Debugging is a process of finding the source of an error, if it is present

ƥMostly performed by the programmer

Testing and 
debugging



ISO-IEC-IEEE 29919 -2
Software and systems engineering ƜSoftware 

testing - Test Processes

ƥOrganizational test process 

ƥDefining a process for the creation and maintenance of organizational test 
specifications, such as organizational test policies, practices, processes, 
procedures and other assets.

ƥTest management processes 

ƥDefining processes that cover the management of testing for a whole project 
or any test level

ƥ(e.g. system testing) or test type ( e.g. performance testing) within a project 
(e.g. project test

ƥmanagement, system test management, performance test management).

ƥThe test management processes are:

ƥtest strategy and planning process ;

ƥtest monitoring and control process ;

ƥtest completion process 

ƥDynamic test processes 

ƥDefining generic processes for performing dynamic testing. Dynamic testing 
may be performed at a particular test level ( e.g. unit, integration, system, and 
acceptance) or for a particular test type ( e.g. performance testing, security 
testing, and functional testing) within a project.

ƥThe dynamic test processes are:

ƥtest design and implementation process ii) test environment and data 
management process

ƥtest execution process and

ƥtest incident reporting process.

The goal of each layer is as follows:



ISO-IEC-IEEE 29919 -2
Software and systems engineering ƜSoftware 

testing - Test Processes



ISO-IEC-IEEE 29919 -2
Software and systems engineering ƜSoftware 

testing - Test Processes



ISO-IEC-IEEE 
29919 -2

Software and 
systems 

engineering Ɯ
Software testing - 
Test Processes



ISO-IEC-IEEE 29919 -2
Software and systems 
engineering Ɯ
Software testing - Test 
Processes



Software Integrity Levels



Selecting Test 
Tools
ÅAccomplishment of specified tool 

objectives

ÅEase of use

ÅEase of installation

ÅMinimum processing time

ÅCompatibility with other tools

ÅLow purchase or lease cost

ÅDocumentation, Training, and 

Support availability



Classes of Test 
Tools
ÅAutomated Regression Testing Tools

ÅDefect Management Tools

ÅPerformance/Load Testing Tools

ÅManual Tools

ÅTraceability Tools

ÅCode Coverage

ÅTest Case Management Tools

ÅCommon tools that are applicable to 

testing



SMART Goals
ÅSpecific

ÅMeasurable

ÅAgreed Upon

ÅRealistic

ÅTime Frame



Test Planning 
Vocabulary
Å Test Case: Test cases are how the testers validate 

that a software function meets the software 

specifications (i.e., expected results).

Å Test Data: Test data is information used to build a 

test case.

Å Test Scripts: Test scripts are an online entry of 

test cases.

Å Risk: Risk is the potential loss to an organization.

Å Risk Analysis: Risk analysis is an analysis of an 

organizationƞs information resources, its existing 

controls, and its remaining organization and 

computer system vulnerabilities. It combines the 

loss potential for each resource or combination.



Test Planning 
Vocabulary
ÅThreat: A threat is something 

capable of exploiting 

vulnerability.

ÅVulnerability: Vulnerability is 

a design, implementation, or 

operations flaw that may be 

exploited by a threat.

ÅControl: Control is anything 

that tends to cause the 

reduction of risk.



Test Planning
Åƥ Test Objectives

Åƥ Acceptance Criteria

Åƥ Assumptions

Åƥ People Issues

Åƥ Constraints



Black -box 
testing
ÅAn approach to testing where 

the program is considered as 

a Ɲblack-boxƞ

Å The program test cases are 

based on the system 

specification 

Å Test planning can begin early 

in the software process



Boundary value testing

ƥIf input is a 5 -digit integer between 10,000 
and 99,999, equivalence partitions are < 
10,000, 
10,000 - 99, 999 and > 10, 000

Partition system 
inputs and outputs 

into 
Ɲequivalence setsƞ

ƥ00000, 09999, 10000, 99999, 10001

Choose test cases 
at the boundary of 

these 
sets



White -box testing

Sometime called structural testing or glass -box testing

Derivation of test cases according to program structure

Knowledge of the program is used to identify additional test 
cases

Objective is to exercise all program statements (not all path 
combinations)



Types of structural testing

ƥTest cases which will execute every statement at least once.

ƥTools exist for help

ƥNo guarantee that all branches are properly tested.  Loop exit?
Statement coverage - 

ƥAll branches are tested onceBranch coverage 

ƥLinear code sequences

ƥDefinition/Use checking (all definition/use paths)

ƥCan locate dead code

Path coverage - 
Restriction of type of 

paths:



Software testing 
metrics
ÅDefects rates

ÅErrors rates

ÅNumber of errors

ÅNumber of errors found per person 

hours expended

ÅMeasured by:

Åindividual

Åmodule

Åduring development

ÅErrors should be categorized by 

origin, type, cost



Test Writing First
Å Idea is to write tests, where each 

test adds some degree of 

functionality

Å Passing the tests should indicate 

working code (to a point)

Å The tests will ensure that future 

changes donƞt cause problems



Running Tests
Å Use a test harness/testing 

framework of some sort to run the 

tests

Å A variety of ways to do this, 

including many existing 

frameworks that support unit 

tests

Å JUnit is the most well -known, 

but there is similar functionality 

across a wide range of 

languages 



Test framework
Å Specify a test fixture

Å Basically, builds a state that can be tested

Å Set up before tests, removed afterward

Å Test suite run against each fixture

Å Set of tests (order should not matter) to 

verify various aspects of functionality

Å Described as series of assertions

Å Runs all tests automatically

Å Either passes all, or reports failures

Å Better frameworks give values that  

caused failure



Checklist: Test Cases

Å Does each requirement that applies to the class or routine have its own test case?
Å Does each element from the design that applies to the class or routine have its own test case?
Å Has each line of code been tested with at least one test case?
Å Has this been verified by computing the minimum number of tests necessary to exercise each 

line of code?
Å Have all defined -used data -flow paths been tested with at least one test case?
Å Has the code been checked for data -flow patterns that are unlikely to be correct?
Å Defined -defined, defined -exited, defined -killed, etc.
Å Has a list of common errors been used to write test cases to detect errors that have occurred 

frequently in the past?
Å Have all simple boundaries been tested: maximum, minimum, off -by-one?
Å Have compound boundaries been tested: combinations of input data that might result in a 

computed variable that is too small or too large?
Å Do test cases check for the wrong kind of data?
Å Are representative, middle of the road values tested?
Å Are the minimum and maximum normal configurations tested?
Å Is compatibility with old data tested?
Å Do test cases make hand -checks easy?



Quality perspectives

1. Transcendent ƛ I know it when I see it

2. Product -Based ƛ Possesses desired features

3. User-Based ƛ Fitness for use

4. Development - and Manufacturing -Based ƛ Conforms to requirements

5. Value-Based ƛ At an acceptable cost



Quality Control

Quality control identifies defects so they can be corrected.

Quality control relates to a specific product or service.

Quality control verifies whether specific product or service 
has a specific attribute.

Quality control is the responsibility of the team/worker.



Quality 
Assurance

Quality assurance sets up measurement programs to evaluate processes.

Quality assurance identifies weaknesses in processes and improves 
them.

Quality assurance is a management responsibility but can be performed 
by a staff.

Quality assurance is concerned with all of  the products and services, not 
just an individual product or service.

Quality assurance is sometimes referred to as quality control over quality 
control because it evaluates whether quality control is working.

Quality assurance personnel should never perform quality control unless 
it is to validate quality control.



Cost of Quality
Å The three categories of costs associated with 

producing quality products are:

Å ƥ Prevention Costs

Å Money required to create quality processes and 

products.

Å ƥ Appraisal Costs

Å Money spent to review completed products 

against requirements . Appraisal includes

Å the cost of inspections, testing, and reviews. 

Å ƥ Failure Costs

Å All costs associated with defective products that 

have been delivered to the user or moved into 

production.  This includes repair, replacement, 

support, downtime, and in some case litigation.



Quality Factors
Correctness Extent to which a program satisfies its specifications and fulfills the user's mission objectives.

Reliability Extent to which a program can be expected to perform its intended function with required precision

Efficiency The amount of computing resources and code required by a program to perform a function.

Integrity Extent to which access to software or data by unauthorized persons can be controlled.

Usability Effort required learning, operating, preparing input, and interpreting output of a program

Maintainability Effort required locating and fixing an error in an operational program.

Testability Effort required testing a program to ensure that it performs its intended function.

Flexibility Effort required modifying an operational program.

Portability Effort required to transfer software from one configuration to another.

Reusability Extent to which a program can be used in other applications - related to the packaging and scope of 
the functions that programs perform.

Interoperability Effort required to couple one system with another



What is Variance?

Variance from 
Specifications

Variance from 
what is 
Desired



Software 
Product 
Defects

Designing software with incomplete or erroneous 
decision -making criteria

Failing to program as designed

Failure to validate data

Software 
Design 
Defects

Incomplete data used by automated decision -
making applications.

Data 
Defects



Reasons for 
Software 
Defects

IT improperly interprets requirements

Users specify the wrong requirements

Requirements are incorrectly recorded

Design specifications are incorrect

Errors in program coding

Data entry errors

Testing errors

Tests falsely detect an error

The corrected condition causes another defect



Test Planning

Place Place risks in the matrix.

Identify Identify the business risks associated 
with the system under development.

Identify Identify the system development 
phases.

Select 
and rank

Select and rank test objectives.



Testing 
Constraint
s

ƥ Limited schedule and budget

ƥ Lacking or poorly written requirements

ƥ Changes in technology

ƥ Limited tester skills



Source 
of most 
problems 
in testing

Poorly defined 
testing objectives

Testing at the wrong 
phase in the life cycle

Ineffective test 
techniques



Examples

Å Requirements Reviews ƛ Done by developers and users

Å Design Reviews - Developers

Å Code Walkthroughs ƛ Developers

Å Code Inspections - Developers

Å Unit Testing ƛ Developers

Å Integrated Testing ƛ Developers with assist from independent test 
team

Å System Testing ƛ Independent Test Team

Å User Acceptance Testing - users with assist from independent test 
team



Static vs. 
Dynamic
Å Static testing is performed using 

the software  documentation.

Å Dynamic testing requires the 

code to be in an executable state 

to perform the tests.

Å Most verification techniques are 

static tests.

Å Most validation tests are dynamic 

tests.



Functional vs Structural

Functional testing is 
sometimes called black -box 

testing because no 
knowledge of the internal 
logic of the system is used 

to develop test cases.

Structural testing is 
sometimes called white -box 
testing because knowledge 
of the internal logic of the 
system is used to develop 
hypothetical test cases.



Functional Testing 
Requirements
Å Requirements - System performs as specified.

Å Regression ƛ Verifies anything unchanged still 

performs correctly.

Å Error Handling ƛ Errors prevented or detected.

Å Manual Support ƛ Support process works.

Å Inter -system ƛ Data is correctly passed from system to 

system.

Å Control Controls reduce system risk to acceptable 

level.

Å Parallel - Old system and new system are run and the 

results compared



Structural Testing 
Techniques

Stress ƛ System can handle heavy load 
and still produce expected outcomes.

Recovery - System can recover after a 
failure.

Operations - System can be executed 
normally.

Compliance ƛ System complies with 
requirements.

Security ƛ System meets security 
requirements.



Structural Testing
ÅIn structural analysis, programs are analyzed without 

being executed. The techniques resemble those used 

in compiler construction.

ÅComplexity Measures

ÅData Flow Analysis

ÅSymbolic Execution



Structural Testing

Statement Testing: Statement testing requires that every statement in the 
program be executed.Testing

Branch Testing: Branch testing seeks to ensure that every branch has been 
executed.Testing

Conditional Testing: In conditional testing, each clause in every condition is 
forced to take on each of its possible values in combination with those of 
other clauses. 

Testing

Expression Testing: Expression testing requires that every expression 
assume a variety of values during a test in such a way that no expression 
can be replaced by a simpler expression and still pass the test.

Testing

Path Testing: In path testing, data is selected to ensure that all paths of the 
program have been executed.Testing



Erroneous Testing
Å Techniques that focus on assessing the presence or absence 

of errors in the programming process are called error -

oriented. There are three broad categories of such 

techniques: statistical assessment, error -based testing, and 

fault -based testing. These are stated in order of increasing 

specificity of what is wrong with the program without 

reference to the number of remaining faults.

ÅError -based testing attempts to show the absence of certain 

errors in the programming process. Fault -based testing 

attempts to show the absence of certain faults in the code. 

Since errors in the programming process are reflected as 

faults in the code, both techniques demonstrate the absence 

of faults.



Erroneous Testing

Fault Estimation: Fault seeding is a statistical method used to assess the number and characteristics 
of the faults remaining in a program. Harlan Mills originally proposed this technique and called it error 
seeding.

Input Testing: The goal of input testing is to discover input faults by ensuring that test data limits the 
range of undetected faults.

Perturbation Testing: Perturbation testing attempts to decide what constitutes a sufficient set of 
paths to test. Faults are modeled as a vector space, and characterization theorems describe when 
sufficient paths have been tested to discover both computation and input errors.

Fault -Based Testing: Fault -based testing aims at demonstrating that certain prescribed faults are not 
in the code. It functions well in the role of test data evaluation. Test data that does not succeed  in 
discovering the prescribed faults is not considered adequate.



Erroneous Testing

Local Extent, Finite Breadth: Input -output pairs of data are encoded as a comment in a 
procedure, as a partial specification of the function to be computed by that procedure. The 
procedure is then executed for each of the input values and checked for the output values.

Global Extent, Finite Breadth: In mutation testing, test data adequacy is judged by 
demonstrating that interjected faults are caught. A program with interjected faults is called a 
mutant and is produced by applying a mutation operator. Such an operator changes a single 
expression in the program to another expression, selected from a finite class of expressions.

Local Extent, Infinite Breadth: Rules for recognizing error -sensitive data are described for each 
primitive language construct. Satisfaction of a rule for a given construct during testing means 
that all alternate forms of that construct have been distinguished.



Erroneous Testing
ÅGlobal Extent, Infinite Breadth: We 

can define a fault -based method based 

on symbolic execution that permits 

elimination of infinitely many faults 

through evidence of global failures. 

Symbolic faults are inserted into the 

code, which is then executed on real or 

symbolic data..



Stress Testing

The types of internal limitations that can be evaluated with volume testing include:

ƥ Internal accumulation of information, such as tables.

ƥ Number of line items in an event, such as the number of items that can be included within an order.

ƥ Size of accumulation fields.

ƥ Data-related limitations, such as leap year, decade change, switching calendar years, etc.

ƥ Field size limitations, such as number of characters allocated for peopleƞs names.

ƥ Number of accounting entities, such as number of business locations, state/country in which business is 
performed, etc.



Defect Severity

Critical - The defect(s) would stop the software 
system from operating.

Major - The defect(s) would cause incorrect output 
to be produced.

Minor - The defect(s) would be a problem but would 
not cause improper output to be produced, such as 
a system documentation error.



Defect Classes
Åƥ Missing - A specification was not 

included in the software.

Åƥ Wrong - A specification was 

improperly implemented in the 

software.

Åƥ Extra - An element in the software 

was not requested by a specification



Defect 
Naming
Åƥ Name ƛ Requirement 

defect

Åƥ Severity ƛ Minor

Åƥ Type - Procedural

Åƥ Class ƛ Missing



Test Reports
ÅCurrent Status Test Reports

ÅDefect Status Report

ÅFunctional Testing Status Report

ÅExpected versus Actual Defects Uncovered Timeline

ÅDefects Uncovered versus Corrected Gap Timeline

ÅAverage Age of Uncorrected Defects by Type

ÅDefect Distribution Report

ÅRelative Defect Distribution Report

ÅTesting Action Report

ÅIndividual Project Component Test Results

ÅSummary Project Status Report



Risks with New 
Technology

ƥ Is new technology utilized on 

the project being tested?

ƥ If so, what are the concerns 

and risks associated with using 

that technology?

ƥ If significant risks exist how will 

the testing process address 

those risks?



Special 
Types of 
Tests

Vendor Validation Testing verifies if the functionalities of 
the third -party software meet the organizationƞs 
requirements

Conversion Testing is specifically designed to validate the 
effectiveness of the conversion process

Stress testing is one which deliberately stresses a system 
by pushing it to and beyond its specified limits. It is testing 
the system at and beyond its maximum planned output and 
determining the point where the system breaks. 

Load Testing is where additional load is simulated either 
manually or using tools to determine how the system will 
performance in real life situations.



Special Types of Tests

Performance Testing is comparing and measuring the performance of the application 
against a pre -determined or expected level that is pre -defined by the business users.

Recovery Testing evaluates the contingency features built into the application. Tests 
the backup, restoration and restart capabilities

Configuration Testing validates if the application can be configured to run in different 
operating systems and or different versions of internet browsers including Netscape, 
and modem speeds etc.

Benefit Realization Testing is conducted after the application is moved to production 
to determine if it delivers the original projected benefits. The analysis is usually 
conducted by the business users and results are delivered to executive management.



Accelerated Life Testing 
(ALT)

ÅAccelerated Life Testing (ALT) is a reliability testing 

technique in which a product is subjected to higher -than-

normal stress conditions Ɯsuch as increased temperature, 

voltage, pressure, or usage rates Ɯto force failures to occur 

more quickly than they would under normal operating 

conditions. By accelerating the aging or degradation 

process, engineers can observe failure modes, estimate 

product lifespan, and identify weaknesses in a much shorter 

time frame. The results are then extrapolated back to normal 

conditions using statistical models, allowing organizations to 

predict long -term reliability, improve design robustness, and 

reduce the risk of failures in real -world use without waiting 

for years of actual operation.



Failure Mode 
and Effects 
Analysis 
(FMEA)

Failure Mode and Effects Analysis (FMEA) 
is a systematic, proactive method used to 
identify and evaluate potential failures in a 
product, process, or system before they 
occur. It involves examining each 
component or step to determine possible 
failure modes, assessing the effects of 
those failures on overall performance, and 
prioritizing them based on factors such as 
severity, likelihood of occurrence, and 
detectability. By calculating a risk priority 
number (RPN) or similar metric, teams can 
focus on the most critical risks and 
implement corrective actions to reduce or 
eliminate them. FMEA is widely used in 
engineering, manufacturing, and quality 
assurance to improve reliability, enhance 
safety, and prevent costly defects or 
system breakdowns.



Scripts
ÅUnit Scripting ƛ Develop a script to test a specific unit or 

module.

ÅPseudo-concurrency Scripting ƛ Develop scripts to test when 

there are two or more

Å users accessing the same file at the same time.

Å Integration Scripting ƛ Determine that various modules can be 

properly linked.

ÅRegression Scripting ƛ Determine that the unchanged portions 

of systems remain unchanged when the system is changed.  

Stress and Performance Scripting ƛ Determine whether the 

system will perform

Å correctly when it is stressed to its capacity. This



Items for Scripts
Åƥ Test Item ƛ a unique item identified of the 

test condition.

Åƥ Entered by ƛ Who will enter the script.

Åƥ Sequence ƛ The sequence in which the 

actions are to be entered.

Åƥ Action ƛ The action or scripted item to be 

entered.

Åƥ Expected Result ƛ The result expected 

from entering the action.

Åƥ Operator Instructions ƛ What the operator 

is to do if the proper result is received, or if 

an improper result is returned.



Process for 
building test cases

Identify test resources.

Identify conditions to be tested.

Rank test conditions.

Select conditions for testing.

Determine correct results of processing.

Create test cases.

Document test conditions.

Conduct test.

Verify and correct.



Test Coverage
ÅBased upon the risk, and criticality 

associated with the application under 

test, the project team should establish 

a coverage goal during test planning. 

The coverage goal defines the amount 

of code that must be executed by the 

tests for the application.



Performing Tests

ƥ Test platforms

ƥ Test cycle strategy

ƥ Use of tools in testing

ƥ Test execution

ƥ Executing the Unit Test plan

ƥ Executing the Integration Test Plan

ƥ Executing the System Test Plan

ƥ When is Testing Complete?

ƥ Concerns



Good Metrics
ÅReliability

ÅValidity

ÅEase of Use and Simplicity

ÅTimeliness

ÅCalibration



Test Metric 
Categories
ÅMetrics unique to test

ÅComplexity measurements

ÅProject metrics

ÅSize measurements

ÅDefect metrics

ÅProduct measures

ÅSatisfaction metrics

ÅProductivity metrics



Acceptance Test 
Planning
Åƥ Acceptance Criteria

Åƥ Acceptance Test Plan

Åƥ Use Case Test Data



Example of 
Acceptance 
Criteria
Table from CBK



Objectives of SAST
Å SAST aims to detect application security vulnerabilities and their root causes when code is not 
running. Static Application Security Testing (SAST) is a type of security testing methodology that 
analyzes source code, bytecode, or binary code for vulnerabilities without executing the program. It 
is typically performed during the early phases of software development, particularly during coding or 
before deployment, to identify potential security issues that could be exploited by attackers.

Å White-box testing: SAST has full knowledge of the application's internal structure. It examines 
the source code, configuration files, and other design elements.

Å Early detection: It helps developers catch vulnerabilities early in the Software Development Life 
Cycle (SDLC), which is typically more cost-effective than fixing them after deployment.

Å Language-specific: SAST tools are usually tailored for specific programming languages or 
platforms (e.g., Java, C#, Python).

Å Automated analysis: Modern SAST tools automate scanning and provide detailed reports of 
potential vulnerabilities.


