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What is a Pipeline?

*A DevSecOps pipeline is a ClI/CD pipeline that incorporates security practices and tooling at every
stage of the software development lifecycle. It ensures security is integrated throughout the process,
rather than being treated as a separate phase. This approach aims to deliver secure, high-quality
software by automating security checks and embedding security as a core development practice.

*Continuous Integration (Cl):

*. Integrates security checks into the code integration process, ensuring vulnerabilities are identified
early.

*Continuous Delivery (CD):

*Automates the delivery of secure software to different environments, including testing and
production.
*Security Testing:

*Includes automated security scans and testing at various stages, such as Static Application Security
Testing (SAST), Dynamic Application Security Testing (DAST), and penetration testing.
*Security Tools:

*Utilizes security tools and processes to identify and address vulnerabilities, including code scanners,
threat intelligence tools, and policy enforcement mechanisms.
*Security Governance:

*Establishes security policies, procedures, and compliance requirements to ensure applications meet
security standards



What is a
Pipeline?

* Jenkins Pipeline (or simply "Pipeline" with
a capital "P") is a suite of plugins which
supports implementing and integrating
continuous delivery pipelines into Jenkins.

* A continuous delivery (CD) pipeline is an
automated expression of your process for
getting software from version control right
through to your users and customers. Every
change to your software (committed in
source control) goes through a complex
process on its way to being released. This
process involves building the software in a
reliable and repeatable manner, as well as
progressing the built software (called a
"build") through multiple stages of testing
and deployment.

e https://www.jenkins.io/doc/book/pipeline/
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What is a Pipeline

Cl/CD stands for continuous integration/continuous deployment/delivery. While

Cl automatically releases every change to production, CD ensures changes are
production-ready but may require a manual step for deployment. It is a software
development practice that involves frequently integrating code changes into a
central repository and then automatically building and deploying those changes to
a test or production environment. Cl is the practice of regularly merging code
changes into a shared repository, where automated tests are run to catch any
issues that may have been introduced. CD is the practice of automatically deploying
code changes that pass all tests to a production environment. A CI/CD pipeline
automates the process of testing, building, and deploying software changes.

* Sehgal, Vandana Verma. Implementing DevSecOps Practices: Understand application security testing and
secure coding by integrating SAST and DAST . Packt Publishing.



Pipelines

In the world of software, a CI/CD pipeline can include these steps: Fetching
the latest code: Grabbing the latest “photos” (code changes). Building:
Turning code into a runnable application. This could involve setting the page
layout. A developer writes and commits code to a version control system
(such as Git). Deployment: Making the new changes live and showing off that
scrapbook page. Testing: Checking if the new changes “fit” well and don’t
“spoil” anything, as well as making sure that the photo isn’t upside down! If
tests pass, the CD process starts. Depending on the setup, the code might
either be automatically deployed to a production environment (continuous
deployment) or might be moved to a staging environment, where it awaits its
final approval (continuous delivery).

* Sehgal, Vandana Verma. Implementing DevSecOps Practices: Understand application security
testing and secure coding by integrating SAST and DAST. Packt Publishing.



Pipelines

The Role of Secure Pipelines Secure pipelines form the backbone of
DevSecOps, enabling automated and consistent security checks at
every stage of software delivery. A secure pipeline includes:
Automated code scanning for vulnerabilities during commits.
Integration of compliance checks before deployment. Continuous

monitoring of applications in production for emerging threats. This
automation

* Learning, Maxwell. Advanced DevSecOps: A Guide to Advanced
DevSecOps Practices .



Pipelines

Another key benefit of automating security in
Cl/CD pipelines is the reduction of manual
intervention. Traditional security practices often
rely heavily on manual reviews, audits, and
checks, which are not only time-intensive but
also prone to human error. By automating
repetitive tasks such as code scanning,
dependency analysis, and compliance checks,
teams can ensure consistent and accurate
security enforcement across the pipeline.
Automation also frees up security professionals
to focus on more strategic and complex
challenges, such as threat modeling and incident
response, thereby optimizing resource
utilization.

* Learning, Maxwell. Advanced DevSecOps: A Guide to
Advanced DevSecOps Practices . Kindle Edition.




DevSecOps Platform

A DevSecOps Platform is defined as a multi-tenet environment that brings together a
significant portion of a software supply chain, operating under cATO or a provisional

ATO (Authority to Operation, conditional Authority to Operation). The components of a O
DevSecOps platform can be instantiated in many ways, and each will include a mixture

of options. Each reference design’s unique platform configurations must be clearly
defined across each of these three distinct layers: Infrastructure, Platform/Software
Factory, Applications.

e -DoD Enterprise DevSecOps Fundamentals



DevSecOps Platform

L

The Infrastructure Layer supplies the hosting environment for the
Platform/Software Factory layer, explicitly providing compute,
storage, network resources, and additional CSP managed services to
enable function, cybersecurity, and non-functional capabilities.
Typically, this is either an approved or DoD provisionally authorized

environment provided by a Cloud Service Provider (CSP), but is not
limited to a CSP.

* -DoD Enterprise DevSecOps Fundamentals



“| DevSecOps Platform

The Platform/Software Factory Layer includes the distinct development
environments of the software factory, its CI/CD pipelines, a clearly
implemented log aggregation and analysis strategy, and continuous
monitoring operations. In between each of the architectural constructs
within this layer is a Reference Design Interconnect. This layer should
support multi-tenancy, enforce separation of duties for privileged users,
and be considered part of the cyber survivability supply chain of the final
software artifacts produced.

e -DoD Enterprise DevSecOps Fundamentals




DevSecOps Platform

The Application Layer includes application frameworks, data stores such as
relational or NoSQL databases and object stores, and other middleware unique
to the application and outside the realm of the CI/CD pipeline.

e -DoD Enterprise DevSecOps Fundamentals




Continuous
Integration/Continuous
Deployment (Cl/CD)

Setting up a Continuous Integration/Continuous Deployment (CI/CD) pipeline
on AWS with laC and DevSecOps involves several steps and AWS services. Here
is a high-level overview of the process:

Source Code Repository (AWS CodeCommit): First, we need a repository
for our source code. AWS CodeCommit is a fully managed source control
service that allows teams to host secure and highly scalable Git
repositories.

Build (AWS CodeBuild): After the source code is in the repository, the next
step is to compile the code, run tests, and create deployable artifacts. AWS
CodeBuild is a fully managed build service that compiles our source code,
runs tests, and produces software packages ready to deploy.

Security analysis: As part of DevSecOps, we should integrate security
checks at every stage of our pipeline. For example, we could use tools like
AWS CodeStar, AWS CodeCommit, or third-party tools to scan our code for
vulnerabilities during the build stage.

Deploy (AWS CodeDeploy): AWS CodeDeploy automates code
deployments to any instance, including Amazon EC2 instances and servers
running on-premises. AWS CodeDeploy makes it easier for us to rapidly
release new features, helps avoid downtime during application
deployment, and handles the complexity of updating our applications.
Pipeline orchestration (AWS CodePipeline): AWS CodePipeline is a fully
managed continuous delivery service that helps us automate our release
pipelines for fast and reliable application and infrastructure updates.

Concepts and Practices of DevSecOps: Crack the DevSecOps interviews (English Edition) (. BPB Publications.



GitLab
Pipeline

Configuration:

* Pipelines are defined in a YAML file named .gitlab-ci.yml
located in the root of your project's Git repository. This file
outlines the entire Cl/CD workflow.

Components:

. Jobs: These are the individual tasks within a pipeline,
such as compiling code, running tests, building Docker
images, or deploying to a server. Each job includes a script
that specifies the commands to be executed.

» Stages: Stages define the order of execution for jobs. Jobs
within the same stage can run in parallel, while stages
typically run sequentially (e.g., build -> test -> deploy).

* Runners: These are the agents or servers that execute the
jobs defined in your pipeline. GitLab provides shared runners,
or you can configure your own specific runners.

* https://docs.gitlab.com/ci/pipelines/

% GitLab



GitLab
Pipeline

Pipelines are composed of:

 Global YAML keywords that control the
overall behavior of the project’s pipelines.

* Jobs that execute commands to
accomplish a task. For example, a job could
compile, test, or deploy code. Jobs run
independently from each other, and are
executed by runners.

e Stages, which define how to group jobs
together. Stages run in sequence, while the
jobs in a stage run in parallel. For example, an
early stage could have jobs that lint and
compile code, while later stages could have
jobs that test and deploy code. If all jobs in a
stage succeed, the pipeline moves on to the
next stage. If any job in a stage fails, the next
stage is not (usually) executed and the
pipeline ends early.



Security
Plugin
SonarlLint

sonarlint

* Sonarlintis an open-source IDE
extension that detects and remediates
security issues during code
development

* It provides instant feedback and
recommendations to mitigate the
security issues, which helps the
developer in producing robust software
products

* It highlights all the impacted locations ‘ ' Unused assignments should be removed
in the application code to help
developers in finding and fixing the
security issues with ease

Codesmell A Major javaS1854

¢ Sonarlint detects common mistakes,
tricky bugs, and known vulnerabilities

* It can be integrated with Eclipse,
IntelliJ, Visual Studio, and VS Code

* Some of the major languages it can
analyse are Java, JavaScript, TypeScript,
Php, C#, Python, Ruby, HTML, VB.net



Integrate
SonarlLint In
Eclipse IDE

* SonarQube for Eclipse
is a plugin that can be
installed in most
Eclipse-based IDEs
(including Spring Tool
Suite, PyDev, and
others). You can find the
SonarlLint for Eclipse IDE
extension directly on
the Eclipse Marketplace

.
Help

s Welcome . 2
(7 Help Contents

4 Search

Show Contextual Help

Show Active Keybindings... Maj+Ctri+L
&4 Tips and Tricks...

Cheat Sheets...

@ Eclipse User Storage b
=3 Perform Setup Tasks...

% Check for Updates

[§- Install New Software...

& About Eclipse Platform

¥ Donate


https://marketplace.eclipse.org/content/sonarlint

*Code Quality is an integral part of any software pipeline nowadays. It's
about preventing bugs from impacting end users, preventing security
vulnerabilities from making it to the open world, and also easing the
maintainability of your code. Static Code Analysis plays an essential role
here.
«Static code analysis typically happens as part of a Continuous Integration
(Cl) pipeline. All standard Cl engines (e.g. Jenkins, Travis Cl, Azure DevOps
etc.) allow for many different build/test/analysis tools to be part of the
pipeline. But that means the code must be committed into the repository
I n t e ra t e and submitted to the Cl server before it can be analysed.
g *At SonarSource, we've been writing code analyzers for more than a
decade. And along the journey of offering Cl-friendly tools (SonarQube
° and SonarCloud, enabling Continuous Code Quality across more than 25
S O n a r L I n t languages), we rapidly wondered: what if we could provide code quality
feedback to developers earlier in the process? We envisioned a spell-
checker type tool that would instantaneously report quality issues when

i n E C | i p S e you write code! That's how SonarLint was born.

Eclipse Marketplace

Eclipse Marketplace |
Select solutions to install. Press Install Now to proceed with installation.
Press the "more info" link to leam more about a solution.

Search| Recent| Popular| Favorites | Installed| | Giving loT an Edge

Find: | © sonarlint €@ All Markets ~ | All Categorie: Go

SonarlLint 5.4.0
SonarLi_nt is an IDE extension that helps you detect and fix quality issues as you write code in Java, JavaScript, PHP, Python and HTML.
sonarlint
" by SonarSource S.A, LGPL

2044 Installs: 721K (17 092 last month) Install

Marketplaces

—ESL)

.’?j- Cancel



Integrate
SonarlLint
In VS

Code IDE

SonarQube for IDE is a Free and Open Source IDE extension that
identifies and helps you fix Code Quality and Code Security
issues as you code. Analogous to a spell checker, SonarQube for
IDE squiggles flaws and provides real-time feedback and clear
remediation guidance so you can deliver clean code from the
get-go.

* SonarQube for IDE: Visual Studio is more than your average
linting tool.

* Scans code written in C#, VB.NET, C, C++, Javascript,
TypeScript.

* Open source JavaScript, TypeScript, C# & VB.NET code
analyzers.

C and C++ support for Application, Dynamic Library and
Static Library types of MSBuild (.vcxproj) projects

* Deep code analysis algorithms using pattern matching and
dataflow analysis

* Hundreds of language-specific static code analysis rules, and
growing

* In-context help and remediation guidance with detailed
examples

* Highlights issues in your code, tells you why they are
harmful, and how they should be fixed

* SonarQube for IDE provides Visual Studio developers a
comprehensive in-IDE solution for improving the quality and
security of the code they deliver.

* https://marketplace.visualstudio.com/items?itemName=Son
arSource.SonarlLintforVisualStudio2022
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https://marketplace.visualstudio.com/items?itemName=SonarSource.SonarLintforVisualStudio2022
https://marketplace.visualstudio.com/items?itemName=SonarSource.SonarLintforVisualStudio2022

JFrog

* JFrog IDE integrations allows the developer to detect security and compliance
issues in the source code. Using the plugins or extension, you can scan the project
dependencies and view security issues during SDLC

e Currently, JFrog can be integrated with four IDE environments, and it works in all
four environments with same functionalities:

Visual Studio Code: In this IDE, JFrog scans Python, Maven, npm, and Go project
dependencies

IntelliJ: In this IDE, JFrog scans Go, Gradle, Maven, npm and Pypi project

dependencies; in addition, it can support PyCharm, GoLand, WebStorm, and
Android Studio

Eclipse: In this IDE, JFrog scans Grade, npm, and Maven project dependencies

Visual Studio: In this IDE, JFrog scans the NuGet project dependencies



JFrog Eclipse IDE Plugin

* JFrog Eclipse IDE plugin will add JFrog Xray scans of Gradle,
npm, and Maven project dependencies in your Eclipse IDE
environment

* With the integration of JFrog Eclipse IDE plugin, the
developer can view the vulnerabilities information related to
the component and its dependencies directly in the IDE
environment

* This will help the developer deciding whether to utilize the
component before incorporating it into the software product

* Steps for Installation and Configuration of JFrog Eclipse IDE
Plugin

Install JFrog plugin

If JFrog is behind the HTTP proxy, then set up the proxy
settings

For connecting to JFrog Xray, set up the plugin
Next, perform scan and view the results

Then, filter the Xray scanned results

_ type filter text

General
Gradle
Help

Java
Maven
Run/Debug
Team

JFrog Xray

JFrog Xray ¢

URL:
Username:

Password:

Test Con

20



JFrog Visual Studio Extension

* Developer can integrate Visual Studio IDE with JFrog
tools using JFRog Visual Studio extension. This
extension will help the developer in gaining critical
insights regarding the security issues detected by
JFrog Xray in the NuGet packages

* Enter nuget command in the terminal

* In case, it is not recognized as command, go to
PATH environment variable and please
add nuget.exe

* Then, open VS

* Navigate to Tools and then go to Extension and
Updates; then search Jfrog and download it

e After successfully completing the installation,
restart Visual Studio




Snyk Security
Plugin for Visual
Studio Code IDE

* The Snyk Visual Studio
Code plugin scans and
provides analysis of
your code, including
open-source
dependencies and
infrastructure as code
configurations




M I C rOSOft * Microsoft Code Analysis Extension will

provide live analysis of the code while you

COd e are developing the code. Using it, you can
quickly remediate the identified security

An d IyS i S issues in the code

* The extension offers diagnostics for
security, performance, API design, etc

fO I VI Sud | * The diagnostics will appear in the error
Stu d |O I D E list, editor, and scroll bar



Cody Al Coding
Assistant for
Visual Studio
IDE

coby symf.ts X

COMMANDS vscode > src > local-context > symf.ts toSymfError

[J Chat Ask Cody a question

}
EE Document Add code documentati...

2. Edit Edit code with instructions

[} Integrate Cody AI With [}) Explain Explain code : K toSymfError(error: unknown): Error {

errorString = “${error}’

. . == Smell Identify code smells
Vlsual StUdlo IDE to @ Test Generate unit tests errorMessage: string

if (errorString.includes('ENOENT'

Streamline the CI/CD & Custom Custom commands ,,,Etz_’tzromcsmge = 'symf binary not found. Do you have "cody.experimg

f (errorString.includes('401'

pipeline by providing real_ FCHAS berrzr)rMessage = ‘symf: Unauthorized. Is Cody signed in? ${error}’
. . Chat alongside your code, attach - = e teumtlgng faileds —
tlme Code SuggeStlonS and fiss, 40id scditiofel contesdt. s I errorMessage = ‘symf index creation failed: ${error

try different chat models.
eturn EvalError(errorMessage

automated refactoring

* Cody Al Coding Assistant
for Visual Studio IDE NATURAL LANGUAGE SEARCH (EXPERI... :
enhances the C|/CD X pm:;TgNGZ)&1S:ZZRTwo Ln453,Col 6 Spaces:4 UTF-8 LF () TypeScript £ < 0
workflow with contextual
code recommendations,
error detection, and
continuous integration

support

New Chat




Use PyCharm Security Plugin
to Secure Python Application
Code in PyCharm IDE " .

Python
Security

Plugins Python SECI‘!I!V

nme®

Demisto Add-on for PyC

e PyCharm security plugin will identify
the vulnerabilities in python
application code and provide
recommendations on how to
remediate them
* To install PyCharm security pluginin
PyCharm IDE, go to preferences and
then navigate and click on Plugins;
then type Python security in the
search box onfigurablesertlve
* Select Python security, click on iE ' — o
install, and then click on OK button;
restart PyCharm IDE

Features




Setting up Code
Scanning in GitHub

e Code scanning allows the DevSecOps teams to
evaluate the source code within GitHub
repository to identify security issues and coding
errors

e Using code scanning, the team can find, triage,
and prioritize the remediation process for
security issues in their code; apart from this,
code scanning stops developers from adding
new issues to the code

* In GitHub repository, code scanning can be set
up either using CodeQL or third-party tools

* CodeQL: It is developed by GitHub and it
automates security checks

* Third-party Code Scanning Tool: These tools
provide Static Analysis Results Interchange
Format (SARIF) output for code scanning



Integrating
Bitbucket
Repository with
Eclipse IDE

* Bitbucket is a distributed version
control system that offers free
unlimited private repositories, and it
can be easily integrated with third-
party tools to enhance the code
quality

* It provides the teams single place for
projects’ planning and collaboration
on coding, testing, and deploying the
software application

* Bitbucket’s integration with Eclipse IDE
makes code sharing easier

* To integrate Bitbucket repository with
Eclipse IDE, create an account in
Bitbucket and link the Eclipse IDE with
Bitbucket remote repository; then
commit the application code from
Eclipse IDE to local repository, and
push the code to Bitbucket remote
repository

X
> ™
g
m

B s

[ Package Explorer X

v {54 Demo-WebGoat [Demo-WebGo Destination Git Repository

> g src/main/java
> (% src/main/resources

> ® JRE System Library [JavaSE-1.

» B, Maven Dependencies
> [= bin
> (= doc
» (7% newDesign
> gy src
(= target
[a pom.xml
[}, README.MD

Demo-WebGoat

D 2
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ostly cloudy

r Navigate Search Project Run Window Help
H vy Q- Q-H G SO - v v v | Q &
= = O [ Tesklist X ()
= Push to Another Repository m] X =5 Al
-l E| ®|
. g : & RS =R
Enter the location of the destination repository. 3
Find P AL P Activ.
Location
URL: https://labsdemos@bitbucket.org/labs-demos/webgoat.git Local Folder...
Host: bitbucket.org SE Outine X & § = 8
Repository path: /labs-demos/webgoat.git There is no active editor that
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Connection
Protocol: https
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Authentication
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=) 6 e e =
Password: | =
(] Store in Secure Store
8| & F &
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Integrating GitHub
Repository with
Visual Studio Code

) File Edit Selection \ ¢ e cation - O
@ EXPLORER - Velcome £ Settings O --
~ DEMO-SPRING-APPLICATION
L. . github enabld 5 Settings Found ==
* Gitis an open-source version :
control system that allows several . T e Backup and Sync Settings
developers to simultaneously make o < Extensions S
changes to web pages e J c s are shown for issues.
GitHub Pull Reques... (4

* GitHub is a web-based interface :
that utilizes Git and allows ' v c s are shown for users.
developers to work on one project
simultaneously, minimizes the risk
of conflicting or duplicative work,
and helping in reducing production
time

* Using Git from within VS Code can
improve the efficiency and
reliability of the workflow

* To integrate GitHub repository with
Visual Studio code, install git on
your system; then, create an
account on GitHub repository,
install VS code and ensure that Git
Enabled is checked under Settings



Scan GitHub
Repository
using CodeQL

* The CodeQL code scanning
feature of GitHub repository
allows the DevSecOps team
to detect security
vulnerabilities and coding
errors in application code

* The CodeQL analysis
workflow can be configured
to scan code on a schedule
or when certain events in a
repository occur

e Access CodeQL from the
Security tab in the GitHub
repository and set up the
CodeQL workflow

= o / WebGoat-DevOps Q Type /] tosearch

<> Code (@ Issues I Pullrequests 5 (® Actions [ Projects [0 wiki @ Security 1+ Insights

Choose a workflow

Build, test, and deploy your code. Make code reviews, branch management, and issue triaging work the way you want. Select a workflow to get started

Skip this and set up a workflow yourself =

Categories [ Q, kode scanning QJ

Deployment

Continuous integration

CodeQL Analysis
By GitH O

Foniy

Fortify on Demand Scan
Micro Fucus

SonarCloud
ly Sonar




Integrate and
Scan GitHub
Repository
using Codacy

teamleadlabs Demo-Spring-Application

. . Integrations
* Codacy is an automatic code

analysis/quality tool that assists " Pty ¥ ) S— _ : : S S ’
DevSecOps teams in delivering P o |
robust software quickly r—

* To establish the GitHub integration, mes o th Codacynay e drecly o ol . Y o ok el ol oqumes ot Codocy eprts 2 poskive
log in to Codacy, select your N aatilions
organization, and navigate to i R e
Settings; click the Integrations tab, O,
choose GitHub, and click on Add i e
integration Ocomoguomy O

* Go to Repositories and click on the
Manage repositories button to
add a new GitHub repository for
scanning

* Scanning the project stored in the
GitHub repository using Codacy
allows the DevSecOps team to
identify the vulnerabilities in the
code, duplicated code, code
coverage, etc



Integrate and

Scan GitHub

Repository

using Snyk =icc — .

Dashboard Reports Project Integrations

Stay continuously protected. Connect Snyk to the applications you use daily.

. All Integrations Q, Search
* Snyk checks and monitors the
. . ) . Source control
applications’ code for security SRR
fIaWS ontainer orchestrators A" ‘» e ‘.\‘
. ¢cC 6 O 0 0
* The DevSecOps teams can SRS M GiHub Enterprise R
. . . 1DE plugins itHub erver sitla s itbucket Cloud
integrate GitHub with Snyk to e - - = o
. . Package repositories
perform continuous security | '
. Serverless
scanning throughout all °
integrated repositories, detect e

vulnerabilities in the open-
source components, and
deliver automated solutions

Azure Repos

Monitoring

* Login to Snyk Account and
navigate to the Integrations
page and select GitHub, and
import the repositories in Snyk
to start the scan



Fortify Static Code
Analyzer Integration
with Jenkins

List of Fortify SSC issues

* Integrating Micro Focus Fortify Y
Static Code Analyzer in Jenkins '
allows the developer to

Total

Issues breakdown by Priority Order

VGoD N

Critical (1 to 50 out of 166)

* Analyze the source code for
security issues

* Send the results to Micro Focus
Fortify Software Security Center

* Display analysis results in a
summary

* Based on analysis results, set
build failure criteria



Bandit SAST

Tool

Integration -
with Jenkins

Configure
9 Q cit ?

@ General Repositories 7

P Source Code Management
Repository URL 2

* Banditis a SAST tool that scans for the ©  Build Triggers
common security issues in the source

code, such as security misconfigurations,
sensitive data exposure in python code, £ uild steps Credentials 2
etc @ Fost-build Actions - none -

* Install Bandit and create a Jenkins job. -
In the Source Code Management section,

Advanced
provide your repository URL, credentials,
and the branch you want to analyze s
Ao .:p:mtcr',
* Integrating Bandit with Jenkins helps Branches to build 7
the DevSecOps teams to detect common
security vulnerabilities in Python code ﬂ Apply

* As Bandit is installed on Jenkins server,
select Execute shell for the Build step and
configure the Bandit script

@ Build Environment @ Please enter Git repository.
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Did you know... X
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You can reduce the backlog of existing
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code repositories for
vulnerabilities



Kiuwan
Plugin for
Jenkins

* |Integrate Kiuwan with
Jenkins to run static
analysis as a post-
build activity or as a
pipeline step for
detecting security
vulnerabilities in the
source code

Dashboard

4+ New Item
82 People

&) Build History

@ Manage Jenkins
) My Views

Build Queue v

Build Executor Status Vv

Welcome to Jenkins!

Or start buiding a software project

Start building your software project

Create a job

Set up a distributed build

Set up an agent



Al-based
Secure Code
Review Tool:
Tabnine

e Tabnine is an artificial
intelligence tool designed to
assist developers in writing
and debugging code

* |t offers support for wide range
of programming languages and
integrates with popular
development environments VS
Code, Eclipse, Visual Studio
2022, and JetBrains IDEs

* It analyzes a developer's
coding patterns to generate
tailored code suggestions and
also offers various code
completion options

TABNINE Al: CHAT o B »s weatherStation.js

5. The WeatherForecast component in the

Isrc/ac Forecast.js file receives the weather data from
the Redux store and renders it to the screen,

6. The ForecastTiles component in the /src/ astTiles.js
file further processes the weather data and display n a more
user-friendly format.

. The Detailedinfo component in the /s ledInfo.js
file displays the hourly weather foreca:

is the main entry point of the
ast component, which in turn
renders the Fo and DetailedInfo components.

In summary, the app! ion fetches i her data from the
OpenWeatherMap API using the fetchbata action creator and then processes
and displays the data using a series ot keact components.




T I ° 3 f w3af - Web Application Attack and Audit Framework
00IS: W>oa b B 56 ] B o -

ERd —— S
Scan config Exploit
Profiles Target: |Insertthe target URL here K
RIS Active | Plugin
) OWASP_TOP10 » R
 w3afisusesa audithighrisk > 1) auth
bruteforce 3 bruteforce
common web Fast_scan b crowd
. . full_audit S evasion
application attack and Fullaudit_Spider Moy | oy
. sitemap > infrastructure
a U d |t fra m EWO I’k web_infrastructure mangle
° It Creates a Active Plugin Audit plugins use the knowledge created by crawl plugins to
- o output find vulnerabilities on the remote web application and web ser

framework that secures
web applications by
finding and mitigating 00 Ao =0
web application

vulnerabilities




DAST Tool:
Codename
SCNR

 Codename SCNR offers a
user-friendly web interface
for easy execution,
management, and
scheduling of security scans
and their results

* Itincludes features for
efficient web application
security assessments, such
as parallel scanning for
faster audits, recurring
scans to continuously track
vulnerabilities, and intuitive
filtering for focused analysis

testhtml5.vu

Excellent health

11 pages

11 scanned pages

8B issues , wihar

8 issues,

0 reviewed issues



OWASP ZAP
DAST Plugin
Integration

with Jenkins

Integrating OWASP ZAP
with Jenkins allows the
DevSecOps teams to
automatically detect
security loopholes in
web applications while
building and testing
them

9 L] @ G, [
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Scan Web —
Applications Using

. stages {
StackHawk in the stage ("
- - N steps {
Jenkins Pipeline  checkout sen
}
* Create a new Jenkins Pipeline job sh
from the Jenkins console }
. L . }
* Configure thg Plpe'llne por.tlon of stage (" "y g
t.he Job Conf|-gurzi\t|qn settings to environment {
link to a Jenkinsfile in the source HAWK_APT_KEY = credentials(’
code repository )
* Construct a Jenkinsfile in the root steps {

sh """

of the source code repository

* The StackHawk API key is extracted
from the credentials database and
saved as an environment variable
during the Run HawkScan Test
stage

* Launch the Jenkins job. Once the
build is finished, a summary of
results on the job console can be
viewed

* Access the StackHawk account to
see the scan details



Integrate
InsightAppSec

DAST Tool with
Jenkins

* Integrating InsightAppSec plugin with Jenkins
helps the DevSecOps teams in automatically
executing a scan against a web app

e Based on the scan results, Jenkins will make a
decision regarding the status of the build

e  The decision is based on various rules, such as
exceeding a maximum number of
vulnerabilities that are identified or reaching
the vulnerability severity threshold

*  You generate a new API Key in the Insight
platform. The plugin can be installed from the
plugin manager in Jenkins, or it can be
installed manually by creating an .hpi file and
uploading it

¢ To configure the plugin, select Add Build Step
from the drop-down menu and choose Scan
with InsightAppSec

e Provide the Insight APl key and other
necessary configuration information in the
plugin configuration window

Scan using InsigntAppSec

Data Storage Region

Insight AP1 Key

1G10r6G UNaBE Vulner ATty Query NAS fELIMED N0 VANErADEHAE’ NAS DaeN Seiecied

Max 3280 pending durson o
1grorea i Scin has been submitod has been sekcied

Max scan execution duration o
Ignored # Scan has been submtted or “Scan hax

Enstie scan results o

1gnored it Scan Nas been subMITed” o Scan has

Akt bt whep >

Post-build Actions

Add poat-butia acton =

= -



Integrate
InsightAppSec
DAST Tool with
JIRA

Scan Status

*  The integration of InsightAppSec with JIRA
reduces operational complexity between
security and development teams to accelerate
remediation of issues

*  You generate an API token using an Atlassian
account

v Change Status Change Severity 7 Exportto JIRA

* To set up a JIRA ticketing connection, go to
the Administration tab and select Add a new
JIRA server

All Vulnerabilities (16 of 16) (16 selected)

¢ Provide the URL, username, and APl Token in
the New JIRA Server Connection form, and
then click Save

*  Click the New Configuration button on the
Project Configurations for InsightAppSec
screen, and select the projects from the
Configuration window. Add configuration
information

*  Click Export to JIRA after selecting the
vulnerabilities from the Scan Details screen



Web Application Security
Scanning using GitHub
Actions and OWASP ZAP

Using GitHub Actions, it is convenient and
simple to automate security testing and
conduct ZAP scans without the use of any
other infrastructure

Choose new workflow from the repository
on GitHub

Enter ZAP in the Marketplace search box
and choose OWASP ZAP Full Scan or
OWASP ZAP Baseline Scan

Hit the Copy button to obtain the YAML
code snippet and paste it into the editor

Once the YAML code is pasted, GitHub
Actions is set up and ready

Click Commit changes.. to enable the
GitHub Action

<> Code

@® Issues 19 Pullrequests () Actions [ Projects [0 Wiki () Security [+ Insights 83 Settings

Get started with GitHub Actions

Build, test, and deploy your code. Make code reviews, branch management, and issue triaging work the way you want. Select a workflow to get started

set up a workflow yourself -
Q. Search workflows

Suggested for this repository
simple workflow

structure.

Configure



OWASP Code Analysis Tools

https://owasp.org/www-community/Source Code Analysis Tools

* ABOM Scanner - Free ABOM is an online SCA ( software composition analysis ) tool that scans
your application for open-source vulnerabilities using only a manifest file.

* Automated Security Helper - FREE ASH is a one stop shop for security scanners, and does not
require any installation. It will identify the different frameworks, and download the relevant, up to
date tools. ASH is running on isolated Docker containers, keeping the user environment clean, with
a single aggregated report. The following frameworks are supported: Git, Python, Javascript,
Cloudformation, Terraform and Jupyter.

* Fluid Attack's Scanner - free SAST, DAST and SCA vulnerability detection tool

* Google CodeSearchDiggity - Free Uses Google Code Search to identify vulnerabilities in open
source code projects hosted by Google Code, MS CodePlex, SourceForge, Github, and more. The
tool comes with over 130 default searches that identify SQL injection, cross-site scripting (XSS),
insecure remote and local file includes, hard-coded passwords, and much more.


https://owasp.org/www-community/Source_Code_Analysis_Tools
https://owasp.org/www-community/Source_Code_Analysis_Tools
https://owasp.org/www-community/Source_Code_Analysis_Tools

Pipeline
Monitoring

Monitoring Monitor.ing a.nd r_nanagin_g th.e DevSecOps pipeline in

e production Pipeline monitoring: Keep an eye on the CI/CD
. pipeline itself to ensure that all security checks are being

MENEINERS executed, and no step is bypassed

Runtime monitoring: Continuously monitor the application in

Monitoring production for abnormal behavior or unauthorized access

Feedback loops: Ensure a mechanism is in place for developers
and operations teams to receive immediate feedback on the
build and security status

Sehgal, Vandana Verma. Implementing DevSecOps Practices:
Understand application security testing and secure coding by
integrating SAST and DAST . Packt Publishing.



GitHub CodeQL

CodeQL is a semantic code analysis
engine developed by GitHub that
focuses on finding security
vulnerabilities and other issues
within a codebase. It operates by
treating code as data, creating a
qgueryable database from the source
code of a project. This database
contains a detailed, hierarchical
representation of the code, including
its abstract syntax tree, data flow
graph, and control flow graph.

Dr. Chuck Easttom, M.Ed, MSDS, MBA, MSSE, Ph.D.?,



Shift Left in
the
Pipeline

Play 10: Shift Operational Test and
Evaluation (OT&E) Left into the
Pipeline

* The Defense Innovation Board
succinctly summed the goal of this play
like this: “Speed and cycle time are the

* most important metrics for
managing software. DoD must be able
to deploy software faster without
sacrificing

* jts abilities to test and validate
software.”

* DoD DevSecOps Fundamentals
Playbook March 2021
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DevSecOps Metrics

DevSecOps provides demonstrable quality and security improvements over the traditional
software lifecycle. Proficiency can measured against both tempo and stability metrics, both

of which are thoroughly defined through the DevOps Research and Assessment (DORA) Y
Quick Check. As an introduction to DORA, the following key measurements are strong
indicators of a team’s proficiency at DevSecOps:

* Deployment Frequency — cycle Time, planning to production.
e Lead Time — the measurement between commit time to production deployment.

 Mean Time to Resolution (MTTR) — how long to get your code back up and running, if
there is an incident.

e Change Failure Rate (CFR) — % changes going into production that require rework.

e DoD Enterprise DevSecOps Fundamentals
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