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Basics

A Management Involvement

A Corporate Culture

A Objectives

A Integrity

Al WO2YYAUGYSyYyid (2 O2YLISGSYOS(C

AN A Good testing does not just happen, it must be planned, and
a testing policy should be the cornerstone of that plan.

A The structure that is put in place to develop and update
policies, standards, and procedures must involve both staff
and management.




Negative
Impact
Issues
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Pressure to meet performance targets (realistic o
unrealistic)

Nonexistent or ineffective controls

Over decentralization

Weak or ineffective audit policies

Ineffective deterrents




MIL-STD810 & MIL-STD2105D
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A MIL-STB810 is a U.S. military standard that establishes a
series of laboratory and field test methods to evaluate how
equipment performs under various environmental
conditions. It is widely used not only by the Department of
Defense but also in commercial industries (such as

M I L STDS 10 aerospace, automotive, and electronics) to ensure

. ruggedness and durabilifiyhe original standard was issued

In 1962, and it has been updated several times (current

version is MHSTBE8B10H, released in 2019).




MIL-STB810 includes procedures for a wide range of environmental stresses, such as:

Temperature extremehigh, low, rapid changes)

Humidity

Shock and vibration

Sand and dust exposure

MIL-STD

Salt fog / corrosion resistance

810

Rain and water immersion

Altitude and pressure changes

Solar radiation (UV exposure)

Fungus resistance

Each test method specifies how to replicate these environments in controlled conditions




MIL-STD

810

Test Category

What It Simulates

High Temperature

Operation and storage in hot climates (deserts, enclosed vehicles in sun).

Low Temperature

Operation and storage in cold climates (arctic, Haigjtude).

Temperature Shock

Sudden temperature transitions (e.g., moving from hot outdoor air to a cold aircraft).

Humidity Exposure to warm, moist environments that may cause condensation or mold.
Rain / Drip Heavy rainfall, dripping water, blowing rain conditions.

Immersion Submersion in water (sherrm or accidental).

Sand & Dust Wind-blown particles in deserts or dusty environments.

Salt Fog (Corrosion)

Saltladen air that causes corrosion (common in coastal/marine environments).

Solar Radiation (UV)

Longterm sun exposure leading to heat buildup or UV degradation.

Altitude / Pressure

Highaltitude, lowpressure environments (aircraft operations, mountain regions).

Explosive Atmosphere Operation in fuelzaporrich environments (testing ignition safety).
Shock Impacts, drops, and sudden physical stresses.
Vibration Continuous vibration from vehicles, aircraft, or machinery.

Gunfire Vibration

Shock and vibration specific to weapoounted equipment.

Fungus

Warm, damp conditions promoting fungal growth.

Icing / Freezing Rain

Exposure to freezing precipitation that forms ice on surfaces.

Acoustic Noise

Exposure to high noise/vibration from jet engines, machinery, or artillery.

Toxic Fluids

Exposure to fuels, oils, hydraulic fluids, cleaning agents, etc.

Ballistic Shock

Highintensity shock loads (e.g., from nearby explosions).




MIL-STD

2105D Hazard
Assessment
Tests for Non-
Nuclear
Munitions

Test

Fast Cooloff Test
Slow Cooloff Test
Bullet Impact Test

Fragment Impact Test

Sympathetic Detonation

Shaped Charge Jet Impact

Shock Tests

Purpose

Evaluates response when exposed to
sudden, intense firge.g., fuel fire).

Measures how munitions react ¢gwadual
heatingover time.
Determines reaction temall arms fire

Assesses responsehighvelocity
fragments(e.g., nearby explosion).

Evaluates whether one munition
detonates when a nearby one explodes

Tests vulnerability tarmor-piercing
shaped charges

Simulates impact or drops during
handling/transport.



MIL-STD2105D
Hazard
Assessment
Tests for Non-
Nuclear

Munitions

A Munitions tested under MISTBE2105D are classified based
on reaction severity:

A Type k Detonation Violent, catastrophic explosion.

A Type I Deflagration Rapid burning/explosion, less violent
than detonation.

A Type lIE ExplosionLocalized but significant blast.

A Type I\t Burning Sustained combustion without
detonation.

A Type \ No ReactionNo hazardous response observe



MIL-STD2105D Hazard Assessment

Tests for Non-Nuclear Munitions

Aspect

MIL-ST[3810

MIL-ST32105D

Full Title

Environmental Engineering Considerations and Laboratory Teg

Hazard Assessment Tests for NMuclear Munitions

Primary Purpose

Evaluate environmental durability of equipment and materials.

Assess safety hazards of munitions under accidental conditior]

General equipment: vehicles, electronics, aerospace, consume

Ordnance only: bombs, rockets, missiles, warheads, propellan

Scope :
gear. explosives.
Focus How items perform in reaborld environments (heat, vibration, |How munitions react to unintended stimuli (fire, impact, shock
dust, etc.). etc.).
- High/low temperatureHumidity: Shock & vibratiorSand/dust | . T COOk.)ﬁ' ot C.OOIOﬁ' B |mpa(_:{ F_ragment mp_aet
Key Tests - : " : Sympathetic detonaticrShaped charge jet impa@&hock/impact
Salt fog Rain/immersionSolar radiationFungusAltitude tosts
Outcome Demonstrates ruggedness and survivability for operational use gufml' ea:Ce; W SE eay s B Bire e sl O
S Military & commercial (aerospace, automotive, electronics, rug| Defense industry (DoD, NATO, contractors for explosives and
Applicability :
devices). ordnance systems).
First Issued 1962 (current: MHSTB810H, 2019). 1980s (current: MHSTB2105D).
Alignment Tailored testing select methods based on mission environment.St"’m.OI _ardlzed e qssessmetﬂasts EauIEe or M
Munitions (IM) compliance.
End Goal Ensure equipment functions reliably under expected environm¢ Ensure munitions are safe to store, transport, and handle, redt

conditions.

accidental hazards.
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DESIGN &
DEVELOPMENT FIELD USE &
MIL-STD-810 OPERATION

ENVIRONMENTAL
TESTING
* High/Low Temperature
* Shock and Vibration Q
2 * Sand and Dust
ST D 1 O 5 D TESTING & * Rainand mmermsn SAFETY

EVALUATION ASSURANCE

| S——Y MIL-STD-2105D
MUNITIONS TESTING
¢ Fast Cook-off
¢ Slow Cook-off

¢ Bullet Impact
L- Fragment Impact

MIL-STD
810 & MIL-
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Some
Military
Testing

Standards

A MIL-STB810¢ Environmental Engineering Considerations and Laboratory
Tests

A MIL-STB202 ¢ Electronic and Electrical Component Parts (environmental
test methods)

A MIL-STB883 ¢ Microcircuits environmental test methods and procedures
A MIL-STDB167 ¢ Mechanical Vibrations of Shipboard Equipment

A MIL-STDB740c¢ Airborne Sound Measurement

A MIL-STB2105D¢ Hazard Assessment Tests for N\rclear Munitions

A MIL-STB1576¢ Electroexplosiveubsystem Safety Requirements

A MIL-ST3464 ¢ Electromagnetic Environmental Effects (E3) Requirements
A MIL-STB1316¢ Safety Criteria foFuzes

A MIL-STB1901Ac Safety Assessment for Ndluclear Munitions

A Focused on materials strength, shock, and survivability.

A MIL-STB810 (shock/vibration portions)

A MIL-S901D¢ Shock Tests, Higmpact Shipboard Machinery, Equipment
A MIL-STB167-1A ¢ Mechanical Vibrations of Shipboard Equipment

A MIL-STDB740-1/2 ¢ Airborne and StructurBorne Noise Measurements



Some
Military

Testing
Standards

MIL-ST461¢ Electromagnetic Interference (EMI) Control

MIL-ST464 ¢ Electromagnetic Environmental Effects (E3)

MIL-STDB704 ¢ Aircraft Electric Power Characteristics

MIL-STDB1399¢ Shipboard Power Interface Standards

MIL-STDB1472¢ Human Engineering (ergonomics, displays, controls)

MIL-STB882¢ System Safety Program Requirements

MIL-S901D¢ Shock Tests for Shipboard Equipment (Heavy)

MIL-STDB167-1A ¢ Shipboard Vibration

MIL-STBE2036¢ General Requirements for Electronic Equipment (shipboard)

MIL-STD1553¢ Digital Time Division Command/Response Multiplex Data Bus

MIL-STD1760¢ Aircraft Stores Electrical Interconnection System

MIL-STDB1530¢ Aircraft Structural Integrity Program



Standards

for SE

Potential Standards Influence of
Organization/Project Processes

System Life Cycle Processes
(ISO/IEC/IEEE 15288)

Software Life Cycle Processes
(ISO/IEC/IEEE 12207)

Architecture Process
(ISO/IEC/IEEE 42020 )

Requirements Engrg
(ISO/IEC/IEEE 29148)

Measurement
(ISO/IEC/IEEE 15939)

Risk Management
(ISO/IEC/IEEE 16085)

Process Assessment
(ISO/IEC 33000 series)

Reviews & Audits
(ISO/IEC 24748-8; IEEE 15288.2)

Quality Management
(ISO 9000 Series)

Integrated Project Processes
(SAE 1001)

Consensus Process
Standards & Models

https://sebokwiki.org/wiki/Application_of Systemn:s
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Industry Stds

Gov’t Stds

Domain Specific
Standards

Process
Requirements

Industry Stds

Gov’t Stds

Project Specific
Standards

i Consensus
| Guidance
: Vocabulary
. (e.g., ISO/IEC/IEEE
| 24765)
|
| SE Guides
I (e.g., INCOSE SEH,
: ISO/IEC/IEEE 24748)
oy e ; : Artifact Guidance
Organization (e.g., ISO/IEC/IEEE
_Policies ! 15289 or 42010)
e S 1
1 I
1 I
>—"—> Organization :
| Standard :
: Processes "
1 1
1 I
) |
1 l !
! :
! |
1
§ -
1 . !
1 Project :
: Defined |
1 Processes :
: |
. |
1 1

Business Units "



I SO— I EC I E E E A The goal of each layer is as follows:
o A Organizational test process
2 9 9 1 9_ 2 A Defining a process for the creation and maintenance of organizational test specifications, such as
organizational test policies, practices, processes, procedures and other assets.

SOftWare and A Test management processes

A Defining processes that cover the management of testing for a whole project or any test level

SySte m S A (e.g.system testing) or test type.g.performance testing) within a projec.{.project test
A management, system test management, performance test management).

e n g I n e e rl n g ﬁ A The test management processes are:
SOftware testl N g . 2 test strategy and planning process ;

test monitoring and control process ;
T@St P rocesses A test completion process
A Dynamic test processes

A Defining generic processes for performing dynamic testing. Dynamic testing may be performed at a
particular test leveld.g.unit, integration, system, and acceptance) or for a particular test &ge (
performance testing, security testing, and functional testing) within a project.

A The dynamic test processes are:

A test design and implementation process ii) test environment and data management
process

A test execution process and
A testincident reporting process.




Organizational
test process

ISO-IEC-IEEE
20919-2 4 Test management proceses )

Software and Test Test. Test
strategy and monitoring combpletio
SySte ms planning and control r-:F::E;s n
. . ~ process process P
engineering & y
Software testing -
Test Processes 4 Dynamic test processes
Test Test
Test design and environment Test incident
implementation and data execution thct r_f,n
process management process rErp:ce];;g
process P

Figure 2 — The multi-layer model showing all test processes



ISO-IEC-IEEE 299192

Software and systems engineering N Software testing - Test Processes

Organizational test process
(applied to test policy)

Organizational ] Feedback on
test policy 1 organizational

i test policy

| 4

Feedback on
organizational
test policy

Organizational Organizational test process
est policy . .
(applied to test practices)

Drganizatiunai * Feedback on

test practices I organizational
test practices

A 4

1
Test management processes J

(applied to project test management)

Ficure 3 — Example organizational test process implementation



ISO-IEC-IEEE
29919-2
Software and

systems
engineering A
Software testing -
Test Processes

!

Develop
organizational
test
specification
(OT1)

Organizational
test
specification

Monitor and
control use of
organizational
|SO-1EC-IEEE 29919

specitication

(OT2)

Controlled

organizational
test
specification

-
=

Software ...

T

Update
organizational
test
specification
(OT3)

Updated

organizational test

specification

Figure 4 — Organizational test process




Organizational
test process

A Feedback on
Test policy and test policy and
erganizational test practices

organizational test practices

Test management processes
‘ Test plan updates

Test
ISO-IEC-IEEE Test strategy Test L] completion
29919-2 O— and M monitoring and L’ump com-l:lsettiun re—pm’@
Elannins control
Software and
svstems Test plan, tTes: P:af’ ¢ Test plan,
Sy contre S
englneerlng ﬁ directives R mmzures port, directives measures
S_?_ftwaFr)e [=SINTRE Test management Dynamic test
est Processes processes processes

Test plan,
contral r.l::;sures
directives

Dynamic test
processes

Figure 5 — Example test management process relationships




A An integrity level (antegrity level claimis a declared

a0 GSYSYyd Fo2dzi | aeaasyQa oS
reliability, safety, security), specifying its acceptable limits and
the allowable level of uncertainty.
System Y
| nteg I"Ity A Safety: In functional safety (e.g., IEC 61508), systems use
Safety Integrity Levels (SILs) ranging frorh ®ISI14, where
Levels SIL4 indicates the highest reliability (lowest probability of

dangerous failure)

A Automotive: 1SQ6262 uses Automotive Safety Integrity
Levels (ASllasfrom ASIIA (lowest) to ASID (highest) to
guantify required risk reduction for hazards




Software
Integrity

L evels

Criticality Description Level
High Selected function affects critical performance of the system. 4
Major Selected function affects important system performance. 3
Moderate Selected function affects system perfcilmance. but workaround strategies can be imple- 5

mented to compensate for loss of performance.
Low Selected function has noticeable effect on system performance but only creates incon- 1

venience to the user if the function does not perform in accordance with requirements.




Levels/Types of
Testing

Testing for software/systems

Averification Testing
Atesting of development interim deliverables

AJnit Testing
Antegration Testing

ASystem Testing
Asimulate operation of the entire system

AJser Acceptance Testing



Software
Product
Defects

A Software Design Defects

A Designing software with
incomplete or erroneous
decisiomamaking criteria

A Failing to program as designed
A Failure to validate data

'. y' . ““ A Data Defects
= L oo b A Incomplete data used by
< - automated decisiomaking
Vo ss.  ~JAARRRRN"
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Reasons for Software
Defects

A IT improperly interprets requirements

A Users specify the wrong requirements

A Requirements are incorrectly recorded

A Design specifications are incorrect

A Errors in program coding

A Data entry errors

A Testing errors

A Tests falsely detect an error

A The corrected condition causes another defect




Test Planning

Identify the system
development phases.

Select and rank test
objectives.

Identify the operational
risks associated with the
system under
development.

Place risks in the matrix.




Testing Constraints
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Source of most problems
In testing

Poor objectives

-

Wrong Techniques

Incomplete Testing

27



Examples

Requirements ReviewsdDone by developers and users
Design Reviewdevelopers
Code WalkthroughsDevelopers

Code InspectionsDevelopers

Unit Testing; Developers
Integrated Testing Developers with assist from independent test team
System Testing Independent Test Team

User Acceptance Testiggsers with assist from independent test team




Functional vs Structural

Functional testing is sometimes called biaok
testing because no knowledge of the internal lo
of the system is used to develop test cases.

Structural testing is sometimes called wotex

testing because knowledge of the internal logic
the system is used to develop hypothetical test
cases.




.

V.

Functional Testing
Reqguirements

A Requirements System performs as specified.

A Regressiog Verifies anything unchanged still performs
correctly.

A Error Handling Errors prevented or detected.
A Manual Support Support process works.

A Inter-systemc Data is correctly passed from system to system.
A Control Controls reduce system risk to acceptable level.

A Parallel Old system and new system are run and the results
compared



Structural Testing

® 4

Stress Recovery Operations Compliance

5.

Security

SRS
il




General Testing Guidelines

v & Iad

Verify Data Entry Validate Logical Validate Output Test normal Test outlier/extreme
Operations conditions conditions

1S S Q8
il



Regression testing

A Regression testinon the other hand is the act of
repeating other tests in 'parallel’ areas to ensure
that the applied fix or a change of code has not
Introduced other errors or unexpected behavior.



Classes of Test Tools

e
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A Defect Management Tools

A Performance/Load Testing Tools
A Manual Tools

A Traceability Tools

A Code Coverage

A Test Case Management Tools




Basics

A Test Planning assesses the systems risks, and then develops a
plan to determine if the software minimizes those risks.

A Budgeting; the resources to accomplish the test objectives.

A Scheduling, dividing the test project into accountable pieces
and establishing start and completion dates.

A Staffingc obtain the testers to achieve the plan.

A Customization of the test processletermining whether or
not the standard test process is adequate for a specific test
project, and if not, customizing the test process for the
project.



SMART Goals

@ Specific
¢ Measureable

Agreed Upon

!

Realistic

7D
&

Time Frame




Cost Estimation
'« Models

A Cost Models: Direct estimates of effort. Theg gpically have a
primary cost factor such as lines of code (LOC) and a number of
secondary adjustment factors.

A Constraint Models: These models demonstrate the relationship
over time between two or more parameters of effort, duration, or
resource.

A Function Points Model: Function points (FP) measure the size in
terms of the amount of functionality in a system. Function points
are computed first by calculating an unadjusted function point
count (UFC) for different categories.

A COCOMOII Model: an enhancement over the original COCOMO
(Constructive Cost Model). The original COCOMO model is based
on inputs relating to the size of the system and a number of cost
drivers that affect productivity. COCOMOII is useful for a wider
collection of technigues andtechnologies.




Test Team Approaches

=s= 1. Developers become the Test Team Approach
& 2.Independent IT Test Team Approach
3. NonlIT Test Team Approach

it 4. Combination Test Team Approach




Test Planning Vocabulary

Test Case: Test cases are how the testers validate that a system function meets the
specifications (i.e., expected results).

Test Data: Test data is information used to build a test case.

Test Scripts: Test scripts are an online entry of test cases.

Risk: Risk is the potential loss to an organization.

wAal '!'ylrfteaAray wAaal lylteaaa Aa |y |ylteaaa
controls, and its remaining organization and computer system vulnerabilities. It combines the
loss potential for each resource or combination.



Test Planning Vocabulary

Threat: A threat is something capable of exploiting
vulnerability.

Vulnerability: Vulnerabillity is a design, implementati
or operations flaw that may be exploited by a threat.

Control: Control is anything that tends to cause the
reduction of risk.






Types of
Test
Ccases

Functional

Structural

Erroneous

Stress

Scripts

Use Cases



Test Case Objective

ATest Condition
AOperator Action
Alnput Specifications
AOutput Specifications
APass or Fail
AComments

L
1208\\11117,, 60
135 W4 7, 45

1508
1655
180=
15 2 \

307,
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Process for bul
cases

Aldentify test resources.
Aldentify conditions to be tested.

ARank test conditions.
ASelect conditions for testing.
ADetermine correct results of processing:
ACreate test cases.
ADocument test conditions.
AConduct test.

AVerify and correct.




Test Coverage

Based upon the risk, and criticality
associated with the application under test,
the project team should establish a
coverage goal during test planning. The
coverage goal defines the amount of code
that must be executed by the tests for the
application.




Risks
Assoclated
with Software
Development

Aw L YLINR LISNJ dza S A mapility to react quickly

technology Aw LyloAtAdGe (2 adzai
ocessin

A P AL .'. r

@ WSLJ&:’“)E“AEY 2%98/@\'%§"Pﬁm-mzy 2F

Aw /1aO0OFRAY3I 2FTASNNRANIS2dza 2NI FIf &

Aw LEt23A0FE LINE OSBfAySg 08 | dziK2NR]
Aw I yO2VGNREESR A8a0¢

Aw LylFoAtAae a2, (0NFYaaLddh§ 5828, 5NN

neec!s into technical practices for the application

requirements Aw t NEOSRdNI t SNNENEH
Aw LyFroAftAGe G2P80FINRE

techn0|ogy Aw tNRPINFIY SNNZNA

< Aaxs oa AW hLISNI (khyAd agaitsSy -
Aw LyO%IEIJ\IJ?OulsyxﬁJe/ zév?rdzylf?)\lé%lﬂxzya a8 :
Aw [/ 2yO0OSYGN A2y 2F RIOF

A w



Not Enough Training/Lack of Test Competency.

Us versus Them Mentality

Lack of Test Tools

- Lack of Management Understanding and Support of Testing
NELE

oA -
SSOCIa e Not Enough Schedule or Budget for Testing

Wlth SySte mS Over Reliance on Independent Testers
TeStl n g Rapid Change

Testers are in a Log®mse Situation

P OAy3 (2 {le ab2é

Test Environment

New technology

New developmental processes




Risk Analysis Process



https://pixabay.com/users/geralt-9301/?utm_source=link-attribution&utm_medium=referral&utm_campaign=image&utm_content=3145376
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Black -box

testing

An approach to testing where the
LINE ANFY Aa OZ2yaA
02EQ

The program test cases are based
on the system specification

Test planning can begin early In
the software process



Boundary
value testing

Partition system inputs and outputs
INto . o A,
WSl dzA Gl t Sy OS asSi
wlf input is a &igit integer between 10,000 and

99,999, equivalence partitions are < 10,000,
10,000- 99, 999 and > 10, 000

Choose test cases at the boundary ¢

w00000, 09999, 10000, 99999, 10001



AFunctional analysis seeks to verify, without
execution, that the code faithfully
Implements the specification.

Alnput Testing, Syntax Checking, Equivalence
Partitioning

A SpecialValue Testing: Selecting test data on the
basis of features of the function to be computed
IS called

/
7




A In structural analysis, programs are analyzed without being
executed. The techniques resemble those used in compiler

Stru Ctu ral construction.
TeSti N g A Complexity Measures

A Data Flow Analysis
A Symbolic Execution




Structural Testing

A Statement Testing: Statement testing requires that every statement in the program be
executed.

A Branch Testing: Branch testing seeks to ensure that every branch has been executed.

A Conditional Testing: In conditional testing, each clause in every condition is forced to take
on each of its possible values in combination with those of other clauses.

A Expression Testing: Expression testing requires that every expression assume a variety of
values during a test in such a way that no expression can be replaced by a simpler
expression and still pass the test.

A Path Testing: In path testing, data is selected to ensure that all paths of the program have
been executed.



Scripts

Unit Scripting; Develop a script to test a specific unit or module.

Pseudeconcurrency ScriptingDevelop scripts to test when there are
two or more

users accessing the same file at the same time.

Integration Scripting Determine that various modules can be properly
linked.

Regression ScriptiqgOetermine that the unchanged portions of systems
remain unchanged when the system is chan§#ekss and Performance
Scriptingg Determine whether the system will perform

correctly when it is stressed to its capacity. This



ltems for Scripts

Test Itemg a unique item identified of the test
condition.

w 9y U K MBoRvill @rder the script.

w { Sl dFbe/sedvence in which the actions
are to be entered.

w | CgiTheagfion or scripted item to be o
entered.

w 9 E LIS O (t $He resuld expizEtdd from
entering the action.

w h LIS NI § 2 NgWhaf thelddiailisit@ v a
do if the proper result is received, or if an
Improper result is returned.




Scripts

Test Level Tl'aS [:]slag ::iﬂll Trl;fll;latl:il:ns Tf ll'zlgjfal TI:?-:::;E;;
Unit X X

Concurrent X X
Integration X X

Regression X X
Stress X X




White-box
testing

A Sometime called structural
testing or glass -box testing

A Derivation of test cases
according to program
structure

A Knowledge of the program is
used to identify additional test
cases

A Objective is to exercise all
program statements (not all
path combinations)




AStatement coverage

ATest cases which will execute every statement at
least once.

ATools exist for help

Typ es Of ANo guarantee that all branches are properly
tested. Loop exit?

structural ABranch coverage

AAIll branches are tested once

APath coverageRestriction of type of paths:

AlLinear code sequences !
A Definition/Use checking (all definition/use paths
ACan locate dead code /

> 4

testing




A Techniques that focus on assessing the presence or absence
of errors in the programming process are called error
oriented. There are three broad categories of such
techniques: statistical assessment, etbased testing, and
fault-based testing. These are stated in order of increasing

E rroneous specificity of what is wrong with the program without
i reference to the number of remaining faults.
TeSU ng A Errorbased testing attempts to show the absence of certain

errors in the programming process. Féhdsed testing
attempts to show the absence of certain faults in the code.
Since errors in the programming process are reflected as
faults in the code, both techniques demonstrate the
absence of faults.




Erroneous Testing

A Fault Estimation: Fault seeding is a statistical method used to assess the
number and characteristics of the faults remaining in a program. Harlan
Mills originally proposed this technique and called it error seeding.

A Input Testing: The goal of input testing is to discover input faults by
ensuring that test data limits the range of undetected faults.

A Perturbation Testing: Perturbation testing attempts to decide what
constitutes a sufficient set of paths to test. Faults are modeled as a vector
space, and characterization theorems describe when sufficient paths have
been tested to discover both computation and input errors.

A FaultBased Testing: Fadlased testing aims at demonstrating that certain
prescribed faults are not in the code. It functions well in the role of test
data evaluation. Test data that does not succeed in discovering the
prescribed faults is not considered adequate.

gL
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Erroneous Testing

A Local Extent, Finite Breadth: Inpuitput pairs of data are encoded as a
comment in a procedure, as a partial specification of the function to be
computed by that procedure. The procedure is then executed for each of
the input values and checked for the output values.

A Global Extent, Finite Breadth: In mutation testing, test data adequacy is
judged by demonstrating that interjected faults are caught. A program
with interjected faults is called a mutant, and is produced by applying a
mutation operator. Such an operator changes a single expression in the
program to another expression, selected from a finite class of expressions.

A Local Extent, Infinite Breadth: Rules for recognizing-senasitive data are
described for each primitive language construct. Satisfaction of a rule for a
given construct during testing means that all alternate forms of that
construct have been distinguished.



AGlobal Extent, Infinite Breadth: We can
define a faulkbhased method based on

FErroneous symbolic execution that permits elimination
: of infinitely many faults through evidence of
Testlng global failures. Symbolic faults are inserted

Into the code, which is then executed on real
or symbolic data.. '

/
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Stress Testing

The types of internal limitations that can be evaluated with volume testing include:

W LYGSNYIFt | O0O0dzydzt F GA2Y 2F AYF2NXNIGA2Y S & dz
w bdzYoSNJ 2F tAYyS AdGSya Ay t+y S@Syis &dzOK | 2
within an order.

w {ATS 2F I 0O0dzydz  GA2Yy FAStRa®

w 5-telatéd limitations, such as leap year, decade change, switching calendar years,

etc.

w CASER aAlS fAYAUlIGA2yAaT &4dzOK & ydzyYoSNI 21
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Audit Hook

The audit hook technique involves embedding code in
application systems for the examination of selected
transactions. This helps an IS auditor to act before an
error or an irregularity gets out of hand. An
embedded audit module involves embedding
speciallywritten software in the organization's host
application system so that application systems are
monitored on a selective basis. An integrated test
facility is used when it is not practical to use test data,
and snapshots are used when an audit trail is
required.



Automated Code
Comparison

An automated code comparison is the process of
comparing two versions of the same program to determine
whether the two correspond. It is an efficient technique
because it iIs an automated procedure. Test data runs
permit the auditor to verify the processing of preselected
transactions, but provide no evidence about unexercised
portions of a program. Code review is the process of
reading program source code listings to determine whether
the code contains potential errors or inefficient statements.
A code review can be used as a means of code comparison
but it is inefficient. The review of code migration
procedures would not detect program changes.



System testing metrics

A Defects rates
A Errors rates
A Number of errors
A Number of errors found per person hours expended
A Measured by:
A individual
A module
A during development
A Errors should be categorized by origin, type, cost




Critical- The defect(s) would stop the software system from
operating.

Defe Ct Major - The defect(s) would cause incorrect output to be
produced.

Severity

Minor - The defect(s) would be a problem but would not cause
improper output to be produced, such as a system
documentation error.
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Pareto
Chart

A Pareto chart Is a special type c

bar chart to view the causes of a
problem in order of

severity: largest to smallest. The

Pareto chart provides an effective
tool to graphically show

where significant problems and
causes are in a process.
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Failure Mode and Effects Analysis (FMEA) is a systematic,

structured method used to identify potential failures in a

product, process, or system, evaluate their effects, and

prioritize actions to reduce the likelihood or consequences of

those failures.

It is one of the most widely used reliability and risk

management tools in systems engineering, manufacturing,

and quality assurance. The core concepts are:

A Failure Mode; The specific way in which a component or
process could fail (e.g., short circuit, leakage, fracture).

A Effectc The consequence of the failure mode on the next
higher level of the system, or on the overall system.

A Cause The underlying reason for the failure mode (e.g.,
material fatigue, human error, design flaw).

A Current Controlg The existing measures in place to
prevent or detect the failure.

A Recommended ActiorsAdditional steps to reduce
occurrence, improve detection, or mitigate the effect.



Failure Mode, Effects, and Criticality Analysis (FMECA) is a systematic,
bottom-up reliability and risk assessment method used in engineering to
identify potential failure modes of a system, evaluate their effects, and
prioritize them based on criticalitya combination of severity and
likelihood.
A Process Steps
A Define the scope and system breakdown
A Decompose the system into subsystems, assemblies, and
components.
A Identify failure modes
A Listall the possible ways each component can fail (e.g., short circuit,
mechanical jam, corrosion).
A Determine the effects
A For each failure mode, describe tfloeal effec{on the component),
nexthigherlevel effect(on the subsystem), arehd effect(on the
whole system).
A Assess severity
A Rank how serious each effect is (e.g., from negligible to
catastrophic).
A Estimate occurrence probability
A Rank or quantify how likely each failure is to occur, based on data or
estimates.
A Evaluate detectio(optional in some approaches)
A Assess how likely it is that the failure will be detected before it
causes harm



Perform criticality analysis

A Calculate Lriticality Indexquantitative) or assign a
criticality category (qualitative).

A Often based on:

Cn=B8xaxA xt

A Where:

Ai T O2yRAUA2YIFT LINRPOFOATfAGER
defined severity

Ah T LINRPLRNIAZ2Y 2F Fl Afdz2NBa 2
A< ' LI NG FFAfdzZNE NI GS

At = operating time




Failure
Modes,
Effects, and

Diagnostic
AEWAIE
(FMEDA)

Failure Modes, Effects, and Diagnostic Analysis (FMEDA) is
an extension of Failure Modes and Effects Analysis (FMEA)
that adds a quantitative diagnostic coverage assessment—
making it especially useful in functional safety and
reliability-critical systems. It’s widely used in industries like
automotive (ISO 26262), process safety (IEC 61508),
aerospace, and medical devices to help meet Safety
Integrity Level (SIL) or Automotive Safety Integrity Level
(ASIL) targets. FMEEDA goes beyond standard FMEA by:

e |dentifying failure modes and their effects (like FMEA).

e Quantifying how each failure mode is detected by built-
in diagnostics or monitoring.

e Calculating metrics such as diagnostic coverage (DC),
safe failure fraction (SFF), and failure rates.

* Providing input for probabilistic safety analysis and
hardware fault tolerance (HFT) assessments.




FMEDA vs FMEA

Aspect FMEA FMEDA
Focus Qualitative analysis of potential failures and| Quantitative analysis including diagnostic
effects detection and coverage
Outputs Failure modes, effects, risk priority Failure modes, ef_fects, detection rates, failure
rates, safety metrics
Application Reliability improvement & risk prioritization FUnetonel SEIE eemlplEmes & GUENEE

reliability targets



Beta -factor model

The Betaactor model is a quantitative method used in Common Cause Analysis (CCA) to account for
dependent failures in redundant systemspecifically, common cause failures (CCFs) that affect multiple
components simultaneously.

A For two identical redundant components:

A< T G20Ft FlFATtdz2NBE N} GS 2
Ai ' TN} OUGA2Y cBnfmoifdadsd dzNE &
A@ci o T FNYOuUA2Y 2F FI Af dzN
A Then:

A CCFRailureNJ Gt8T 1

A IndependenfailureNJ G St<6 mb i 0

'-FVI-A )\yafs OEYLJEVSVU
RdZS,uz |
NBEa GKFG ' NB G Nz & )\)/RSLJS

A In a 2out-of-2 system (both components must work), the total probability of system failure includes:
A Common cause failures (both fail together via the same cause)
A Independent sequential failures (one fails, then the other before repair



Beta -factor

model

ALYGSNILINSGFGAZY 2F |
Ai b antt FIAfdzNBA

Al THmtf FIAfdzZNBaA
IS useless)

A Typical realvorld values0.01¢0.3depending on system
type and environment.



A Reliability, Availability, Maintainability, and Safety (RAMS) is

a collective term used in systems engineering to describe the
key dependability attributes of a system. 5 ]
LiQa oARSte LI ASR AY Ay Rdzalu
rail, automotive, energy, and medical devices to ensure that
systems perform as intended throughout their lifecycle.

A Measured as a probability (0 to 1) or Mean Time Between
Failures (MTBF).Focuses on faipueention.Influencety
design quality, component selection, manufacturing
processes, and operating environment.




Common Cause Analysis (CCA) is a systems engineering and reliability method used to
identify and manage situations where multiple components fail due to the same underlying
cause. The key idea is that some failures are not independkemisingle cause can trigger

several component failures at once, it can undermine redundancy and safety measures.
Purpose

A Detect potential single points of vulnerability that can defeatfalgrant designs.

A 1dentify causes that can produce simultaneous or correlated failures in otherwise
Independent elements.

A Ensure that redundancy actually improves reliability rather than giving a false sense of
security.



Common CCA Methods
e Qualitative:

* Cause—effect mapping: Brainstorming
and mapping shared failure triggers.

e Checklists: Based on known industry
CCF patterns.

* FMEA/FMECA extensions: Adding
“common cause” columns to
standard analyses.

* Quantitative:

e Beta-factor model: Assumes a
proportion (B) of total component
failures are due to common causes.

* Multiple Greek letter models: More
granular modeling of partial
dependencies.




Check
Sheet

A check sheet is a technique or tool to record the
number of occurrences over a specified interval of
time; a data sample to determine the frequency of an
event. The recording of data, survey, or sample is to

support or validate objectively the significance of the
event.



Run Chart

A run chart is a graph of data
(observation) in chronological order
displaying shifts or trends

In the central tendency (average).

Measurement

Time or Sequence



Control Chart

The intent of a control chart is to monitor
the variation of a statistically stable
process where activities are repetitive.
Two types of variation are being
observed: 1) common, or random; and,
2) special or unigue events.



