How to setup VPN and NAT on Windows Server 2003
Used with the server will also be the firewall/router/gateway.
Pre-requirement:

1. Two network interface cards.
2. One static public IP on the outside NIC.

3. One static private IP on the private NIC. Note: remember to enable the inside NIC.
Otherwise, the VPN may not work.

Configuration:
1. Go to Routing and Remote Access from Administrative Tools.

2. Right-click the server and then click Configure and Enable Routing and Remote
Access

3. Click Next on Welcome screen. Select Virtual Private Network [VPN] access and
NAT in the Configuration of Routing and Remote Access server setup

4. In VPN Connection screen, select outside NIC which is connecting to the

5. In the IP Address Assignment, you have two options, Automatically and From a
specified range address. You may keep the default

6. For Managing Multiple Remote Access, select No if you don't have RADIUS.
8. Click when the screen "To support replaying of DHCP message from remote access

clients, you must configure the properties of the DHCP Relay Agent with the IP address
of your DHCP server".

Setup VPN Client

To open the Network Connections folder, click Start, click Control Panel, click Network and
Internet Connections, and then double-click Network Connections.
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Click Create a new connection, and then click Next.

Mew Connection Wizard

Welcome to the New Connection
Wizard

Thiz wizard helpz you:

* Cannect to the [nteret,

* Connect to a private network,, zuch az your workplace
nietwiork.

* Setup a home or zmall affice networl:.

To continue, click Mext.

< Back I Mest » I Cancel

Click Connect to the network at my workplace, and then click Next.
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Mew Connection Wizard

Hetwork Connection Type
Ww'hat do you vant to do?

" Connect to the Internet
Connect ba the Internet so you can browse the YWeb and read email.

* Connect to the network at my workplace

Connect to a business netwark [uzing dial-up or ¥PM] 20 vou can wark from home,
a field offize, ar another locatian.

" Set up a home or small office network
Connect ta an exizting home or zmall office nebwork, or zet up a new one,

" Set up an advanced connection

Connect directly to another computer using pour =enal, parallel, or infrared port, or
zet up thiz computer 2o that other computers can connect ko it

< Back I MNest > I Cancel

Click Virtual Private Network connection, click Next.

Mew Connection Wizard

Metwork Connection
Haoww do pou want bo connect ta the netwiork, at your wark place?

Create the fallowing connection;

" Dial-up connection

Connect uzing a modem and a regular phone line or an Integrated Services Digital
Metwork [ISDM] phone line.

& Mirtual Private Network connection

Connect ba the netwaork, uzing a wirtual private network [WPM] connection over the
Internet.

< Back I Hest » I Cancel |
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Type a descriptive name for your VPN, and click Next.

Mew Connection Wizard

Connection Name
Specify a name far thig connection to your workplace.

Type a name for this connection in the following box.

Company Mame

IEhiu:agu:uT ech

For example, you could bype the name of your workplace ar the name of a server pou
will connect to.

< Back I Mest » I Cancel

Select ‘do not dial’ (unless by some chance you are using dialup to get to the internet’

Type the IP address of the VPN server to which you are connecting, and then click Next.

Windows Server VPN Tutorials




Mew Connection Wizard

¥PH Server Selection
“WWhat iz the name or address of the WP semver?

Tupe the host hame or Internet Pratocal [IP] address of the computer ta which pou are
cohneching.

Hozt name ar [P address [for example, microsaft.cam ar 15754001

chicagotech. nel

< Back I MNest > I Cancel |

How to setup Windows 2003 as VPN server with one NIC
1. Open Routing and Remote Access from Administrative Tools.

2. Right-click on the servername and click Configure and Enable Routing and
Remote Access

3. in the Routing and Remote Access Server Setup Wizard, select Custom
configuration.
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Routing and Remote Access Server Setup Wizard

Configuration

3
You can enable any of the following combinations of services, or you can ?[,_,J
customize this server.

" Remote access [dial-up or VPN

Allow remote clients to connect to this server through either a dial-up connection or a
secure Virtual Private Network [VPN] Intemet connection.

" Network address translation [NAT)
Allow intemal clients to connect to the Intemet using one public IP address.

" Virtual Private Network [VPN) access and NAT

Allow remote clients to connect to this server through the Interet and local clients to
connect to the Intemet using a single public IP address.

(" Secure connection between two private networks
Connect this network to a remote network, such as a branch office.

...................................

Select any combination of the features available in Routing and Remote Access.

For more information about these options. see Routing and Remote Access Help.

< Back I MNext > I Cancel

4. Check the VPN access in Custom Configuration.

Routing and Remote Access Server Setup Wizard

Custom Configuration

S 2
‘When this wizard closes, you can configure the selected services in the Routing g,—-l
and Remote Access console.

Select the services that you want to enable on this server.

™ Dialup access

[~ Demand-dial connections [ used for branch office routing |
™ NAT and basic firewal

[~ LAN routing

< Back I Next > I Cancel |
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Helpful Links

5. Click Finish to complete the configuration.

Routing and Remote Access Server Setup Wizard

Summary of selections:

Completing the Routing and Remote
Access Server Setup Wizard

You have successfully completed the Routing and Remote
dccess Server Setup wizard.

VPN access

< Back I Finish I

After you close this wizard, configure the selected services
in the Routing and Remote Access console.

To close this wizard, click Finish.

=

[

Cancel

Setup VPN on Server 2003 http://support.microsoft.com/kb/323441

Setup Client on XP http://mobileoffice.about.com/od/connectingtotheoffice/ht/vpnclient.htm
Setup Client and Server
http://compnetworking.about.com/od/vpnsetup/VPN_Setup How_to Set Up _a VPN.htm
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